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THE FAIR CREDIT REPORTING ACT AND
ISSUES PRESENTED BY REAUTHORIZATION
OF THE EXPIRING PREEMPTION PROVISIONS

TUESDAY, MAY 20, 2003

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 2 p.m., in room SD-538 of the Dirksen
Senate Office Building, Senator Richard C. Shelby (Chairman of
the Committee) presiding.

OPENING STATEMENT OF CHAIRMAN RICHARD C. SHELBY

Chairman SHELBY. The Committee will come to order.

I would just like to thank everyone for being here today. At the
end of this year, the State law preemption provisions of the Fair
Credit Reporting Act expire. This Committee has the responsibility
of reviewing these provisions and making a determination as to
whether they should be extended, altered, or be allowed to lapse.

The task before us is no small endeavor.

The preemption provisions are a part of a much larger, highly
complex law, a law that governs crucial aspects of the consumer
credit system. This national system is huge, involving trillions of
dollars and millions of people, and is at the heart of the economic
well-being of this country.

This system is also fundamentally dependent on the collection
and dissemination of data that involves some of our most sensitive
personal information.

We do want to point out, however, that balancing these various
interests is not a new challenge for Congress. At enactment, when
it was significantly amended in 1996, and now, the calculus behind
the FCRA has always required consideration of the broad issues re-
lating to the operation of the credit markets and consumer privacy.

The statement of purpose of the Act bears this point out. It high-
lights the banking system’s dependence upon fair and accurate
credit reporting, the vital function consumer reporting agencies
perform in supplying this information, and the need to ensure that
reporting agencies exercise the grave responsibilities with fairness,
impartiality, and respect for the consumer’s right to privacy.

As we review the expiring preemption provisions of the law, it is
my hope that the provisions are considered in the context of the
law’s purpose.

To this end, we have already held numerous staff briefings cov-
ering many of the key topics associated with the Fair Credit
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Reporting Act. Additionally, and more importantly, while working
within the limited timeframe we have available, it is my intention
to develop a comprehensive hearing record to inform the Commit-
tee’s debate.

We are now moving to the hearing phase and are beginning at
what I feel is the best point of departure—consideration of the fun-
damental issue implicated in the debate—operation of the con-
sumer credit system and the Fair Credit Reporting Act’s role in
that system.

We do this by first hearing from the Federal Trade Commission,
the Agency with the most responsibility for enforcement of the Fair
Credit Reporting Act. Our first witness is Howard Beales, Director
of the Federal Trade Commission’s Division of Consumer Affairs.
From Mr. Beales, we should obtain more information about the his-
tory, the purpose, and function of this important law. I look for-
ward to his testimony.

As we move forward, I plan to use these hearings to provide con-
tent that will enable the Committee to focus its consideration on
the discrete issues and particular applications of the law.

It is my hope and intent that, at the end of this process, we will
have obtained a full sense of the value of our national system and
we will be able to balance the various issues presented by contem-
porary information use practices.

Our overarching goal should then be to ensure that the law pro-
duces the most effective, efficient, balanced and fair system that is
achievable.

Senator Crapo.

STATEMENT OF SENATOR MIKE CRAPO

Senator CRAPO. Thank you very much, Mr. Chairman. I appre-
ciate your comments and share them, and I appreciate the atten-
tion you are giving to this critical issue.

As you indicated, we have a short timeframe within which to ad-
dress the reauthorization of the Fair Credit Reporting Act’s pre-
emption authority. And I believe that there is an increasingly
strong consensus in terms of that need.

The other issues that surround this issue as well are those which
we need to have a solid record developed on and which I appreciate
your encouragement and support in developing that record.

I intend to work with you and the other Members who are inter-
ested in this issue to prepare solutions to those issues, such as the
privacy issues, the identity theft issues, and other related issues
that are involved, not only in FCRA, but also in the application of
the Gramm-Leach-Bliley legislation and our entire approach to how
credit and the information surrounding credit is basically collected
and utilized in our society.

We want to make sure that the protections are in place to protect
privacy, but at the same time, we want to make sure that our sys-
tem of credit in the United States, which has been such a strength
to our economy and to our people, is not interfered with.

And I think that that task is one that is achievable and I look
forward to working with you on it.

Thank you.

Chairman SHELBY. I just want to make an announcement.
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Concurrent with this hearing today, when we get a quorum, the
Committee will conduct a vote on a lot of nominations: Nicholas
Gregory Mankiw, of Massachusetts, to be a Member of the Council
of Economic Advisors, the Executive Office of the President; Steven
B. Nesmith, of Pennsylvania, to be Assistant Secretary for Congres-
sional and Intergovernmental Relations, U.S. Department of Hous-
ing and Urban Development; Jose Teran, of Florida, to be a Mem-
ber of the Board of Directors, the National Institute of Building
Sciences; James Broaddus, of Texas, to be a Member of the Board
of Directors, the National Institute of Building Sciences; Lane Car-
son, of Louisiana, to be a Member of the Board of Directors of the
National Institute of Building Sciences; and Morgan Edwards, of
North Carolina, to be a Member of the Board of Directors of the
National Institute of Building Sciences.

I just wanted to make that announcement at the beginning.

Mr. Beales, we welcome you to the Committee. Your written
statement in its entirety has been reviewed and it will be made
part of the Senate Banking Committee’s record.

You proceed as you wish. As I told you, we are going to get a
vote on the floor about 2:20 p.m., or whenever we get it, and I will
recess the Committee for the vote at the proper time.

You proceed as you wish.

STATEMENT OF J. HOWARD BEALES, III
DIRECTOR, BUREAU OF CONSUMER PROTECTION
U.S. FEDERAL TRADE COMMISSION

Mr. BEALES. Thank you very much, Mr. Chairman and Members
of the Committee. I am pleased to have this opportunity to provide
background on the Fair Credit Reporting Act.

Although the views expressed in the written statement represent
the views of the Commission, my oral presentation and my re-
sponses to questions are my own and do not necessarily reflect the
views of the Commission or any individual Commissioner. The
Commission has played a central role in interpreting and enforcing
the FCRA since the law was enacted in 1970. I really appreciate
the opportunity to discuss the Act and its role in regulating credit
report information.

After World War II, the American population grew and became
vastly more mobile. A national consumer reporting system devel-
oped in response to this new mobility. Since that time, consumer
credit outstanding has grown exponentially. Indeed, consumer
spending accounts for over two-thirds of U.S. gross domestic prod-
uct and consumer credit markets drive U.S. economic growth.

Early on, credit reporting was local or regional and, the amount
of information collected was limited and not standardized. The
credit bureaus, also known as consumer reporting agencies, manu-
ally recorded consumer information on index cards, updated the in-
formation irregularly, and often retained it indefinitely. Over time,
however, small credit bureaus grew to become large repositories of
consumer information, relying on sophisticated computer systems
to store, process and transit large amounts of data.

Today, the credit reporting system, consists primarily of three
nationwide credit bureau repositories, containing data on as many
as 1.5 billion credit accounts held by approximately 190 million
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individuals. Creditors and other so-called furnishers provide infor-
mation to credit bureaus voluntarily. There is no direct payment to
furnishers for providing this data, but the cooperative database en-
ables credit grantors to make more expeditious and accurate credit
decisions. Quick credit decisions are important to many consumers
who are in the market for new credit. A recent Federal Reserve
Board study found that one in five active credit accounts was
opened within the last year.

Because of the national credit reporting system we have, the
credit application process has evolved from a relatively time-con-
suming individualized procedure that relied on loan officers’ case-
by-case estimates, to a more sophisticated and partial system that
relies on consistent assessment of credit history information.

Because of the prevalence of credit reports, consumers today can
use the Internet to comparison-shop for a wide array of credit prod-
ucts and get a virtually instantaneous offer. Or they can get a five-
figure loan from a car dealer they have never seen before and drive
a car out of the showroom the same day.

Let me briefly review some of the key elements of the FCRA as
it stands today, 33 years after its original passage.

It is important to keep in mind that notwithstanding its title, the
Fair Credit Reporting Act has always covered more than what are
conventionally termed “credit reports.” It applies to any informa-
tion that is collected and used for the purpose of evaluating con-
sumers’ eligibility for products and services they want. Thus, the
FCRA has always applied to insurance, employment, and other
noncredit consumer transactions. My focus today will be on credit
reporting, but the same basic regulatory structure applies to all
consumer reports.

The FCRA provides consumer protections in two vital areas—pri-
vacy and accuracy. The Act is designed to protect privacy in a num-
ber of ways. Primarily, it limits distribution of credit reports to
those with specific “permissible purposes.” Generally, reports may
be provided for the purposes of making decisions involving credit,
insurance, or employment, and certain other consumer-initiated
transactions.

Also, Congress has given consumers the right to opt out of the
use of their credit information for prescreening and opt out of the
sharing of certain information, including credit reports among af-
filiated companies.

In addition to privacy, credit report accuracy is a core goal of the
FCRA. Accurate reports benefit not only consumers, but also credit
grantors who need accurate information to make optimal decisions.

The FCRA uses two major avenues to achieve the goal of optimal
accuracy. First, it provides that the consumer reporting agencies
must follow “reasonable procedures to assure maximum possible
accuracy of the information” they report. Second, the FCRA gives
consumers the right to know what information the credit bureau
maintains on them and the right to dispute errors, facilitated by
the Act’s adverse action notice requirements. Since 1970, the FCRA
has required that when credit is denied based, even in part, on a
consumer report, the creditor must notify the consumer of the iden-
tity of the credit bureau from which the report was obtained, of the
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right to obtain a free copy of the report, and the right to dispute
the accuracy of the information in the report.

A consumer can initiate a dispute by notifying a credit bureau
of incomplete or inaccurate information in his or her credit report.
The credit bureau and creditor who furnished the information must
reinvestigate the dispute, generally within 30 days, record the cur-
rent status of the information and delete it if it is found to be inac-
curate or unverifiable. The credit bureau must report the results
of the investigation to the consumer.

The self-help mechanism embodied in the FCRA’s scheme of ad-
verse action notices and the right to dispute is a critical component
in the effort to maximize the accuracy of consumer reports, and the
Commission has given high priority to assuring compliance with
these provisions.

Let me briefly discuss the Commission’s efforts to administer and
enforce the FCRA since 1970. When Congress first passed the Act,
it provided that the Commission would be the principal agency to
enforce the statute.

The Commission brought a number of formal actions to enforce
the FCRA, including cases to assure compliance with the adverse
action notice requirements on the part of creditors and employers,
to assure compliance with privacy and accuracy requirements by
the major nationwide credit bureaus, and to assure compliance by
resellers of consumer reports, which are agencies that purchase
consumer reports from the major bureaus and then resell them.

The Commission’s enforcement efforts since 1996 have focused on
the new requirements added by the amendments in that year. For
example, the Commission settled cases against the three major re-
positories charging that they failed to have adequate personnel
available to answer FCRA-mandated toll-free telephone numbers.
The Commission has also settled cases against furnishers of infor-
mation to consumer reporting agencies alleging that they falsely re-
ported delinquency dates, causing adverse information to remain
on credit reports past the 7-year limit provided by the Act.

Recently, the Commission settled an action against an Internet
mortgage lender that failed to give adverse action notices to con-
sumers who did not qualify for online pre-approval because of infor-
mation in their credit reports.

The Commission is also engaged in extensive consumer and busi-
ness education, including the Commission’s 1990 commentary on
the FCRA. After the 1996 Amendments, our informal guidance ex-
panded to meet the interpretive needs that were prompted by the
amendments. We are now focused on a revision of the 1990 com-
mentary which has been rendered partly obsolete by the passage
of time and the amendments. The Commission will continue to use
a combination of education initiatives and vigorous enforcement to
foster compliance with the FCRA.

We see several ongoing developments in the consumer reporting
marketplace that may have significant impact on consumers. First,
more types of businesses are using credit reports to make decisions
in consumer transactions. For example, telephone service providers
routinely use consumer reports to make decisions on whether to
provide service and what deposit requirements, if any, to impose.
Insurance companies are increasingly using the information from
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consumers’ credit histories when underwriting homeowners and
auto insurance policies.

Second, we are seeing new types of consumer credit providers
and products in the marketplace. For example, the growing use of
prescreened offers for the marketing of credit cards has led to the
development of credit card banks that rely almost entirely on
prescreening to sell their cards. Prescreening has also led to the
widespread availability of credit cards with no annual fee and other
attractive benefits, and has enhanced competition.

Third, businesses increasingly are using consumer reports to un-
dertake risk-based pricing of products or services. Many creditors
and other businesses no longer merely approve or deny applica-
tions, but, rather, they use credit report data to finely calibrate the
terms of their offer. Consumers benefit from the more efficient con-
sumer credit market that is made possible by these developments.

Any reference to the consumer reporting system should recognize
the problem of identity theft. The range, accuracy, and timeliness
of information in consumer reporting data bases makes them
unique resources. They are, therefore, simultaneously a target for
identity thieves and a valuable resources for combatting identity
theft. Identity theft threatens the fair and efficient functioning of
consumer credit markets by undermining the accuracy and credi-
bility of the information flow that supports these markets.

As I recently detailed before the House Financial Services Com-
mittee, the Commission is working actively to combat identity theft
in a number of areas. We will continue to explore avenues for com-
batting identity theft and assisting victims.

In conclusion, the 33 years since passage of the Act have fully
demonstrated the wisdom of Congress in enacting the FCRA.

The FCRA makes possible the vitality of modern consumer credit
markets. The consumer reporting industry, furnishers, and users
can all rely on the uniform framework of the FCRA in what has
become a complex, nationwide business of making consumer credit
available to a diverse and mobile American public.

The 1970 Act, along with the 1996 Amendments, provided a care-
fully balanced framework, making possible the benefits that result
from the free, fair, and accurate flow of consumer data. All of these
benefits depend on the consumer reporting system functioning as
intended. That is why the FTC continues to emphasize the impor-
tance of educating consumers and businesses, and of enforcing the
law to assure compliance by all who have a role in making the sys-
tem work.

Thank you for this opportunity to present the Commission’s
views, and I would be happy to respond to your questions.

Chairman SHELBY. Thank you. I believe at this point would be
a good time—Senator Dole, we are having a vote at 2:20 p.m., un-
less it has been vitiated.

Does anybody know? It hasn’t hit yet.

[Pause.]

I believe I will recess the hearing—Senator Dole, do you have an
opening statement or any comments?
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COMMENTS OF SENATOR ELIZABETH DOLE

Senator DOLE. No. In the interest of time, I will submit my state-
ment for the record.

Chairman SHELBY. It will be made a part of the record in its en-
tirety.

Senator DOLE. But I welcome you. As a former Member of the
Federal Trade Commission, I am delighted to have your testimony
today and look forward to the questions.

Chairman SHELBY. Thank you, Senator Dole. Your opening state-
ment will be made a part of the record.

Senator DOLE. Thank you, Mr. Chairman.

Chairman SHELBY. We will recess the Committee until we get
back from the vote.

[Recess.]

Chairman SHELBY. The Committee will come to order.

Mr. Beales, starting at the most basic level, just for the record—
this is our first hearing regarding the Fair Credit Reporting Act,
as you know—I want to establish for the record what is covered by
the Fair Credit Reporting Act.

The law identifies certain kinds of personal information and it
establishes how and by whom such information can be collected,
transferred, and used.

Is that correct?

Mr. BEALES. Yes, sir.

Chairman SHELBY. What would be an example of the kind of in-
formation that is covered under the statutory scheme?

Mr. BEALES. It could be any information if it bears on eligibility
for credit or employment. That is the basic definitional constraint.

Chairman SHELBY. Give us an example.

Mr. BEALES. The typical example is how well you repay your
bills, so your repayment history.

Chairman SHELBY. Sure. It certainly does has probative value,
doesn’t it?

Mr. BEALES. It certainly does. It is ultimately what the creditor
is interested in.

Chairman SHELBY. Right. And should be.

Mr. BEALES. Right. It may also include, and typically does, public
record information, like mortgages and liens against your property.

Chairman SHELBY. Tax liens, if any.

Mr. BEALES. Tax liens, any other kind of information, bankruptcy
information.

Chairman SHELBY. Lawsuits?

Mr. BEALES. Lawsuits that may be picked up from public records,
yes, any of that might be there.

Chairman SHELBY. The law restricts, as I understand it, who can
access and use the contents of a consumer report. In other words,
not just anyone can use it for any reason.

Could you elaborate on that, about how use of such information
or report is restricted, for the record?

Mr. BEALES. The fundamental restriction is that you have to
have a permissible purpose under the statute to access the report.

Chairman SHELBY. Is permissible purpose defined in the statute?

Mr. BEALES. There is a definition. A permissible purpose would
be to assess your eligibility for credit.
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Mr. BEALES. Or for insurance purposes. Or for employment.

Probably the broadest of the permissible purposes is in connec-
tion with a business transaction initiated by the consumer.

Any of those would be permissible purposes under the statute.

Chairman SHELBY. Not a fishing expedition.

Mr. BEALES. Not a fishing expedition. Not idle curiosity.

Chairman SHELBY. That is prohibited, is it not?

Mr. BEALES. That is prohibited. From the beginning, it has been
prohibited for a credit reporting agency to provide information to
somebody without a permissible purpose.

The 1996 Amendments also prohibited obtaining, the act of ob-
taining a report without a permissible purpose.

Chairman SHELBY. So that begs the question—why do you think
acces§? to credit reports was limited to those with permissible pur-
poses?

Mr. BEALES. I think this is sensitive information.

Chairman SHELBY. Sensitive information. Basically, private in-
formation.

Mr. BEALES. Basically, private information. And in order to pro-
tect the consumer’s privacy interests, and to balance the con-
sumer’s privacy interests against the legitimate needs of creditors
in trying to assess whether or not to grant credit, Congress made
the decision to enumerate the kinds of purposes for which this was
a worthwhile use and an acceptable invasion of privacy, and elimi-
nate the kinds of uses where there is less benefit, but the same in-
vasion of privacy.

Chairman SHELBY. Is target marketing generally considered a
permissible use?

And if so, why?

Mr. BEALES. The only circumstance in which target marketing is
a permissible use is prescreened offers of credit or insurance.

Other than that, target marketing is not a permissible use.

Chairman SHELBY. The structure of the Fair Credit Reporting
Act reflects decisions of earlier Congresses what weighed and bal-
anced—tried to balance—various factors, such as privacy, accuracy,
and commercial need for credit information.

Could you revisit the portions of your testimony where you iden-
tified these considerations and discuss them just for the record a
bit further?

Privacy, accuracy, and the commercial need for credit informa-
tion.

Mr. BEALES. The fundamental restriction to protect privacy is to
restrict the use of information to people who have a permissible
purpose. Without a permissible purpose, you cannot get access to
information in credit reports because of the concern about privacy.

To preserve accuracy of the information, the Act has two basic
provisions, two basic mechanisms. One that requires the credit re-
porting agency to use reasonable procedures to assure maximum
possible accuracy.

And two, and maybe more important, it has a notification mecha-
nism to consumers. If an adverse decision is based on information
in a credit report, the consumer, who is in the best position to
know whether that information is accurate or not, is given a notice
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and is given the opportunity to get access to their report in order
to determine whether or not there are errors that need to be cor-
rected.

Chairman SHELBY. In your written testimony, you cite a 1996
D.C. Circuit Court case where the court held that a major purpose
of the Fair Credit Reporting Act, and I will quote: “Is the privacy
of a consumer’s credit-related data.”

Do you believe that this is an accurate characterization? Is pri-
vacy a critical concern underlying the Fair Credit Reporting Act?

Mr. BEALES. Absolutely.

Chairman SHELBY. Okay.

Mr. BEALES. To balance the privacy interests against the legiti-
mate needs for credit reporting and to assure that the information
is accurate.

Chairman SHELBY. In your written testimony, you point out that
the 1996 Amendments that you alluded to earlier permitted greater
sharing of consumer report information by affiliated companies.

To what degree was information-sharing occurring before the
amendments were passed? And why were the 1996 affiliate-sharing
amendments needed?

If you go back prior to 1996, and then after, post-1996.

Mr. BEALES. I think around 1996, and I do not know precisely
what is before or what is after
Chairman SHELBY. Okay.

Mr. BEALES. —but it seems to me that the structure of the finan-
cial services industry was undergoing a lot of change and a lot
more change was anticipated.

Those changes in structure led to a lot more affiliation relation-
ships where there is common ownership or control of different
parts of the same, but separate, corporation.

Chairman SHELBY. Also, national in scope, too, wouldn’t it be?

Mr. BEALES. Absolutely. A lot more national in scope and a lot
more combinations of what had previously been unrelated busi-
nesses or businesses that were separated by regulatory require-
ments.

I think it was that greater combination that led to more sharing
among affiliates because, from one perspective, there is no distinc-
tion between being an affiliate and being different divisions of the
same company.

In the different divisions case, there is no restriction on sharing.

Chairman SHELBY. A legal distinction?

Mr. BEALES. Excuse me?

Chairman SHELBY. A legal distinction?

Mr. BEALES. Sure. There is a legal and organizational distinction
and it is useful for regulatory purposes like confining risks from a
particular kind of business or limiting the scope of deposit insur-
ance, for example, to the deposit base in a bank.

It is very useful for that purpose.

Chairman SHELBY. What new powers did affiliates obtain under
the 1996 Amendments that did not exist previous to the 1996
Amendments?

Just off the top of your head.

Mr. BEALES. Previous to the 1996 Amendments, if you shared in-
formation among affiliates, and the information was enough to
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amount to a credit report, then the affiliate that was the source
would itself be a credit reporting agency and would have to comply
with the full panoply of requirements of the statute.

So if the banking arm shared an application with the subprime
lending arm of the same company, it would itself be a consumer re-
porting agency and subject to all of the other requirements of the
FCRA.

After the 1996 Amendments, that kind of information sharing
was exempted as long as the consumer has the right to say no and
prevent the information sharing.

It was exempted from the definition of a consumer report.

Chairman SHELBY. How does that work? You say the consumer,
as long as the consumer has the right to say no to the sharing.

Is that at the outset or is it when something comes up?

Mr. BEALES. It could be at either point. What the statutory re-
quirement is, is that the consumer be given the right to opt out and
that opt out or that giving of the right either occur up front at the
time the relationship is initiated, or it could occur at any subse-
quent point.

What has happened with Gramm-Leach-Bliley, since Gramm-
Leach-Bliley, is that many companies have provided the notice and
the opt out for the Fair Credit Reporting Act as part of the annual
Gramm-Leach-Bliley notice.

Chairman SHELBY. I will get back in another round.

Senator Carper.

STATEMENT OF SENATOR THOMAS R. CARPER

Senator CARPER. Thank you, Mr. Chairman.

And to our witness—do you pronounce your name “beals”?

Mr. BEALES. Yes, sir.

Senator CARPER. Welcome aboard. As you know, probably better
than us, when the FCRA was passed by Congress, there was a sun-
set provision that causes us to come back and to revisit the issue.
That sunset gives us the opportunity to do so.

I missed your testimony. And I am just going to ask, if you will,
just to take maybe one minute and say, if there is nothing else that
you walk out of here remembering that I have said, this would be
the one or two or three things.

Can you start with that?

Mr. BEALES. I think this is an important decision. I think the
way the credit reporting system functions is really vital to the func-
tioning of credit markets. And that, in turn, is vital to the func-
tioning of the American economy. Consumer spending is a huge
chunk of the economy.

I think that this is an important statute that struck a very rea-
sonable and time-tested balance between the conflicting interests of
consumer privacy and the legitimate needs of businesses for infor-
mation. I think it is a balance that has stood the test of time since
the statute was originally enacted. I think the accuracy provisions
of the statute are a key component. That has been a crucial aspect
of our——

Senator CARPER. Could you talk a little bit about that, please?
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Mr. Beales, could you hold the microphone—usually, we ask peo-
ple to bring it closer. I am going to ask you to bring it further
away.

Thank you. You have a booming voice.

[Laughter.]

You could probably get by here without that mic.

[Laughter.]

Mr. BEALES. Too much time in a classroom.

[Laughter.]

Yes, there is two key provisions about accuracy, two key mecha-
nisms for providing accuracy.

The credit reporting agencies themselves are required to have
reasonable procedures to assure maximum possible accuracy. And
that is one of the key requirements, to make sure that information
is correct.

Maybe more important is the requirement for adverse action no-
tices to consumers when a decision is based on information in a
credit report. That lets the consumer know the source of the infor-
mation was a credit report, where that credit report is, and it gives
the consumer access to that credit report to examine it and see if
there is any mistakes.

And it is the consumer, after all, who is in the best position to
know and has absolutely the right incentives to try to make sure
that the information is accurate and reflects their credit history
appropriately.

Once the consumer indicates that there is a problem, or disputes
an item, credit bureaus have to reinvestigate, furnishers have to
reinvestigate, and unless the information can be verified as accu-
rate, it has to be deleted.

But I think that those are the two key mechanisms that address
accuracy.

Senator CARPER. Let me ask your thoughts on whether or not—
if we permit December 31 to come and go and we do not restore
the preemption provisions, what do you think are the downsides to
our failure to act, and what, if any, are the upsides?

Mr. BEALES. The Commission hasn’t taken a position on what
you should do.

I think that the failure to renew the preemptions runs the risk
that what is now a national system begins to fragment, that it does
so in ways that make it harder to share information across state
lines and within what are increasingly national credit markets.

I believe the potential benefit of allowing the preemption to ex-
pire, would be letting States innovate with different approaches
and try out different schemes to try to protect consumers or to try
to balance these conflicting interests in slightly different ways.

And as I say, the downside of that is we may not like some of
those experiments and they may interfere with the uniformity that
we currently enjoy in credit markets.

Senator CARPER. Looking back, I was not here when the preemp-
tion language was adopted. But why was it adopted?

Mr. BEALES. I was not involved in that debate, either, and I do
not know.
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Why was it adopted? I think it was in order to assure the uni-
formity of some key aspects of the system. And it certainly has ac-
complished that.

Senator CARPER. Is the rationale for taking that action any less
relevant or correct today?

Mr. BEALES. I think that remains the benefit of extending pre-
emption, is that you assure the continued uniformity of the system.

That, however, limits the ability of States to try other approaches
aﬁld experiment with other approaches that may teach us some-
thing.

Senator CARPER. All right. My time is expired. Mr. Chairman
will there be another round?

Chairman SHELBY. Sure.

Senator CARPER. Thank you.

Chairman SHELBY. Senator Dole.

I think she was here first.

Senator DOLE. Thank you. The average American moves, I am
told, every 6 years. That is more than two-thirds higher than any
other country.

I think you would agree that our national uniform credit system
plays a significant role in increasing the mobility of labor and the
ability of consumers to move, while they preserve the opportunity
to get cheap credit through the portable credit system.

But tell me how important do you think this is to our economy?

Mr. BEALES. It is hard to know, and actually, we are very much
looking forward to some research that is in the works on what the
consequences would be of losing some kinds of information out of
the credit reporting system.

And I think that will be very interesting to see, and we will be
alblct—:l- ‘210 have a much firmer assessment once that research is con-
cluded.

But I think it clearly makes it easier to be able to move to a new
town and it doesn’t matter that there is no one there who knows
you and can vouch for you, that there is access to a credit report
from elsewhere with a system that creditors know they can depend
on to provide accurate and complete information upon which to
base a decision.

If you had to go to a separate State or systems, it would be far
more difficult and far more uncertain for the creditor, which in
turn would likely get reflected in worse terms offered to the con-
sumer.

Senator DOLE. Now, I have heard the case made that other mod-
ern economies throughout the world, in Europe, in Latin America,
and Asia, do not have credit reporting systems like ours, and that
some countries are considering right now adapting our system, our
credit reporting system, the preemptions.

Can you provide the Committee with some details of how our
credit reporting information or information-sharing system would
contrast with other countries’, in the G8, for example?

Mr. BEALES. Just speaking generally, and not about any par-
ticular country, probably, there is two kinds of differences between
the U.S. system and various foreign systems.

One, our system is voluntary. In some countries, credit reporting
is essentially a public utility or provided by the government, even



13

in some instances. Our system is voluntary, market-driven. It de-
pends on what information furnishers are willing to provide to
credit bureaus and what information credit bureaus think it is im-
portant to try to get and provide to their customers.

Second, ours is a system of full-file reporting. Both positive and
negative information about the consumer is reported. A number of
other countries only have negative information reported.

What is important about full-file reporting is there is a real dif-
ference between someone who has no negative information because
they have never had credit before, and someone who has no nega-
tive information because they have had credit extensively, they
have used numerous different accounts, and they have always paid
them off. Those two people aren’t the same. But in a system that
only reports negative information, you cannot tell them apart.

So the full-file reporting is a really useful feature of the Amer-
ican system.

Senator DOLE. And finally, could you just give us a run-through
of what credit card pricing might look like without prescreening?
Say prior to 1990, compared to today.

Mr. BEALES. It is difficult to attribute causality to any of the
changes that have happened since 1990. But what credit card pric-
ing looked like in 1990 was essentially everybody offered an inter-
est rate that was at the legal usury ceiling.

Cards generally had relatively high annual fees. There were no,
or virtually no, ancillary benefits. You did not get airline miles.
You did not get discounts. You did not get free insurance.

What you see today is a wide variety of rates, of credit limits,
numerous cards with no annual fees, a lot of different benefits,
whether it is contributions to your favorite charity or the ability to
display the logo of your school or even cash discounts in some
cases. And interest rates that reflect much more closely the risk
that a particular consumer creates or poses for the creditor.

I think prescreening has been an important part of that shift. It
has been an important competitive weapon, as people have entered
credit card markets with different kinds of terms.

But there is also obviously a lot of other changes that have hap-
pened that have likely influenced those developments as well.

Senator DOLE. Okay. Thank you, Mr. Chairman. I think my time
is expired.

Chairman SHELBY. Thank you.

Senator Johnson.

COMMENTS OF SENATOR TIM JOHNSON

Senator JOHNSON. Thank you, Mr. Chairman. I have a full state-
ment that I would like to submit for the record.

Chairman SHELBY. It will be made a part of the record, without
objection.

Senator JOHNSON. I want to thank the Chairman for holding this
hearing. Thank you, Mr. Beales, although I have to express dis-
appointment that the Administration has, so far, been unwilling to
exert greater effort at pushing for passage of legislation to extend
the preemption.
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My own view is that a failure to act on the preemption by Janu-
ary 1, 2004, will be utterly disastrous for the economy of this coun-
try and for consumers all over America.

A uniform reporting system that could break into as many as 50
reporting systems, all with different standards, different require-
ments, different procedures, and a credit reporting system which in
many ways has become a model for the world, would be degraded
significantly.

I think that while there are those who want to utilize this nec-
essary legislation as a vehicle for taking up other issues, and I re-
spect that, I would hope that the Senate will keep a close eye on
the notion that what is at stake here is access to credit.

And that is the principal reason why we are having this debate,
and the uniform system, in fact, in full-file reporting has enhanced
citizens’ ability to secure credit, has enhanced the ability of finan-
cial institutions to make intelligent decisions relative to lending.

Now, Mr. Beales, can you tell us whether this evolution of the
credit reporting industry and the FCRA has resulted in personal
credit histories being more portable?

In other words, if someone applies for credit out of State, or
moves a residence and applies for credit in their new home State,
does that create any problems related to credit histories or obtain-
ing reliable credit report information under what we have now—
a uniform, full-file reporting system?

Mr. BEALES. No. I think the current system clearly facilitates ex-
actly that kind of transaction. It facilitates a bank in California
competing for the business of a consumer in Florida or Maine, and
having reliable information about whether that consumer is a good
risk or a bad risk.

It facilitates the ability of that consumer to move from Florida
or Maine to California and reestablish credit with new accounts,
with merchants that have never heard of them before, because
there is a uniform system that provides reliable information and
creditors know that they can rely on that information to make an
accurate risk assessment.

Senator JOHNSON. So this system, better than a 50 different
standards system, best facilitates dealing with the problems of a
very mobile society.

Would you say that that is a fair statement?

Mr. BEALES. Yes. I mean, I think the uniformity really facilitates
mobility. I think that is probably right. And that is the benefit side
of having a uniform system.

Senator JOHNSON. And you note in your testimony that a Federal
Reserve study of credit bureau files found that nearly 20 percent
of currently reported active accounts have been open for fewer than
12 months. And you concluded that this number illustrates how a
national credit system enables creditors to make better credit-
granting decisions.

Could you explain that conclusion a bit more and elaborate a bit
on why those statistics and that uniformity is so key for credit-
granting decisionmaking?

Mr. BEALES. What we have heard, and I think the point we are
trying to make was simply this—what we have heard in the con-
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text of identity theft debates in particular is maybe credit shouldn’t
be so easy.

I think the point of that statistic is that for a large fraction of
the population, because they are opening new accounts all the time,
easy access to credit is an important issue, that you do not want
to make access to credit more difficult, given how many people are
opening accounts on an ongoing basis.

Senator JOHNSON. Do you think there has been enough done to
investigate and prosecute identity theft crimes? And what are some
of the impediments to investigating and prosecuting identity theft
crimes?

Mr. BEALES. We are continuously working to do more to provide
information to assist law enforcement in prosecuting identity theft.

We are also active in trying to educate consumers as to how they
can reduce the risks and how they can reduce the consequences,
and I think that is an important part of it.

And we are very involved in assisting businesses to try to reduce
the risks, both from a business education perspective, to try to re-
duce the risks that information that is entrusted to them would be
used to compromise somebody’s identity.

We have also gone after businesses on security grounds, where
we thought that there was not sufficient security in place to protect
sensitive information about the consumer. And that, too, has impli-
cations for identity theft.

And we have an ongoing program of training law enforcement of-
ficials in order to help them better bring identity theft kinds of
cases.

Senator JOHNSON. I notice my time is expired, Mr. Chairman I
have some other things that I am interested in in terms of
p}ll"escreening and credit cards and how a national system facilitates
that.

Chairman SHELBY. We will have other rounds.

Senator JOHNSON. But I will wait for a later time, and I yield
back.

Chairman SHELBY. Senator Bunning.

STATEMENT OF SENATOR JIM BUNNING

Senator BUNNING. Thank you, Mr. Chairman. I have an opening
statement that I would like to submit for the record.

Chairman SHELBY. It will be made part of the record in its en-
tirety, without objection.

Senator BUNNING. Thank you. Since FCRA enactment in 1996,
did the same number of complaints on FCRA-related issues to the
FTC increase, decrease, or stay the same?

Mr. BEALES. Our reporting system has changed so much over
that time period, that I am not sure you could draw comparisons
from that.

I do not know, but we would be happy to supply that information
for the record of what the numbers of complaints have been like.

Senator BUNNING. Okay.

Mr. BEALES. But I do want to note that the changes in our infor-
mation system have really made it harder to make those compari-
sons over time.
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Senator BUNNING. Do you believe nonpassage of FCRA will lead
to a Balkanization of privacy laws?

Mr. BEALES. I think it depends on what the States do. One can
imagine a scenario in which there is no preemption and no State
action and nothing changes.

I think it is crucially dependent on what the States do as to what
the likely impact of not having preemption would be.

Senator BUNNING. In other words, each individual State could do
their own thing, then.

Mr. BEALES. Right. In the absence of preemption——

Senator BUNNING. Yes.

Mr. BEALES. —each individual State could do their own thing.
But each individual State could also choose to maintain the status
quo. And that is the sense in which the consequence of not having
preemption depends on what kinds of changes States try to make,
are interested in making, and actually do make.

Senator BUNNING. Would you like to venture a guess——

[Laughter.]

—about States and preemption?

Mr. BEALES. I think the likelihood is that they would try to do
various things. Some more sensible than others.

Senator BUNNING. Thank you.

[Laughter.]

Do you receive prescreening complaints? If so, did you receive
more before FCRA enactment, or after?

Mr. BEALES. Prescreening—we do get prescreening complaints.
My recollection is that we do not get very many of them.

Prescreening is something that, although it was codified in 1996,
under FTC interpretations going back to 1973, prescreening was
permissible under the Fair Credit Reporting Act.

So there really wasn’t any change or wasn’t much of a change to
give rise to a before and after.

In fact, what the 1996 Amendments did was to codify the ability
to prescreen and to make it a little bit less restrictive in terms of
how firm the offer had to be than the FTC’s staff opinions had
been.

Senator BUNNING. Okay. A follow-up—do you believe
prescreening has helped or hurt the consumer in regards to the
credit card market?

Mr. BEALES. I think that prescreening has facilitated more com-
petitive credit markets, and that that has been very good for con-
sumers.

Senator BUNNING. Do you think that it is helped?

Mr. BEALES. Yes, I do.

Senator BUNNING. And you offer as fact, what?

Mr. BEALES. The changes that have occurred in the nature of
credit card offers

Senator BUNNING. If you could stop them from coming once a
day, I would really appreciate it.

[Laughter.]

Mr. BEALES. You can do that because there is an opt out number
that will let you opt out of prescreening offers.

Senator BUNNING. That is done statewide, though.

Mr. BEALES. It is done nationwide.
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Senator BUNNING. It is done nationwide now?

Mr. BEALES. It is done nationwide. That was part of the deal for
the codification of the ability to prescreen, was every one of those
prescreening offers, if you read all the fine print in it, tells you that
you can opt out and lists the numbers.

It is 888-5—OPTOUT.

Senator BUNNING. 888——

Mr. BEALES. 5-OPTOUT.

Senator BUNNING. —5—OPTOUT.

Mr. BEALES. And that will get you out of all prescreened offers.

Senator BUNNING. Thank you.

[Laughter.]

Mr. BEALES. Glad to be of assistance.

[Laughter.]

Senator BUNNING. I really appreciate that because once a day is
too often.

[Laughter.]

Thank you, Mr. Chairman.

Chairman SHELBY. Senator Sarbanes.

STATEMENT OF SENATOR PAUL S. SARBANES

Senator SARBANES. Thank you very much, Mr. Chairman.

First of all, I want to commend you for holding this hearing. I
know you are planning to hold a comprehensive series of hearings
on this subject and invite a wide variety of interested parties to
testify and I look forward to hearing from them. But I think it is
important to comprehensively review this important issue.

I also should express thanks to the thorough approach at the
staff level. There have been a number of staff briefings in prepara-
tion for examining these issues.

Of course, the preemption provisions of the Fair Credit Reporting
Act, not the Act itself, just the preemption provisions, sunset on
January 1, 2004.

The Fair Credit Reporting Act itself serves an important pur-
pose. It helps to ensure privacy of consumer financial data, accu-
racy of credit report information, and fair practices in the collection
and use of credit information and in credit granting.

This, of course, affects millions of Americans as they purchase
homes, obtain insurance, seek new lines of credit, even apply for
some types of jobs.

Actually, the Fair Credit Reporting Act itself, at its core, is a con-
sumer protection statute. Obviously, that is why I think it comes
under the jurisdiction of the Bureau of Consumer Protection of the
Federal Trade Commission, which Mr. Beales heads up.

It protects the consumers by regulating the activities of credit re-
porting agencies, defining the responsibilities of both the users of
consumer reports and those who furnish consumer information to
credit reporting agencies. And of course, it provides important
rights to consumers affected by such reports.

The preemption provisions, of course, cover a number of areas
and as a consequence, some important issues that I anticipate we
will be addressing during these hearings and throughout the reau-
thorization process, will be the protection of consumers’ financial
privacy, accuracy of credit reports, marketing practices of creditors,
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credit scoring and the use of credit scores, fraud and identity theft,
and of course, the availability and cost of credit.

Mr. Chairman, I look forward to working with you as we embark
on this comprehensive set of hearings.

Now I would like to ask just a couple of questions of the witness.
I am going to ask some very elemental questions. You are the pro-
fessional. I want you to take us through the process.

I want to get a copy of my credit report and my credit score. How
do I do it?

Mr. BEALES. To get your credit report, you call one or more of
the national credit reporting agencies and ask for a copy.

There is a verification procedure to go through. In some cases,
it may be easier if you write. And under Federal law, you can ob-
tain that report for a fixed price that is set by regulation of the
Federal Trade Commission, and they will send it to you.

Senator SARBANES. What is that price?

Mr. BEALES. Nine dollars

Senator SARBANES. Nine dollars.

Mr. BEALES. —is the Federal requirement. Now in some States,
that report is free. But in other States, the Federal law sets the
price at $9.

Senator SARBANES. And would you counsel me to get a copy of
my credit report from each of the credit-rating agencies?

Mr. BEALES. If you are facing a major financial decision where
the quality of your credit is going to be important—if you are going
to refinance, if you are going to buy a home for the first time—I
certainly would.

It is well worthwhile to look at all three credit reports and make
sure that the information in there is accurate.

On a routine basis, it depends on whether—absent some impend-
ing transaction where you know this is going to matter, it depends
on—it is up to you. It depends on how risk-adverse you are and
how much you want to worry about how you want to balance the
difficulty of going through the report and the hassle of getting it,
against the risks of some inaccurate information that might be
there.

If you get notified unexpectedly that there was an adverse action,
then surely, it is worth your while to look at that report.

Then it is free. And make sure the information is accurate.

Senator SARBANES. And how do I get my credit score?

Mr. BEALES. Your credit score may or may not be disclosed. It
depends on the practices of the credit reporting agency.

Your credit score, although we talk about it that way, may be ac-
tually any one of a variety of different proprietary products with
different lenders, different creditors having their own scoring sys-
tems that they think work better for them.

Senator SARBANES. When I get this instantaneous credit that
people refer to, that keep the wheels of commerce moving, is it the
credit score that the creditor relies upon?

Mr. BEALES. The credit score is likely a key part of that.

Senator SARBANES. Because it is all—you know, they tell you
that it is done right away. You are there. You want to make this
purchase. You want to get a car, so you tell the guy and they check
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it out and the next thing you know, they come back and they say,
okay, you can go ahead.

But they must just be working off the credit score in a situation
like that, aren’t they? Or not?

Mr. BEALES. Not necessarily. The way the system works, essen-
tially, in all probability, the whole credit report goes—it is clearly
an automated process that the creditor is using to decide on the
spur of the moment whether to approve or not.

But that may be an automated system based on the credit score.
Or it may be a system that is based on a computer program that
looks at all the information in the file and says, yes or no.

That can happen pretty quickly as well.

Senator SARBANES. Mr. Chairman, I see my time has expired.

Chairman SHELBY. If we can suspend for a minute. I told you
earlier that we are going to proceed with marking up the nomina-
tions.

We have a quorum.

We have before the Committee now some nominations. The Com-
mittee will meet in Executive Session to consider and hopefully
vote on a number of nominations pending before the Committee.

The nominees are: Nicholas Mankiw, to be Member of the Coun-
cil of Economic Advisors; Steven B. Nesmith, to be Assistant Sec-
retary for Congressional and Intergovernmental Relations, U.S.
Department of Housing and Urban Development; Jose Teran,
James Broaddus, Lane Carson and Morgan Edwards, to be Mem-
bers of the Board of Directors of the National Institute of Building
Sciences.

Each of the nominees appeared before the Committee on May 13.

Is there any comment or debate about the nominations?

[No response.]

If not, I ask unanimous consent that the nominations be consid-
ered en bloc.

[No response.]

Hearing no objection, so ordered.

All those in favor of the nominations, say aye.

[A chorus of ayes.]

Those opposed, no.

[No response.]

The ayes appear to have it and the nominations will be favorably
reported to the full Senate.

Thank you for your indulgence.

Senator SARBANES. Mr. Chairman, my time has expired.

Chairman SHELBY. Senator Crapo, do you have any questions?

Senator CRAPO. Thank you, Mr. Chairman. I will pass.

Chairman SHELBY. Senator Bennett.

STATEMENT OF SENATOR ROBERT F. BENNETT

Senator BENNETT. Thank you, Mr. Chairman. And thank you for
holding this hearing.

I do not know of many issues quite like this one where a number
of people whose judgment I respect have come to me and said, if
we do not extend the preemption section of the Fair Credit Report-
ing Act, there will be serious, serious economic consequences. Some
have said to me, failure to do that will throw the economy back
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into a recession. No one has been to lobby me on the other side,
which I find kind of interesting.

And so, if indeed it is that serious, and Chairman Greenspan has
indicated that he thinks it might be that serious, although he
stopped short of predicting a recession—Chairman Greenspan al-
W:}ilys stops short of predicting anything that specific one way or the
other.

My first question, then, Mr. Beales, is we have had this Act in
place for 30 years, it was updated 7 years ago in 1996, is there any
problem that has come up, particularly since 1996 forward, since
that is the most recent change that cries out for mediation or that
says we have had all of these difficulties and it is absolutely essen-
tial that we let this thing lapse in order to avoid these difficulties?

Have the last 7 years of history told us that we have a challenge
here?

Mr. BEALES. I do not see anything in the last 7 years that would
indicate a significant problem or a compelling reason to change, ex-
cept that the clock has run and the statutory provision is expiring.

There is certainly thing that I would point to to say, based on
this experience, there is something that you need to do differently.

There may well be places where the balance that the Act strikes
between privacy and the needs of commerce could be struck dif-
ferently or fine-tuned in various ways. At this point, the Commis-
sion hasn’t made any recommendations for changes.

But there are certainly things that I see that would lead me to
say that there is a pressing need for change.

Senator BENNETT. When I first came to the Banking Committee,
one of the issues that we spent a good deal of time on was the chal-
lenge of making more credit available, particularly to minorities.

We had experts who came in here who had organized banks that
loaned almost exclusively to minorities. We have had many some-
what heated discussions in this Committee about CRA and its role
in making credit available to minorities.

If indeed we got the Balkanization you were discussing with Sen-
ator Bunning, and which many people think would happen,
wouldn’t one side effect of that be to reduce the availability of cred-
it to minorities?

Mr. BEALES. If you got significant Balkanization, I think it would
likely reduce the availability of credit. How selective that would be,
whether there would be a differential impact on minorities versus
everybody else, is harder to assess, and I think it would ultimately
depend on the kinds of actions States took and the kinds of restric-
tions that were put in place.

I am sure there are some restrictions that likely would differen-
tially affect minorities or lower-income people and their access to
credit. There is probably other restrictions that States might adopt
that would have differential effects the other way.

Senator BENNETT. My own sense of things based on all of the
previous discussion that I referred to is that this probably would,
in fact, have a chilling effect on credit being available to minorities.

I have a chart here which you cannot discern that far away, if
for no other reason than that the difference between the light gray
and the dark gray is absolutely indistinguishable more than 10
inches away from the chart.
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So, I have a hard time seeing it myself.

Senator SARBANES. That is a very helpful chart.

Senator BENNETT. Yes, very helpful.

[Laughter.]

You can see the top bars going up and that is the total amount
of household credit. And in 1960, it was just under 60 percent. Now
it is over 100 percent.

However, the lighter area underneath shows the amount of con-
sumer credit. The darker part of the bar is mortgage credit. And
the consumer credit has remained relatively stable in that period.

In 1960, it was at the lowest percentage of household income.
Looking at this, I would say it was probably at about 16 percent.
It went up maybe to 17 or 18 percent in 1970 and stayed there all
the way through.

But now, it has gone up in 2002, a 12-year period, from 1990 to
2002, to just over 20 percent.

But mortgage, which is the top part of the bar, has gone up very
dramatically. In 1960, mortgage credit as a percentage of dispos-
able income was less than 40 percent and now it is more than 80
percent. So the mortgage portion of household credit has gone up
enormously.

Now, I am not suggesting there is a cause-and-effect relationship
here with the Fair Credit Reporting Act just because this is done
during that period. We get into trouble with that around here be-
cause we put up charts that show cause-and-effect relationship de-
pending upon what point we want to make on the floor.

However, the final question I would ask you is whether or not
the ability to get a mortgage in a timely fashion would be affected
adversely if we did not renew the preemption part of this bill?

Mr. BEALES. I think it depends. It depends in part on what states
do. It depends, in part, on the kind of a consumer you are.

If you have never moved and you have lived in one area your
whole life, then even a completely State-specific system is not nec-
essarily going to make much difference to you.

If you have lived in 20 different places in the last 20 years, and
your credit history is scattered all over across lots of different
States, and is not accessible across State lines because of different
State restrictions, it is going to have a much more dramatic impact
in that circumstance.

I think what may be the most important part of the statute in
terms of how it is impacted minority credit in particular, or credit
at lower incomes, is prescreening that lets creditors identify con-
sumers who are good risks and compete for that business.

Senator BENNETT. I see my time is expired. But I had exactly the
experience that Mr. Beales is discussing, Mr. Chairman.

I bought a house in California, having lived in California pre-
viously, and it was approved virtually in an afternoon.

Then I had reason to move to the State of Utah, and it took me
close to 60 days to get this thing approved in the State of Utah.
And I finally had to have my father go down and wave his credit
record, which was sterling compared to mine, and cosign the loan
before we got it taken care of.

That was before we had the legislation that we are all living
under.
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So, I have had personal experience with how difficult this can be.
Senator SARBANES. They are very careful there in Utah.
[Laughter.]

Chairman SHELBY. Very careful.

Senator BENNETT. Well, they were.

[Laughter.]

Chairman SHELBY. Senator Miller.

STATEMENT SENATOR OF ZELL MILLER

Senator MILLER. Thank you, Mr. Chairman.

Thank you, Mr. Beales.

This is something that I should know, but I do not.

There is a lot of things like that.

[Laughter.]

But this is one. And I may be the only one in this room that
doesn’t.

What I am asking is, what exactly is the jurisdiction that the
FTC—I know what it stands for, Federal Trade Commission—but
what jurisdiction do you have over the Fair Credit Reporting Act?

I know people can call up and get answers to questions and that
you provide education on the FCRA. I know that you can give guid-
ance and advice.

I assume that somewhere in there, there is also some enforce-
ment jurisdiction.

Is that correct?

Mr. BEALES. That is correct.

Senator MILLER. And if so, talk to me a little bit about that.

Mr. BEALES. We are, I would say, the principal enforcement
agency under the Fair Credit Reporting Act. The credit reporting
agencies themselves are subject to our jurisdiction.

Banks that are regulated by other agencies are regulated under
the Fair Credit Report by those other agencies. But for other credi-
tors, we are the chief enforcement agency and the chief regulatory
agency.

Senator MILLER. And I think you answered this question a while
ago. You say that you have no legislative remedy that you would
recommend to the Senate Banking Committee when it comes to
looking at the FCRA bill.

Mr. BEALES. The Commission has not made any recommenda-
tions at this point.

That is correct.

Senator MILLER. Thank you.

Chairman SHELBY. Senator Dodd.

STATEMENT OF SENATOR CHRISTOPHER J. DODD

Senator DopD. Thank you, Mr. Chairman. And thank you for
holding this hearing. And I support the notion that Senator Sar-
banes raised and we are going to hear some more later on. But I
think this is very helpful.

And I want to commend Mr. Beales, too. Your testimony is very,
very good, very helpful as well. And I am quite confident that we
can craft a good piece of legislation.
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On balance, Mr. Chairman, the FCRA has done much to improve
a formerly fragmented situation that was basically a regional sys-
tem, but now, of course, a national system of credit reporting.

But like several of my colleagues, we have some concerns about
how consumers are treated under this regime.

And at least I hope that the Committee will closely examine how
to better protect consumers as part of this and any discussion of
reauthorization.

I am going to send around to my colleagues, the major news-
paper in my State, the Hartford Courant, has just run a series of
articles, Mr. Chairman, on the whole credit question.

I do not know if you have seen these or not at all. Have you seen
them?

Mr. BEALES. I have, yes.

Senator DoDD. They are rather good articles, I thought.

I would be interested, at some point, in your response to the sug-
gestions in them, the comments in them. They are rather com-
prehensive.

Two reporters spent months looking at the issue of fair credit re-
porting, a 4-month investigation, culminating in the series I men-
tioned, which detailed the day-to-day problems that consumers face
with the current system.

I am going to send around a package of these articles for my col-
leagues to look at.

Chairman SHELBY. Good.

Senator DoDD. The articles focus on the devastating effects that
inaccurate information in credit reports can have on the lives of
millions of people. Individuals are finding that it can take years of
time and money to clear the mistakes that credit reporting agen-
cies are making. And after finally improving the inaccuracy of their
reports, many consumers are then left footing the bill in recovering
from the damages caused from their records.

As America’s financial consumers have more credit options avail-
able to them, and as the mass of improvements in technology have
occurred, I am concerned that the credit reporting system and the
regulations that govern it may not have kept pace to ensure a cor-
responding level of accuracy.

I think we can do a better job ensuring the consumer’s financial
picture is more accurately kept and that the process to correct mis-
takes is faster and easier for consumers.

Additionally, I think that we can improve the current privacy
protections available to consumers.

Consumers are concerned that no significant changes will be
made to the current system. According to the same article that I
mentioned, cracks in the system continue to put millions at risk.

We need to fill those cracks. I think we all want to do that, with
the national credit reporting system, and shore up its foundation.

I thank the Chairman again for holding the hearing.

Let me ask, if I can, a couple of things. One is, in response to
Senator Miller and I guess previous questions, you have indicated
that you do not believe there is any greater statutory needs that
you would have to address the inaccuracy issue.

Is that correct?
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Mr. BEALES. I think the fundamental accuracy mechanisms in
the statute have, by and large, worked pretty well. I think it is just
in the processes, as many transactions as the credit reporting sys-
tem does, is almost inevitably going to sometimes make mistakes.
And what is really important is to have a mechanism to correct
those mistakes when they occur.

I think the mechanism that is there, by and large, works pretty
well, although, it doesn’t work perfectly in every instance.

Senator DoDD. How many complaints does the FTC get a month,
roughly, of this kind?

Mr. BEALES. I do not have a specific number. We get probably—
well, this is probably annual. We probably get several thousand
complaints about each of the three credit bureaus.

Senator DODD. On a monthly basis?

Mr. BEALES. That is probably annual.

Senator DoDD. Several thousand.

Mr. BEALES. Yes.

Senator DopD. What categories do they fall into, roughly speak-
ing? Identity theft? Credit card? Inaccuracies?

Mr. BEALES. Those are accuracy complaints.

What you have to understand in thinking about the accuracy
complaints that we get, and we do not have any independent as-
sessment of whether the information is really accurate about who’s
right in this dispute. We know there is a dispute.

And we do know because we get complaints from them, that
there are some consumers who do not understand the way the sys-
tem works. They think that if they were behind on their payments
and that was reported, but they are now current, that the fact that
they were behind should go away.

But that is not inaccurate. They were, in fact, behind. That infor-
mation is part of the credit report, and stays there, but it some-
times leads to disputes because consumers do not understand that
that is the way the system works, and is designed to work.

Senator DODD. Is there a breakdown between credit furnishers
and the reporting agencies themselves? Do you see any evidence of
that?

Mr. BEALES. We have been very interested in what the fur-
nishers are doing. We have brought the first furnisher cases that
are based on furnisher liability, in order to assure that furnishers
are providing accurate information.

Where we, frankly, have seen the most difficulties is with the in-
formation reported by debt collectors, rather than the information
reported by other kinds of creditors.

But we are quite interested in furnisher issues across the board
as an enforcement priority.

Senator DoDD. And you say that you have had a chance to look
at those articles in the Hartford Courant.

What is your reaction to them?

Mr. BEALES. The potential consequences of mistakes in credit re-
ports are very severe. I think that is why this statute is important
and why the set of statutory protections to correct mistakes is very
important.
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It is why we have made the enforcement of those mechanisms,
both furnisher liability and of the adverse action notices, why we
have made those key priorities in our FCRA enforcement efforts.

I think that is the main point, that the accuracy is really a crit-
ical issues.

Senator DoDD. I appreciate that. I might, Mr. Chairman ask if
maybe we could get some numbers, if you could. I would just be
curious about the number of complaints you get and if you could
give a little more accurate breakdown of what categories they’d fall,
it might be helpful to the Committee.

Mr. BEALES. Sure. We would be happy to do that.

Chairman SHELBY. I think that is an excellent suggestion.

Senator DoDD. Thank you.

Thank you very much, Mr. Chairman.

Chairman SHELBY. Senator Stabenow.

STATEMENT OF SENATOR DEBBIE STABENOW

Senator STABENOW. Thank you, Mr. Chairman.

First, I do have an opening statement that I would appreciate be
made a part of the record.

Chairman SHELBY. It will be made a part of the record in its en-
tirety, without objection.

Senator STABENOW. Thank you very much for holding this hear-
ing. And thank you, Mr. Beales. It is an important topic.

I wonder if I might just follow up on the questions as it relates
to consumers. Earlier, Senator Bunning was asking you for the toll-
free number.

I am wondering, that really leads me to a question concerning
the opt out provisions. And we know, for every prescreened credit
offer, there has to be a notice of the consumer’s right to opt out.

Could you speak a little bit about how that is working? Do people
understand it? Do others, other than Senators, not know the toll-
free number?

I did not know it, either.

But, also, do they understand how to do it correctly? How is this
working, overall?

Mr. BEALES. We do not have any systematic assessment of how
many consumers know or do not know. Or how much they know
about exactly how to go about it.

There are disclosures that are supposed to be provided with
every prescreened offer that you get of how to do it and what num-
ber to call. But there is a lot of information there, and a lot of other
information about the offer and the terms of the offer that probably
makes it hard to find in a great many circumstances.

It is not something where we get a lot of complaints, I do not be-
lieve. From that perspective, the system seems to be working.

But I am sure there are consumers who do not know that they
can opt out, some of whom may prefer to opt out.

Senator STABENOW. And what percentage of consumers are opt-
ing out?

Mr. BEALES. That I do not know.

Senator STABENOW. So, you do not have any way of tracking this
point, how many opt out, what percentage?
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Mr. BEALES. The system is maintained by the three credit bu-
reaus and they would be able to tell you how many people have in
fact opted out, I mean, how many people are on the list.

But we do not have that information.

Senator STABENOW. Okay. And would you make any changes
from your perspective in how that is working, that whole process
for consumers?

Mr. BEALES. As I say, the Commission doesn’t have legislative
recommendations at this time. I do not think we have seen any-
thing that has seemed to us to be a particular problem in that
area, that really needs to be fixed.

Senator STABENOW. Okay. Thank you very much.

Chairman SHELBY. Thank you, Senator.

I want to go back to the issue of credit report accuracy.

Is there an acceptable tolerance level for errors, and what is that,
if there is? In a risk-based system, there has to be some tolerance,
but what is the threshold?

Mr. BEALES. The statutory standard focuses on procedures, rea-
sonable procedures to assure the maximum possible accuracy.

It doesn’t set a numerical threshold. Even if the error rate is
very low, if it is cheap to fix, you should fix it. But if it is really
difficult to fix or really expensive to fix, if there is no reasonable
way to correct it, or no reasonable procedure that would prevent it,
then that would be acceptable under the statutory standard.

But it is not a numerical threshold. It is a balance of——

Chairman SHELBY. How would you—excuse me a minute. You
said if there is no reasonable way to fix it. But what if it were so
prevalent, it called for fixing?

I am not saying it is, but you said if there is no reasonable way
to fix it. First of all, assuming that the number of errors are small,
we understand that.

Mr. BEALES. Let me back up because I think what I should have
said is, there is no reasonable way to prevent it.

Chairman SHELBY. Okay.

Mr. BEALES. Because if there is an error and it is called to your
attention, you have to fix it.

Period. End of story.

Chairman SHELBY. That is correct.

Because accuracy is important.

Mr. BEALES. Because accuracy is important. Absolutely.

Chairman SHELBY. Right.

Mr. BEALES. But the reasonable procedures focus on what kinds
of steps can you put in place to keep that from happening in the
first place?

Chairman SHELBY. Is there any way to gauge what is or should
be Eﬁl acceptable error rate? You said that they do not do it statis-
tically.

In other words, you do not do it numerically. You do not say that
the error rate is—I am just throwing this out there—3 percent or
5 percent or one-half of 1 percent or one-hundredth of 1 percent.

Is that what you were saying a minute ago, that you do not
gauge that?

Mr. BEALES. There is no bright-line standard in the statute of
what is acceptable. Even if the error rate was a hundredth of a per-
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cent, if you could avoid that for free, then under the statute, you
have to do that.

It is a question of what kinds of costs do you have to incur, what
is reasonable to do to avoid that particular error.

Chairman SHELBY. I think Senator Dodd asked you the question
of, something to the effect, how many complaints did you have at
the Federal Trade Commission a year? And you said, around 2,000,
more or less, on a yearly basis.

Mr. BEALES. Per credit bureau.

Chairman SHELBY. Per credit bureau. Six thousand? Three credit
bureaus?

Mr. BEALES. I think it is probably a bigger number than that.

Chairman SHELBY. A larger number.

Mr. BEALES. Let us get you the precise number.

Chairman SHELBY. Can you furnish that for the record because
we are building on it.

Mr. BEALES. Yes, sir.

Chairman SHELBY. What are the considerations or trade-offs in-
volved in the calculation of an acceptable rate of error?

For example, maintaining as much participation as possible with-
in a voluntary furnisher system versus accurate record of consumer
credit history, and ultimately, the appropriate pricing of credit.

Accuracy goes to the very heart of all of this. And it would seem
to me that not only would the credit bureau, or whatever, but also
the credit-checker, would want their reports to be accurate.

The user of that information—Ilet’s say it is a mortgage company
or a bank or something—they would certainly want it to be accu-
rate, wouldn’t they?

Mr. BEALES. They certainly would. I think everybody in the sys-
tem, consumers, users, credit bureaus, benefits from accuracy.

I think that is absolutely right.

Chairman SHELBY. Benefits from accuracy, starting with the con-
sumer on.

Risk-based credit pricing—I think Senator Sarbanes alluded to
that earlier. I think that we all recognize the many positive, and
there are many, developments associated with technological ad-
vancement.

Technology has made our credit markets remarkably responsive
to consumer demand, as Senator Bennett would have shown us
with a bigger chart, right?

[Laughter.]

Senator BENNETT. Right. Colored chart.

Chairman SHELBY. Yes, a larger chart. That said, just to get a
handle on just where technology has taken our credit markets,
could you explain or expand a little on the use of risk-based pricing
and how much more prevalent its use today versus 1996 and 1971,
if you could?

Mr. BEALES. I cannot do it in a quantitative way, but clearly,
qualitatively, there has been substantial change. I think particu-
larly in 1970, at the time the statute was first passed, the domi-
nant model and the way most credit decisions were made was you
applied for credit that was available on a fixed set of terms and you
were either approved or denied on that same fixed set of terms.
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I think probably the predominant model today is you apply for
credit. The terms—sometimes you are accepted or rejected. But
with growing frequency, the terms you are offered, whether it is
the interest rate or the credit limit or some other aspect of the
credit arrangement, depend on the risk that that individual bor-
rower presents.

And the higher the risk, the worse the terms.

Chairman SHELBY. Sure.

Mr. BEALES. That is a much more common model today than it
was. Certainly in 1970, the information-processing technology and
the information-sharing technology simply wasn’t in place to sup-
port that kind of system on any very large scale.

Now it is. Now it is done. It is much more differentiated pricing
of credit and insurance products based on the risks that a par-
ticular consumer may pose.

Chairman SHELBY. I think the use of risk-based pricing offers
numerous benefits to consumers. You alluded to that. Credit is now
offered to many people who were previously deemed unqualified.
Hence, his chart a minute ago, I think.

And credit pricing is much more tailored now to each individual,
more so than it used to be.

Would that be a fair assessment.

Mr. BEALES. I think that is correct, yes.

Chairman SHELBY. But the use of risk-based pricing also raises
issues about the continued effectiveness of some aspects of the Fair
Credit Reporting Act.

You mentioned, if you want to refer to your written testimony,
how accuracy, and I will quote:“Was, and remains a core goal of the
Fair Credit Reporting Act.”

You then indicate and I will quote:“Adverse action notices. . .are
a key mechanism for maintaining accuracy.”

With the use of risk-based scoring, however, a consumer may
qualify for credit, but not at the best terms.

By not making an outright rejection, creditors as I understand
the system—do not have to send an adverse action notice and cred-
it applicants may then never become aware of the need to examine
their credit reports.

Does this cause you any concern about the continuing relevance
of the adverse action process?

For example—let me see if I understand it.

Let’s say they check my credit and I do not have A number one
credit like Senator Bennett’s father or like he would have liked to
have had. Right? And they come back and instead of telling me
that, they say, we will offer you something based on the risk.

Is that the way they do that? The credit risk as they perceive my
credit, rather than an outright rejection.

Mr. BEALES. Yes. And that is a counter-offer.

Chairman SHELBY. Yes, it is a counter-offer. Explain how that
works. That avoids the necessity of the adverse——

Mr. BEALES. It depends on what you do with it at that point.

Chairman SHELBY. Sure.

Mr. BEALES. If you reject the counter-offer, then that is adverse
action.

Chairman SHELBY. That is right.
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Mr. BEALES. And if it is based, in part, on a credit report, they
have to tell you.

Chairman SHELBY. Sure.

Mr. BEALES. If you accept the counter-offer, then, because ad-
verse action is tied to the definition of adverse action under the
Equal Credit Opportunity Act, then there is no adverse action be-
cause you got the credit that you wanted.

Chairman SHELBY. You got the credit maybe not that you ini-
tially wanted, but you got a deal and took it.

Right?

Mr. BEALES. That is right. I think that raises a difficult trade-
off. We are thinking about the issue, but we do not have a rec-
ommendation.

Chairman SHELBY. Tell us how you are thinking about it.

Mr. BEALES. Yes, sir.

Chairman SHELBY. Just for the record.

Mr. BEALES. On one hand, if you are not getting the best terms,
and that is based on the credit report, you need to get notice.

Chairman SHELBY. Maybe I wouldn’t deserve the best terms.

Mr. BEALES. That is right. You may not get the best terms based
on accurate information rather than inaccurate information.

But if it is based on inaccurate information, you need the notice
to trigger your right to look at the file.

But in a pure, risk-based system, where the best person out
there gets the best price, and everybody else gets somewhat worse
terms—if you think of it at that extreme

Chairman SHELBY. But everything’s a risk. It should be based—
if it is based on risk, somebody’s more creditworthy and has
worked hard, diligently to pay their bills, as opposed to, say I
hadn’t, they should be rewarded, should they not?

Mr. BEALES. They should. I agree with that completely.

Chairman SHELBY. Because they are less of a risk, say, than I
would be.

Mr. BEALES. I agree with that completely. But if you say, well,
giving less than the best terms is in some sense an adverse action,
and we have said that about insurance where there is not the link-
age—if you get insurance on less than the best terms, we have said
that is adverse action and you have to give notice.

But in a completely risk-based system, that means everybody
gets notice all the time, except the best risk. And that degrades the
notice because it no longer serves the function of saying, there may
be something unusual here, which it does now, and it does under
the present system.

And there is a balance between giving notice when people need
it and not overwhelming people with notices that say there might
be something in your credit report, because you could say that to
everybody all the time.

Chairman SHELBY. Sure. But going back to what I mentioned,
and you mentioned in your testimony earlier, risk must be gauged
accurately, as best we can.

Mr. BEALES. Certainly.

Chairman SHELBY. That is what the system is about, is not it?

Mr. BEALES. Certainly.
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Chairman SHELBY. Is gauging the risk as accurately—and you
gauge it accurately based on the information that you pull up, do
not you?

Mr. BEALES. That is right.

Chairman SHELBY. Or should.

Mr. BEALES. That is why the availability of information is impor-
tant and it is why the accuracy of the information that is provided
is important, because it gives you a better gauge of what the risk
really is.

Chairman SHELBY. Are there more or less adverse action notices
now than before?

In other words, are there more counter-offers?

Mr. BEALES. there is offsetting influences. I think there is more
counter-offers that are accepted and that would push it down. But
there is more credit, and that would mean more denials.

Chairman SHELBY. Can you furnish that information for the
record to the Committee?

Mr. BEALES. I doubt if we have it. But if we know, we will be
happy to furnish it for the record. We will see if we have it.

Senator BENNETT. Than before what?

Chairman SHELBY. We are talking about before, let’s say, 1971.
Let’s say 1996, the 1996 Amendments.

The timeframe. Before the 1996.

Senator BENNETT. No. I want to see the benchmark.

Chairman SHELBY. I amended my question.

Before 1996 and after 1996.

Mr. BEALES. Okay. My suspicion is that we do not have any in-
formation to answer that question. But we will look, and if we do,
we will certainly provide it.

Chairman SHELBY. The use of risk-based pricing is what we are
getting at.

Technology has made it much easier to transfer, as we all know,
massive amounts of information and data, thereby increasing the
capability of credit reporting systems in many ways.

We benefit from that.

Can you comment on whether or not technology has enhanced
the overall accuracy of credit reports? And do you have anything
at the FTC—have you done a study on that?

Mr. BEALES. We have not done a study on that.

Chairman SHELBY. It should be more accurate, shouldn’t it?

Mr. BEALES. I think technology has clearly enhanced the speed
of the reinvestigation process. It is made it possible to reinves-
tigate, I mean, just the automated information exchange.

Chairman SHELBY. It is the reaction to something.

Mr. BEALES. Yes, yes. But the technology has made possible
automated information exchange both to get the information, to re-
port back to the furnisher that there is a dispute, and then for the
furnisher to report back the truth.

That can all happen much quicker than it used to.

We do not know of any objective measure of how accurate the in-
formation is in credit reports that would be available over time to
say firmly whether it is more or less accurate, what is actually
been the trend in accuracy.

Chairman SHELBY. Senator Sarbanes.
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Senator SARBANES. I will be very brief. I just want to make sure
that I understand the statutory framework that we are dealing
with here.

As I understand it, under FCRA, most State credit reporting
laws are not preempted unless there is a specific inconsistency be-
tween the FCRA and the State law. And that we have also enumer-
ated certain exceptions in which there is a preemption of any State
law differing with the Federal provision.

Is that correct?

Mr. BEALES. Yes, sir.

Senator SARBANES. Okay. Now, if the preemption were allowed
to expire, you testified earlier that you might anticipate that States
might act in one or another of these areas in which they heretofore
have been preempted.

Presumably, if you were asked, you could indicate the areas that
you thought were most likely in which State action might take
place if they weren’t blocked out from doing so because of the pre-
emption requirements.

Would that be the case?

Mr. BEALES. One could look—there is an analysis like this that
has been done that I am not familiar with the details of.

One could look at the kinds of proposals that have been made in
State legislatures and get some sense of where the States might be
active and where they might not.

Sen%tor SARBANES. Who did that analysis to which you made ref-
erence’

Mr. BEALES. It was done by the Information Policy Institute.
This is the study that is ongoing on the effects of losing different
kinds of information from the credit reporting system.

Senator SARBANES. Could you provide that study to us?

Mr. BEALES. It is not complete yet. I believe their intention is to
provide it to you as soon as it is complete.

Senator SARBANES. And one could take this list of what might be
anticipated if there were not preemption and look it over and make
some judgment as to which of those possible actions seem to be
worthy in terms of protecting the consumer interest.

And those standards could be incorporated into the Federal law,
could they not?

Mr. BEALES. Certainly. Certainly.

Senator SARBANES. That would maintain a national uniform sys-
tem with respect to credit, so you would not have this fractionating
that people are talking about, but would, in effect, constitute a re-
examination of the preemption areas in terms of making a judg-
ment whether we were fully keeping ahead of what needed to be
done to provide reasonable consumer protection.

Could we not engage in such a process?

Mr. BEALES. You certainly could.

Senator SARBANES. Does the FTC have any plans to do so?

Mr. BEALES. We have had an ongoing process of trying to look
at what kinds of changes might make sense, where balances might
be struck differently.

And at this point, the staff has not made any recommendations
to the Commission and the Commission doesn’t have any rec-
ommendations.
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But it is something that we are very interested in. It certainly
is an alternative to change nothing, is to strike a slightly different
but still uniform national balance between the conflicting interests.

Senator SARBANES. This supposed conflict between the consumer
protection, particularly responding to new and changed circum-
stances, and a uniform national market, need not be any conflict
at all if the consumer protection is provided to a national standard.

Would that be correct?

Mr. BEALES. I think if it is done uniformly by Congress, and pre-
emptively, so that it is not subject to another round of changes that
States would make subsequently, then, clearly, that would preserve
the uniform market and the question would be, is that particular
change a good change or not?

Senator SARBANES. Yes, the reasonableness of the change.

Mr. BEALES. Right.

Senator SARBANES. But that would get you away from this, it
seems to me, some effort that is being made as though we only
have a Hobson’s choice here.

Chairman SHELBY. Right. Exactly.

Senator SARBANES. Between fractionating the uniform market or
addressing some of the problems that consumers are encountering,
which, upon a reasonable examination, one could conclude some-
thing needs to be done about them. And that would be a way of
doing something about them and sustaining the uniform national
market.

Is that not the case?

Mr. BEALES. That is the case. For Congress to make a different
but uniform change would certainly do that.

Senator SARBANES. Thank you very much, Mr. Chairman.

Chairman SHELBY. Senator Bennett.

Senator BENNETT. Thank you. Mr. Beales, I do not quite under-
stand the market for the services of the three providers.

There are now only three credit bureaus that you go to?

Mr. BEALES. There are three large repositories. There are hun-
dreds of credit bureaus. Most of them are small credit bureaus for
purposes of the Act. Most of them are small and local or specialized
in some particular market in some way.

But there are three that qualify under the Act as, “national cred-
it bureaus.”

Senator BENNETT. So as far as we are concerned, there are really
only three.

Mr. BEALES. For most purposes, that is right.

Senator BENNETT. You do not oversee the others.

Mr. BEALES. We do.

Senator BENNETT. Oh, you do.

Mr. BEALES. We do. And we have brought cases involving some
of the others. Resellers, for example, are regulated as credit bu-
reaus.

I think, in thinking about the statute, it is important to remem-
ber that there are all the others because sometimes things that
would make sense for the big three wouldn’t work at all for some
of the other people.

And that is why they are important.
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Senator BENNETT. That is very helpful. And I hadn’t understood
that before.

Can you provide us for the record with a breakdown of volume
between the big three, if we can call them that, and then all of
these others?

What percentage of the volume of credit reporting is involved
with the others, if you have it off the top of your head? If not, you
can provide it.

Mr. BEALES. I do not. We will look and see if we can provide it.

If it we can provide it, it will be from industry data and not from
anything we know.

Senator BENNETT. Okay.

Mr. BEALES. But we would be happy to look and see whether

Senator BENNETT. What would you be surprised if it were more
than?

Mr. BEALES. I do not know if there is a more than that would
surprise me.

[Laughter.]

In terms of volume, it clearly is dominated by the big three.

Senator BENNETT. Okay.

Mr. BEALES. The others are specialized and important in their
own way, but they are small players in the overall market.

Senator BENNETT. Okay. Let’s deal with those three, then.

All right. I am a retailer. In addition to taking Visa cards and
MasterCard and Discover card and all of these others who have
taken a lot of the burden of my credit operation away from me, I
nonetheless maintain an in-house credit operation. I offer credit to
my customers.

On what basis would I make a choice between the three? Is
there, indeed, viable competition between them? And does that
competition—to tell you where I am going—does that competition
drive them, each one, to be more accurate than the other two, more
responsive than the other two, prettier reports, fancier colors?
What is the competition between the three of them?

Mr. BEALES. I think the competition is mostly about the breadth
and depth of the information that they can provide, that it is based
on—and different bureaus have made different choices about where
they try hardest to build relationships with furnishers, who are ul-
timately the source of data.

One bureau may have stronger relationships in one geographic
area than in another and a different bureau may have adopted a
different competitive strategy.

Senator BENNETT. Is there any evidence of users switching from
one to the other, deciding that the services from credit reporting
agency A somehow do not meet my needs as well? Are there sales-
men calling on users to say, switch to my brand?

Again, what I am driving toward is that if there is, indeed, a
market competition here, it is going to drive each one to be as accu-
rate as possible because the worst thing you could do, it would
seem to me, would be to be in the business of reporting credit infor-
mation and be wrong and thus lose customers.

Now, do, in fact, customers shift and move from one to the other?

Mr. BEALES. I think customers do shift and move. I think there
is competition in this market in a very effective way. I think there
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are market incentives for accuracy and the competitive pressures
are part of it.

However, 1 also think creditors care much more about some
kinds of mistakes than others. They really do not want to miss bad
information because, if they do, then they are going to get burned
with losses.

It matters less to the creditors who are buying the reports if they
are missing good information about you because they are not going
to suffer losses in the same magnitude.

So, I think there is a role for Federal oversight, for regulatory
oversight of accuracy. But I think there are also important market
incentives to keep the information as accurate as possible.

Senator BENNETT. Okay. Thank you very much. I am a great be-
liever in the market and the power of the market. And I think that
may be a greater policeman—I am going to lose this user if I do
not do a good job—than, gee, I have to check with my lawyer to
make sure that I am complying with every one of the regulations
out of the FTC.

Chairman SHELBY. Senator Schumer.

STATEMENT OF SENATOR CHARLES E. SCHUMER

Senator SCHUMER. Thank you, Mr. Chairman. I want to thank
you for holding these hearings. You have been involved in this
issue a long time.

Back in 1995, I guess, you and Senator Bond, the bill that you
sponsored, set the stage for all of this. And I thank you for that.

This area seems dull to people. But the bottom line is that prob-
ably the credit markets have more effect on people than the equity
markets, even though we spend a lot more time on the equity mar-
kets around here.

So, I think it is an important hearing and we have to be really
careful about it.

Just to make a point, I think it would be really bad to frac-
tionalize these markets. We all know that. There should be a na-
tional market.

My view, an attempt to make it better, that risks fractionalizing
them, and you have to be real careful. But that doesn’t mean that,
as you keep the markets national, you cannot improve a bit of reg-
ulation.

I do not think we have that much variation here, although I
would warn my colleagues, in an attempt to open up, to move into
new areas, if we risk not keeping this Act intact, we run a real
danger.

I take it that you would agree with that.

Mr. BEALES. The Commission hasn’t taken a position on preemp-
tion or not. I think the risks of fractionalization are very real.

Senator SCHUMER. What would outweigh them in a national
credit market, other than the fact that the Commission hasn’t
taken a position?

[Laughter.]

Mr. BEALES. I think there are benefits from State experimen-
tation, if you will, in different approaches that may work better in
some particulars. And I think that is the trade-off.
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And as I say, the staff hasn’t made a recommendation. The Com-
mission hasn’t taken a position on how we think that balance
should be struck at this point.

Senator SCHUMER. And do you think the two are irreconcilable,
that you cannot have a national law and still allow some State ex-
perimentation?

Mr. BEALES. no, I do not think they are irreconcilable. And I
think the existing statute allows State experimentation in many
areas. But not in some.

Senator SCHUMER. And are there any that come to mind where
we should allow experimentation where we do not now?

Mr. BEALES. Among the existing preemptions?

Senator SCHUMER. Yes.

Mr. BEALES. No, there is none in particular I would single out.

Senator SCHUMER. Good. You also, I guess, and this relates to
the question I was asking—I think you would agree—well, let’s
quote Chairman Greenspan, somebody I have a lot of respect for.

He says:

Limits on the flow of information among financial market participants or in-
creased costs resulting from restrictions that differ based on geography, may lead
to an increase in price or a reduction in the availability of credit, as well as a reduc-
tion in the optimal sharing of risk and reward.

As a result, I would support making permanent the provision currently in the
Fair Credit Reporting Act that provides for uniform Federal rules governing various
matters covered by the FCRA and would not support allowing different State laws
in this area.

Now, as a careful student of Greenspan-speak, on that one, there
is not a lot of Paul Volcker cigar smoke floating around.

[Laughter.]

He’s pretty clear. Do you—again, I am not asking you to the out-
come here, given the constraints of the Commission. But do you
share his concern that limits on information flow could, “Lead to
an increase in price or a reduction in the availability of credit?”

Mr. BEALES. That is certainly the risk. The Commission’s testi-
mony quotes Chairman Greenspan saying essentially that, minus
the conclusion.

I think we agree that that is the risk. That is what is at stake
here.

Senator SCHUMER. Okay. Let me ask you about two specific
issues that I care about, that we might, as we look forward on
FCRA, want to involve ourselves with. I, at least, will be careful
about the admonition that we do not want to let this whole deal
lapse.

Identity theft. On this one, I have been very concerned with iden-
tity theft. We have had a lot of problems in my State with it.

But you can look at the glass being half full or half empty in
terms of FCRA as it relates to identity theft. Some would say that
our credit reporting system makes it easy to steal identities. And
others would say that the system makes it easier to detect, catch,
and remedy identity theft.

Do you have a view on that?

Mr. BEALES. I think there is important senses in which they are
both right.
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I think the regulatory approach that the FCRA strikes is, I
think, exactly the right approach that we need to take to think
about identity theft.

We need to be able to share this information. It is important in
many areas. But we need to try to restrict the uses to which that
information is put.

The problem of identity theft is the wrong people get information
and use it for the wrong purposes. But, I think that the need to
share that information for legitimate purposes, including to prevent
and detect identity theft, is crucial.

Senator SCHUMER. Okay. And what about on making more trans-
parent the credit score?

Senator Allard and I, in the last Congress, introduced legislation
to do this. It was supported by lots of the lenders, and we are plan-
ning to do it again. So that if a mistake is made on your credit
score or something is wrong with it, that you get to see it, can get
to challenge it, like we do in so many other areas.

What is your view on that kind of improving, in my judgment,
that would improve legislation to allow people to see what goes into
their credit score?

Right now, they have no way of even knowing if there is a mis-
take. It befuddles lots of people, and lots of lenders.

Mr. BEALES. I think the key is the accuracy of the underlying in-
formation because the algorithm that converts the information in
your file into a score is essentially a little bit of computer code that
does what it is going to do and weighs the different information ap-
propriately.

Senator SCHUMER. Sure.

Mr. BEALES. And consumers can look at the information that is
the basis for that and correct the inaccuracies at that level. And
that, in fact, is ultimately what they have to do.

Whether they know the score or not, whether or not they know
the algorithm or not, the only way to fix it is to correct the mistake
in the underlying information that gave rise to the erroneous score.

I think what is hard about more information about scores is
scores are different. You may have different scores for different
creditors and provided in different ways.

Senator SCHUMER. Different scores sometimes for the same cred-
itor, too.

Mr. BEALES. Perhaps.

Senator SCHUMER. For different groups.

Mr. BEALES. For different models or different groups, absolutely.

Senator SCHUMER. But the system really is not working well
now, I do not think.

Do you think it is? Do you think consumers right now, under the
present system, really have the ability to correct errors, unless they
spend a whole lot of time and effort on it and it is beyond their
ken?

Mr. BEALES. I believe there is some difficulty in correcting errors.
It is not the easiest thing in the world to do. I think that is right.

I think it is a system that, as best we can tell, mostly works. It
doesn’t work perfectly all the time. The mechanisms to provide and
assure accuracy we think are really important. And we have
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worked very hard on the enforcement side to try to make sure that
they are in place and followed.

Senator SCHUMER. Okay. I had one more question, Mr. Chairman
I am trying to find it here.

[Pause.]

Oh, yes. One of the great debates we have always had in this
Committee is privacy rights, which again is a lot easier to talk
about in the abstract. And when you get into the specifics and see
the push and pull, I do not think it is as clear and as easy.

But it has been a great concern, I know, to the Chairman and
to me. We had this debate on Gramm-Leach-Bliley.

And so, my final question to you is, should we, do you think, ad-
dress larger issues in a reauthorization of FCRA, like identity
theft, which I mentioned, but privacy in particular?

Or should we not?

You know, we could say, Gramm-Leach-Bliley is new. We struck
a balance there. Let’s not go into other areas or let’s not change
what we have done.

Mr. BEALES. We have always thought that the FCRA is fun-
damentally a privacy statute. And in that sense, you cannot avoid
addressing those parts of privacy because that is what the FCRA
is all about. That is one of its key objectives.

I think, frankly, that that part of privacy is complicated enough,
that it will likely keep you very busy in trying to figure out what
is the best answer here.

There are some parts and some of the identity theft issues may
be like this, that are so intimately related to the FCRA, that they
should be part of that process.

But from my own perspective, the more it can be kept confined,
the easier it is to deal with. And it is hard enough to deal with as
it is.

Senator SCHUMER. Do you know if the Administration has a view
on this? This is a key national issue and it is hard to figure out
what they think in terms of FCRA and privacy.

Mr. BEALES. I do not believe that the Administration has taken
a position as yet.

Senator SCHUMER. Do you think they ever will?

Mr. BEALES. Yes, I think they will.

Senator SCHUMER. Okay. Good.

Thank you, Mr. Chairman.

Chairman SHELBY. Thank you. What is your sense as to the gen-
eral level of public awareness with regard to things like the content
of credit reports?

This is picking up a little on what Senator Schumer was into.

In other words, you are the average person in America. What is
your? general awareness regarding the content of their credit re-
port?

Mr. BEALES. I think it is something that most people probably
never think about. I think if you ask them questions, most people
would have a reasonable sense of some of the core elements, that
their payment history is in there.

Chairman SHELBY. If they do not, they should.

Mr. BEALES. If they do not, they should. We have a wide variety
of consumer educational materials to try to enhance consumers’ un-
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derstanding of what is there and why it matters. But we do not
have any measures of what they actually know.

Chairman SHELBY. How can you disseminate information to the
consumer—that is all of us, not just in this room, but all of us—
to let us understand what credit scores are and how they are used?

You have a computer model out there to rate all of this. This is
risk-based credit-scoring, in a way.

Right?

Mr. BEALES. Yes, it is.

Chairman SHELBY. You have a risk-based system. And the more
the consumer knows about how they are being rated, even if it is
complicated, the better off they’d be, wouldn’t they, in the long run?

The more information a consumer knows about things that are
rated that affects their lives, their credit and so forth.

Mr. BEALES. In general, I certainly think that is right. I mean,
I think the complication in credit-scoring kinds of models in par-
ticular is—you do not want consumers to be able to play games
with the system.

Chairman SHELBY. Absolutely.

Mr. BEALES. That would affect the validity of the underlying
model.

Chairman SHELBY. I am not talking about playing games. I am
talking about just being aware.

Senator SCHUMER. Mr. Chairman.

Chairman SHELBY. Yes, sir.

Senator SCHUMER. I just want to back him up. From what I am
told, some credit scores, if you have 10 credit cards, even though
you paid each one, you will end up with a different credit score
than if you have two.

Why shouldn’t the consumer know that and let it go in? Yes,
when you ask consumers or even the people representing them,
why they got the following credit score, nobody has any idea.

Sure, you can get all your data about everything, but you do not
know what went into it or where there might be a mistake and
where there is not.

I am glad you brought it up, Mr. Chairman.

Chairman SHELBY. The scoring, Senator Schumer, as you well
know, affects millions and millions of Americans’ credit.

Senator SCHUMER. Yes.

Chairman SHELBY. And I would say the average American, for
lack of better information on my part, has no clue as to how their
credit is rated, based on this computer model.

Senator SCHUMER. And they cannot get it.

Chairman SHELBY. And they cannot get it.

Senator SCHUMER. That is the bill that Senator Allard and I are
trying:

Chairman SHELBY. That is what we are both talking about.

Mr. BEALES. Yes, I understand that. And I think there have been
a variety of changes in the industry to try to provide consumers
with more information about what goes into that score in a big-pic-
ture sense and how it is computed and why it matters.

We certainly have consumer education that tries to do the same
thing.
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But I think, as you point out, the specifics of what goes into a
score depends on which score you are talking about because dif-
ferent people use different models.

Chairman SHELBY. That is exactly the point he was making.

Mr. BEALES. That look at different information.

Chairman SHELBY. Do the three credit, the big credit houses, do
they score—do they have a different model to score?

Mr. BEALES. There is an industry leader, Fair Issacs, that pro-
duces the FICO score. That is probably what most people think of
as credit scores.

Both users and I believe, I am not sure to what extent, but both
users and some credit bureaus have their own proprietary scoring
models that do things a little differently that they think give a bet-
ter perspective on risk.

Chairman SHELBY. But it depends. If a consumer depends on
what credit house that evaluated their credit, depends on how their
credit is rated, perhaps, based on the model of assessing their risk?

Mr. BEALES. people differ—I mean, creditors differ. And the ex-
tent to which they use just the score, there are creditors who build
their business around what they think is their ability to differen-
tiate the risks they face and the risks that customers pose more
finely than the standard scoring model.

Chairman SHELBY. That is underwriting, is not it, to a certain
extent. You are evaluating this risk here based on the credit, based
on, say if there is a property or something, a mortgage, location of
the property, everything that goes with it, the appraisal of the
property.

Mr. BEALES. In a sense, it is underwriting. It is also the initial
credit decision.

Chairman SHELBY. Yes.

Mr. BEALES. And to take a group of consumers—and there are
powerful competitive incentives to do this—but to take a group of
consumers who may have the same credit score and to try and
spread them out in terms of those consumers, which ones are the
higher risk and which ones are the lower risk.

So it is really difficult to talk about. Your payment history at this
store over this period of time is an objective fact that doesn’t
change. And we can make sure that that is accurate in the credit
report, and we can.

But your credit score depends on the model, depends on the cred-
itor, and it depends on the underlying information.

I agree consumers should understand much more about how it
is done. But it is much more complicated to try to explain and to
try to verify than the straightforward fact about a particular piece
of paper.

Chairman SHELBY. Should we have some type of uniform model
adopted in the industry or industry-wide, rather than two or three
different ones that bring different results?

Mr. BEALES. I think not. I mean that would, in essence, be regu-
lating the degree of credit risk that different lenders can take on.

Senator SCHUMER. But——

Chairman SHELBY. Go ahead, Senator.
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Senator SCHUMER. Thank you. I would agree with you that we
shouldn’t say what model. That is competition. But I do not see
why it shouldn’t be transparent how the score came out.

My experience is, and you have said something a little contradic-
tory, so maybe I do not understand it well enough. I apply for a
mortgage. My neighbor applies for a mortgage. And I just happen
to know that I did not get it because my credit score wasn’t good
enough, and he did. We live on the same street in, let’s say, Levit-
town, identical house. And I go over my mistakes in my credit his-
tory and I ask him, and it seems the same. And there is no way
to really find out why I got lower than him and what I could do
to correct it.

And I go a step further. I also think that if a mistake was made,
like they say I missed a payment, but it was Jon Smith, not John
Smith, that there is virtually no way that I can figure that out un-
less I have more information than the law allows me to.

Am I wrong about that?

Mr. BEALES. I think you can figure out the payment because you
know, and presumably, can verify from your own records, hey, wait
a minute. I wasn’t late. I made my mortgage payment on time, or
I made that payment on time.

Senator SCHUMER. The credit company, if they are using the last
5 years of mortgage payments and not the last ten, will tell me?

At least my experience with this is it is a little more complicated
than you are making it out.

Yes, I know I did not miss a payment in 1992. But I do not know
if that is part of the formula and my credit score thinks I did.

Mr. BEALES. Okay.

Senator SCHUMER. Follow me?

Mr. BEALES. I guess what I am saying is, if you have the pay-
ment history right, if the payment history shows up in the credit
report correctly, and that information is all accurate and you know
whether that information is accurate or not, then I do not think we
have ever heard of a case where the numerical calculation to con-
vert that information to a score had an error in it.

Computers are pretty good at arithmetic.

Senator SCHUMER. No, no, that is not what I am saying.

Mr. BEALES. The problems are the accuracy of the underlying
data.

Senator SCHUMER. Yes, and there is no way of you knowing
whether that underlying data is correct or not right now.

Isn’t that true?

Mr. BEALES. No. The underlying data is your credit report. And
that information, you can know whether it is correct or not.

Senator SCHUMER. But I don’t know what exactly is going into
it.

Mr. BEALES. You do not know exactly which pieces matter. That
is certainly correct. But if all of the information there is accurate,
then it is not going to affect your credit score.

The other thing, in the credit denial, if you get denied, under the
Equal Credit Opportunity Act, you get an adverse action notice for
that purpose as well. And it will identify the top four reasons for
that denial, the four things that most contributed to your credit
score being too low.
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Senator SCHUMER. And then if I find one of them is inaccurate
and I wrote the credit company, they will correct it?

Mr. BEALES. When you notify the credit reporting agency, that
triggers the reinvestigation requirement. They have to go back to
whoever furnished that information. The furnisher either has to
verify the information or delete it.

Senator SCHUMER. And does that happen?

Mr. BEALES. Yes, sir, it does.

Senator SCHUMER. Are there times when it doesn’t?

Mr. BEALES. Undoubtedly.

Senator SCHUMER. Which is more?

[Laughter.]

Mr. BEALES. We think it happens far more often than it doesn’t.

Senator SCHUMER. Do we have data on that to know?

I am sorry, Mr. Chairman.

Chairman SHELBY. No. I think what you are getting into is very
important.

Mr. BEALES. I have seen data—there is an enormous number of
corrections that get made, of changes that get made.

Senator SCHUMER. I just find when you talk to your typical mort-
gagor, when you talk to his real estate broker, his bank, her bank,
there is huge dissatisfaction with the mystery of this system.

And it is not just some theoretical need to know, that it creates—
everyone scratches their head and cannot figure out a whole lot of
the outcomes here.

Am I wrong about that? The realtors made this one of their big
issues. They weren’t doing it because everything is working right.

Mr. BEALES. I think what has tended to happen in response to
participants in the process being frustrated by not understanding
as much as they wanted to, is that more information has been pro-
vided over time.

Whether that frustration is still there or not, I do not know. That
is not something that we experience on an ongoing basis. But I
think the fundamental answer of trying to explain this system to
consumers better, is exactly the right one. And that is what we try
to do in our consumer education materials.

Senator SCHUMER. Thank you, Mr. Chairman.

Chairman SHELBY. Could we say, as far as scores go, there is
pervasive use and limited consumer understanding?

Obviously, I bet there is not two people in this room, maybe five,
that would explain—maybe the credit bureau people here—but that
could explain that scoring.

b Senator SCHUMER. Maybe one of them brought the little black
0X.

Chairman SHELBY. Yes, the little black box.

[Laughter.]

So, I think the case has been made for very limited, at least at
this period—we will have more hearings—but for limited consumer
understanding of how they are scored.

Mr. BEALES. I think they certainly do not understand the details
of how their scores are calculated.

What credit scoring replaced was a system that was essentially
judgmental, which I think was, if anything, less transparent to con-
sumers.
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Chairman SHELBY. This is judgmental, too. It is just done by
computer.

Right? It is based on a model of so and so.

Mr. BEALES. It is based on objective data, as opposed to being
based on my personal assessment of you and whether you are a
good credit risk or not.

Chairman SHELBY. I did not say it was good or bad. It may be
a big improvement. I am just saying it is still a judgment is made.

Mr. BEALES. Yes, I think that is right.

Chairman SHELBY. By an individual or by a computer.

Mr. BEALES. The judgment is made based on actual experience
analyzed in a statistically rigorous fashion.

Chairman SHELBY. And no human flesh.

Mr. BEALES. Right, as opposed to my opinion based on whatever
it might be based on.

Chairman SHELBY. Senator Sarbanes mentioned earlier that we
balance all interest legislatively, or try to balance.

That is part of the legislative process.

We have talked about preemption, the merits of it, the problems
with it, and so forth. But he asked you, as I understood it, could
this be balanced?

Could the case be made—I am talking up here and later—for
preemption which would benefit the creditors, benefit the con-
sumers, ultimately, our national system, and at the same time, a
standard for the consumers, you know, improve the standard for
the consumers on notice and a lot of other things. Identity theft
concerns and so forth.

Mr. BEALES. I think, certainly, that that can be done.

Chairman SHELBY. Balancing the interest, is it not?

Mr. BEALES. It is a balancing of the interests. And we have tried
on an ongoing basis to assess whether there are problems, where
there may be the possibility for improvements that would make the
system work better.

That, presumably, if you did not extend preemption, presumably,
that is the process that individual States would go through.

But you can do that here, too.

Chairman SHELBY. And the possibility of Balkanization, doesn’t
it?

Mr. BEALES. Yes, it does. You can do it here and have it uniform
and an improvement as well, if in fact the particular change is an
improvement.

Chairman SHELBY. Your testimony is made part of the record
and then some of your oral testimony here, is full of references to
the dynamic nature of the credit markets.

How do you make sure that the FCRA, the Fair Credit Reporting
Act, legal regime and the interests that it is supposed to balance
and protect, stays abreast, stays up with the real-world develop-
ments in these markets?

And what are your views as to the adequacy of the current regu-
latory structure? Is the Commission that you work with, the
enforcement authority enough, or is there a need to expand your
role to provide you with rulemaking authority? Are there other
ways that we should consider to build in greater flexibility to help
you do your job?
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Mr. BEALES. The Commission has not taken a position at this
point about rulemaking authority for the Commission. I think, ge-
nerically, it is a good practice for regulators and it is good practice
for the Congress to periodically review how regulations and regu-
latory schemes fit with the real world and whether they need to be
adapted in light of underlying changes.

Chairman SHELBY. Okay. We appreciate your appearance here
today. We look forward to working with you, and we thank you.

Mr. BEALES. We thank you.

Chairman SHELBY. The hearing is adjourned.

[Whereupon, at 4:35 p.m., the hearing was adjourned.]

[Prepared statements, response to written questions, and addi-
tional material supplied for the record follow:]
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PREPARED STATEMENT OF SENATOR ELIZABETH DOLE

I would like to thank both you and Ranking Member Sarbanes for agreeing to
hold this hearing on the issues raised by the reauthorization of the Fair Credit
Reporting Act. Enacted in 1970, the Fair Credit Reporting Act has served an impor-
tant role in this Nation. In the time since its first passage it is astounding to con-
sider the fundamental changes which have occurred in our credit system. In 1970,
credit card charges over $20 required the store owner to call the creditor and have
a staffer go through a card catalog system to approve the transaction. Today, it
takes just seconds, even when you are on the other side of the world. While we take
this innovation for granted it demonstrates how fundamentally our system of pay-
ments has changed.

In addition, the benefits of the Fair Credit Reporting Act have also been respon-
sible for many of the advancements in how we choose financial products which best
meet our needs. A system of fairly and rapidly assessing an individuals financial
responsibility ensures that people can have quick access to competitive offers for
credit, insurance, or other financial products. Clearly, our current credit system has
been one of our Nation’s best assets to benefiting individuals at every level of the
economic ladder. This unprecedented access to credit combined with the low cost for
credit realized through the efficiencies produced by law have created new opportuni-
ties for people who have never had access to credit before. No longer is collateral
essential in qualifying for a loan, people can now raise themselves on the ladder of
e(ti?nomic success simply by proving that they can responsibly handle their financial
affairs.

Given this opportunity to reauthorize the Fair Credit Reporting Act, we must
ensure that our actions do not result in increases in the cost of credit and lower
access to credit. To do so could have harmful effects on our recovering economy. At
the same time we must ensure that the law applies to everyone fairly and that the
system to protect consumers against questionable material on credit reports oper-
ates efficiently and effectively.

I look forward to hearing the thoughts and observations of our witness and to
working with all of my colleagues on the Committee as we reauthorize this very im-
portant law this year.

Thank you.

PREPARED STATEMENT OF SENATOR TIM JOHNSON

Chairman Shelby, thank you for holding today’s hearing on the Fair Credit
Reporting Act. While FCRA 1s not exactly a household name, our Nation’s credit-
granting system is one of the bright points in our otherwise lackluster economy.
Outstanding consumer credit has grown from $556 billion in 1970 when FCRA was
enacted to $7 trillion today, accounting for over two-thirds of U.S. gross domestic
product. Which is why today’s hearing is so timely. Unless we act by the end of the
year to reauthorize FCRA’s preemption provisions, we risk striking a terrible blow
to our economy by our inaction.

As today’s witness has noted in his very thoughtful written testimony, “the con-
sumer reporting industry, furnishers, and users can all rely on the uniform frame-
work of the FCRA in what has become a complex, nationwide business of making
consumer credit available to a diverse, mobile American public.” Yet if we fail to
act by January 1, 2004, this uniform reporting system could break into as many as
50 credit reporting systems, all with different standards, different requirements,
and different procedures.

Most people do not know much about our credit reporting system because it works
so well. It does not occur to people to learn about what goes into a credit report
until they get turned down for credit. And under the FCRA, those who do get turned
down receive all the protections that come with a so-called “adverse action.” They
have the right to a free credit report; they have the right to dispute what informa-
tion is contained in that report; they have the right to a quick investigation of the
information; and they have the right to a timely correction. And those rights apply
to everyone, regardless of whether they live in South Dakota or Alabama.

Full-file credit reports are unique to the United States. Unlike other countries,
where only consumers with negative credit history have any kind of record, our sys-
tem encourages data furnishers to report both negative and positive credit history,
all on a voluntary basis. This information allows lenders to make informed decisions
about a given consumer’s credit risk and to make better lending decisions.

These decisions are good for consumers in a variety of ways. For some, full-file
reporting may allow a lender to take a chance on a consumer whose positive credit
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history may offset a past credit impairment. For others, more complete information
may help a lender to decide not to extend more credit than a consumer can handle.

By the same token, full-file reporting helps lenders make sensible decisions that
keep our financial institutions safe and sound. Poor lending decisions affect all of
us through institutional instability and an increased cost of credit.

Other elements of FCRA are also critical to our credit-granting system. For exam-
ple, in the modern economy, it’s important to maintain a nationwide standard under
which corporate affiliates may share information. Experts such as Chairman Green-
span have emphasized the need for national businesses, which serve customers in
all 50 States, to have uniform standards across those 50 States. Failure to maintain
this uniformity would jeopardize many of the efficiencies gained through informa-
tion technology and wider consumer choice.

Mr. Chairman, I believe that a uniform national credit reporting system must be
maintained, which is why I introduced the Economic Opportunity Protection Act of
2%03AS. 660, which would extend the preemption provisions currently contained in
FCRA.

At the same time, I commend you for holding the first in what I hope will be a
series of hearings on the FCRA. As Congress noted when it created the FCRA, con-
sumer credit “is dependent upon fair and accurate credit reporting.” Therefore, it
is appropriate for Congress to look at whether the statute is working properly and
wlhether any of the provisions need to be amended to reflect changes in the market-
place.

I understand many on this Committee and in the Administration have a par-
ticular interest in identity theft, and I share this concern. In fact, I believe that a
uniform national credit reporting system, if used properly, can be one of our most
effective weapons to combat this growing problem. I hope as part of this year’s dis-
cussion about FCRA, we can work together to develop solutions to what is a rel-
atively new, yet extremely damaging, crime.

That said, I am disappointed that the Administration has yet to develop a position
on this critical issue. It appears the Federal Trade Commission is also unwilling to
tell this Committee its position on whether it is important to maintain a uniform
national standard for our credit reporting system. I would urge the Administration
over the coming weeks to devote more attention to the imminent expiration of FCRA
preemption provisions and to develop a recommendation that can inform Congress’
deliberation on this issue.

Mr. Chairman, I look forward to today’s testimony.

PREPARED STATEMENT OF SENATOR JIM BUNNING

I would like to thank you, Mr. Chairman, for holding this very important hearing
and I would like to thank our witness for testifying today.

Today, we have the first of a number of hearings on the Fair Credit Reauthoriza-
tion Act. As we all know, FCRA is a huge issue for the financial industry and con-
sumer groups. There are some who think we need to pass a clean FCRA, some who
think we should pass FCRA but with additional privacy and identity theft protec-
tions and some who think privacy decisions would be left to the States. I believe
these hearings will be a great help to Members in deciding which is the best course
of action to take.

I have been involved in the privacy debate for a number of years. During the early
1990’s, I worked with the Kentucky General Assembly to remove the Social Security
number for Kentucky drivers’ licenses. In the House, as Chairman of the Social Se-
curity Subcommittee of the Ways and Means Committee, I led the effort to stop the
Social Security Administration from posting SSA earnings online. And of course, all
of us who were on this Committee in 1999 were deeply involved in privacy issues
during Gramm-Leach-Bliley.

I certainly believe more can be done to prevent identity theft. I would like to see
more restricted use of the Social Security number. I would like to see those who
have had the privacy stolen to have better means to get their credit problems fixed.
And I, like everyone else, would like to stop getting flooded with mail and getting
solicitation calls during dinner.

But I have another concern. I am very concerned about this economy. I am very
worried about the possibility of a double-dip recession. I know that puts me at odds
with more optimistic economic experts, like Chairman Greenspan, but we have dis-
agreed before. We are not growing like we can, and we are not creating jobs. There
are many reasons for this. I believe Chairman Greenspan acted way to slow to cut
rates back in early 2001. He should have cut them in the fall of 2000. The corporate
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governance scandals have hurt trust in the markets. Sarbanes-Oxley and other ac-
tions have helped, but it will take a long time for corporate America to rebuild that
trust. September 11, had a devastating effect on our economy. The two wars we
have had since then have also not helped.

The reason why most of these events have been so harmful to this economy is
because they have created uncertainty in our markets. If there is one thing that
shakes the markets, it is uncertainty. I am afraid that talk of not renewing FCRA
is creating a lot of uncertainty in the financial markets. If we have 50 different pri-
vacy standards, it will be difficult for financial companies to sell their products na-
tionwide. If counties and municipalities get in the act, and some already have, it
will be even more difficult.

I think it is crucial that we pass an FCRA extension this year. We must bring
some certainty back to the markets if we are ever going to grow this economy and
prevent a double-dip.

Again, Mr. Chairman, thank you for holding this important oversight hearing.

PREPARED STATEMENT OF SENATOR DEBBIE STABENOW

Thank you, Mr. Chairman. I will be brief because I want to get quickly to our
witness today. I appreciate your calling this hearing and I hope that we, as a Com-
mittee, will move quickly to address the expiring provisions of the Fair Credit Re-
porting Act.

This session of Congress is going to move quickly and with just over 14 actual
work weeks left before our target adjournment, the sooner we can began to move,
the greater chances of having a thorough debate and passing the must-do legislation
behind today’s hearing.

The FCRA has served our country well over the past 33 years. Indeed, as a result
of the statue, the improved access to consumers’ previous credit-related behavior has
allowed creditors all over the country to extend credit more quickly and priced on
appropriate risk. People with low-credit risks as a result of FCRA can now get lower
rates and those with higher risks can now get credit with higher rates when pre-
viously they would have probably just been denied any credit at all. In addition, we
no longer have to wait days and days or even weeks to get credit decisions. We can
get them instantaneously. Furthermore, credit scoring models have taken much of
the arbitrariness and guess work out of extending credit. All of this makes our econ-
omy more efficient saving time and allowing us to allocate the costs of borrowing
appropriately.

Mr. Chairman, I believe we should do everything we can to bolster the system
we have in place today. I hope as we reexamine the FCRA we will be careful to
take no actions that would undermine or limit the effective and appropriate sharing
of credit information. I also hope that we would make sure that consumers have full
information about and absolute control over their personal credit information. We
should also ensure that there are appropriate privacy safeguards under our law.

I commend you for your leadership on this issue, Mr. Chairman, as well as others
on our Committee such as Senator Tim Johnson who has taken an active interest
and has his own legislation dealing with FCRA. I look forward to working with all
of my colleagues as we take up the reauthorization of the expiring provisions of the
FCRA and I look forward to our FTC witness, before us today.

Thank you.

PREPARED STATEMENT OF J. HOWARD BEALES, III
DIRECTOR, BUREAU OF CONSUMER PROTECTION, U.S. FEDERAL TRADE COMMISION

May 15, 2003

Introduction

Mr. Chairman and Members of the Committee, my name is Howard Beales, and
I am Director of the Bureau of Consumer Protection of the Federal Trade Commis-
sion (Commission or FTC). I am pleased to have this opportunity to provide back-
ground on the Fair Credit Reporting Act (FCRA).! The Commission has played a
central role in interpreting and enforcing the FCRA since the law was enacted in

1While the views expressed in this statement represent the views of the Commission, my oral
presentation and responses to questions are my own and do not necessarily reflect the views
of the Commission or any individual Commissioner.
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1970. I appreciate the opportunity to discuss the FCRA and its role in regulating
credit report information.

Consumer Credit Reporting

The development of consumer credit was a phenomenon of the post-World War II
years. Prior to that time, consumer credit relationships were largely personal be-
cause many consumers lived in one place all their lives and dealt only with local
merchants and banks. After World War II, the American population grew and be-
came vastly more mobile. Consumer credit also exploded for many reasons, includ-
ing pent-up demand for consumer goods and services and fading of the cash-only
Depression psychology. At the same time there was an increased demand for home-
ownership. In response, the Government supported the growth of a long-term con-
sumer credit market. For all these reasons, the amount of consumer credit out-
standing has grown exponentially.2 Indeed, consumer spending accounts for over
two-thirds of U.S. gross domestic product and consumer credit markets drive U.S.
economic growth.3

The credit reporting industry developed in tandem with the burgeoning of con-
sumer credit. Early on, credit reporting was local or regional and relatively unso-
phisticated; the amount of information collected was limited and not standardized.
Credit bureaus (consumer reporting agencies)4 manually recorded consumer infor-
mation on index cards, updated irregularly, and often retained indefinitely. Over
time, however, small credit bureaus grew to become large repositories of information
on consumers.?

Today, the credit reporting system, consisting primarily of three main credit bu-
reau repositories, contains data on as many as 1.5 billion credit accounts held by
approximately 190 million individuals.® Creditors and others voluntarily submit this
information to centralized, nationwide repositories. Lenders analyze this data and
other information to develop sophisticated predictive models to assess risk, as re-
flected in the consumer’s credit score.” The flow of information enables credit
grantors to make more expeditious and accurate credit decisions, which benefits con-
sumers as a whole. These benefits are illustrated by a study of credit bureau files
that found that nearly 20 percent of the currently reported active accounts had been
open for less than 12 months.8

The modernization of credit reporting has played a key role in providing American
consumers rapid access to consumer credit. It was not that many years ago that ap-
plying for credit required a personal visit to a loan officer. The loan officer, if he
did not know you personally, contacted your references, including other creditors,
before making a decision on your application. If you were new to the community or
applying for credit for the first time, you might get turned down or be approved for
only a small, entry-level loan. The decision would often take days and would be
based solely on the judgment of the loan officer.

2In 1946, the beginning of the post-war period, total outstanding consumer credit stood at $55
billion; by 1970 the time of enactment of the FCRA, it had grown to $556 billion. [Figures ad-
justed for 1nﬂat10n] Today it is $7 trillion. See Fred H. Cate, Robert E. Litan, Michael Staten,
and Peter Wallison, “Financial Privacy, Consumer Prasperlty, and the Public Good: Malntalmng
thghl;alance ” AEI- Brookmgs Joint Center for Regulatory Studies, March 2003, at 1.

. at 8.

4“Consumer reporting agency” is the term used in the FCRA, and reflects the fact that con-
sumer information is collected and reported for a variety of purposes in addition to credit trans-
actions. In common terminology, however, the agencies are known as “credit bureaus” or “credit
reporting agencies.” (Similarly, “credit report” and “credit history” are commonly used nontech-
nical terms for “consumer report.”) The term “repository” is most often reserved for the large,
national bureaus that collect and store information on over 190 million consumers. The “reposi-
tory” agencies, in turn, are sometimes referred to as the “big three,” in recognition of the three
major companies that have predominated for several years—Equifax, Experian, and
TransUnlon A fourth company, Innovis Data Services (an affiliate of CBC Companies), also
maintains “a national database of consumers with unfavorable current or past credit histories.”
See http:/ |www.innovis-cbe.com / products.htm.

5For a more complete recitation of the early history of the consumer reporting industry, see
Retail Credit Co., 92 F.T.C. 1 at 134-36 (1978).

6See “An Overview of Consumer Data and Credit Reporting,” Federal Reserve Bulletin, Feb-
ruary 2003, at 49.

7Scoring products are based on analyses of historical consumer credit data, which allow credi-
tors to develop models that help them predict the risk of default of a particular consumer. (The
products are thus sometimes referred to as “risk scores” or “credit scores.”) When the consumer
applies for credit or other goods or services, the scoring programs that are developed from the
complex analysis of past data compare the scoring factors to the individual information of the
particular consumer, with the result reflected in a score that is generated for that application.

8See “An Overview of Consumer Data and Credit Reportmg, Federal Reserve Bulletin, Feb-
ruary 2003, at 52, table 2 (“All credit accounts and balances. .
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By contrast, consumers today can use the Internet from the comfort of their home
to comparison shop for a wide array of credit products and get a virtually instanta-
neous offer, including rate and other terms. Or, they can obtain a five-figure loan
from an auto dealer they have never been to before and drive a car away from the
showroom the same day. In each instance, their eligibility for the lowest rate or
most favorable terms depends on a sophisticated credit scoring system that produces
rapid, reliable scores based on information from a consumer report.

Chairman Greenspan of the Board of Governors of the Federal Reserve System
put it well when he recently testified that “. . .there is just no question that unless
we have some major sophisticated system of credit evaluation continuously updated,
we will have very great difficulty in maintaining the level of consumer credit cur-
rently available because clearly, without the information that comes from various
credit bureaus and other sources, lenders would have to impose an additional risk
premium because of the uncertainty before they make such loans or may, indeed,
choose not to make those loans at all. So it is clearly in the interests of consumers
to have information continuously flowing into these markets. It keeps credit avail-
able to everybody, including the most marginal buyers. It keeps interest rates lower
than they would otherwise be because the uncertainties which would be required
otherwise will not be there.”?

Before describing some of the primary elements of the FCRA, let me describe
briefly how the consumer reporting system works in this country today. Creditors
voluntarily report account histories to consumer reporting agencies.l® Typically,
creditors report full account payment information, both “positive” information that
the account is current, as well as “negative” information, such as delinquencies and
collection accounts.!! This contrasts with practices in some other countries (and, in-
deed, with some credit bureaus in the early years of their development in this coun-
try) where only negative payment history is reported.12

Although the credit reporting industry has developed uniform reporting formats
and methods,!3 not all creditors necessarily report to all major repositories. More-
over, credit reporting agencies have different schedules and procedures to augment
individual consumer files with updated data from creditors. Consumer reporting
agencies also obtain information from other sources, such as public record data. For
all of these reasons, at any given point in time, each of the credit reports on an indi-
vidual as supplied by the three major repositories may contain somewhat different
information.14 As a result, in the residential mortgage market, for example, credi-
tors use credit reports produced by resellers who consolidate the data available from
the three major repositories.

When a consumer applies for credit, lenders obtain consumer reports by providing
identifying information on the consumer to the credit bureau. The credit bureau pro-
vides a full report listing all accounts and payment histories and/or a credit score,
which is a numerical classification based on information in the consumer report.1®
The credit agencies also handle other functions (including those required by the
FCRA, such as responding to consumer disputes) through wuniform industry
processes.1® The importance of these additional functions has grown along with con-

9 Remarks following testimony by Alan Greenspan, Chairman of the Board of Governors of the
Federal Reserve System, April 30, 2003, House Financial Services Committee, at 12

10Each of the three national credit reporting companies receives more than 2 billion items
of information each month. See “An Overview of Consumer Data and Credit Reporting,” Federal
Reserve Bulletin, February 2003, at 49.

11 Although the majority of creditors report full account information, some types of accounts
are typically reported only when the payment history turns negative, most often when the debt
is transferred to a debt collector. Accounts related to medical debts, telecommunications, and
power companies are the most common examples. See “An Overview of Consumer Data and
Credit Reporting,” Federal Reserve Bulletin, February 2003, at 50, 68. To the extent that con-
sumers have positive payment history only from nontraditional credit such as rent and utilities,
this may limit their access to credit.

12 See, e.g., The World Bank, “World Development Report 2002,” at 95 (2002); John M. Barron
and Michael Staten, “The Value of Comprehensive Credit Reports: Lessons from the U.S. Expe-
rience,” at 14, available online at http:/ /www.privacyalliance.org/resources/staten.pdf (2000)
(comparing the United States comprehensive credit reporting system to the Australian negative-
information-only system).

13 See hitp:/ /www.cdiaonline.org /data.cfm for information on the uniform reporting format
utilized by most creditors and other furnishers of information to consumer reporting agencies.

14 See “An Overview of Consumer Data and Credit Reporting,” Federal Reserve Bulletin, Feb-
ruary 2003, at 50-51, 70-71.

15 Between 2 and 3 million consumer reports are issued by credit bureaus each day. See htip:/
/www.cdiaonline.org [ about.cfm. For a brief description of scores, see Note 7, supra.

16 The Consumer Data Industry Association (CDIA) is a trade association for major consumer
reporting agencies. Among other steps to promote standardized automated procedures between
and among consumer reporting agencies and furnishers of information to agencies, CDIA over-



49

cerns about identity theft,'7 because credit reporting agencies play a major role in
limiting the damage and correcting the fraudulent records that identity thieves
leave behind.

FCRA Overview

BACKGROUND

Along with the growth of consumer credit, and the parallel development of con-
sumer reporting agencies, concerns began to surface about the treatment of con-
sumer information in credit reporting. The credit reporting industry had evolved
piecemeal, and there was little consistency in methods of data collection or, before
the FCRA, standards of retention or accuracy. For example, there were no Federal
legal restrictions on access to consumer credit data, so reporting agencies were free
to share a wide range of information with credit grantors and others, without regard
to the purpose for which the information was sought. Consumer awareness of credit
reports was low due, in part, to the fact that users of reports were contractually
prohibited by credit bureaus from disclosing the reports to consumers.1® Even if a
consumer could learn what was in his or her credit report, there was no way for
the consumer to challenge erroneous information.

In response to rising concerns about the consumer reporting system, and recog-
nizing its importance to business and consumers, Congress held hearings that
resulted in passage of the FCRA to provide a framework for the industry and to se-
cure protections for consumers. In enacting the FCRA, Congress specifically recog-
nized that consumer credit “is dependent upon fair and accurate credit reporting.” 19

The 1970 FCRA imposed duties primarily on consumer reporting agencies, with
very limited requirements on those that use credit reports, and no provisions aimed
at those who furnished information to the reporting agencies.

The consumer reporting industry and the consumer credit economy changed
tremendously in the decades following the enactment of the FCRA. The comput-
erization of credit histories into vast databases accelerated markedly. The industry
further consolidated, eventually comprising three major credit bureau repositories
that maintain large, automated databases of consumer information, and a limited
number of other agencies.20 Logistical challenges associated with increased comput-
erization and further changes in the industry led to an increase in complaints about
mixed files—inclusion in a single file of information belonging to two or more dif-
ferent individuals—and other consumer report inaccuracies. More generally, the
American public has become increasingly aware of privacy issues related to personal
information.

In 1996, after several years of legislative consideration, Congress passed signifi-
cant amendments to the FCRA. The amendments built on the core elements of the
original FCRA and provided added protections to consumers in several key areas.
The amendments also permitted greater sharing of consumer report information by

sees a system for credit bureaus to forward consumer disputes to furnishers for investigation.
Disputes are forwarded on standardized Automated Consumer Dispute Verification (ACDV)
forms. The system now has a web-based component, ECOSCAR, that is intended to further en-
hance the flow of consumer disputes, update information, and other data. The automated dis-
pute system not only provides a uniform format for conveying the disputes, it also serves an
implicit authenticating function—a creditor who receives a consumer dispute via the system
knows that the forwarding entity has been approved by CDIA for use of the system.

171dentity theft occurs when someone commits fraud by using another person’s identifying in-
formation, such as date of birth, Social Security number, or credit account numbers. The fraud
could include applying for or using credit in another’s name, obtaining bank loans, employment,
utility services (including cell phones), or similar illegal conduct in the “true name” identity of
the consumer whose information was misappropriated.

18 Congress was especially concerned about this lack of awareness in the context of “investiga-
tive consumer reports”—reports on a consumer’s character, general reputation, personal charac-
teristics, or mode of living, obtained through personal interviews with neighbors, friends, or
associates of the consumer—and thus provided special notice and disclosure requirements, to-
getherdwith other provisions, for investigative reports. Section 606 of the FCRA; 15 U.S.C.

1681d.

19 Section 602(a)(1), the Congressional findings and statement of purpose for the FCRA. 15
U.S.C. §1681(a)(1).

20 At present, the three largest bureaus are TransUnion, Experian (formerly owned by TRW),
and Equifax. Although some local bureaus still remain, most are affiliated in some fashion with
one of the “big three” repositories. The industry has also witnessed the emergence of companies
that collect and report specialized information such as check writing histories, rental records,
and employment applications. The 1990’s saw the growth of “resellers,” consumer reporting
agencies that purchase consumer information from one or more of the major repositories and
then resell it, usually after reformatting, categorizing, or otherwise treating the information. All
of these entities are covered by the FCRA.
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affiliated companies under certain conditions,2! and granted more flexibility to
creditors and insurers in making prescreened offers, for example, obtaining lists of
consumers based on consumer report information, in order to make offers of credit
or insurance to consumers who the offeror deems qualified.22 Let me briefly review
some of the important elements of the FCRA as it stands today, 33 years after its
original passage.

Key FCRA PROVISIONS

As I discussed earlier, the FCRA establishes a framework that enables businesses
to engage in the information exchanges necessary for the proper functioning of the
credit markets. At the same time, it provides corresponding consumer protections
in two vital areas—privacy and accuracy. It is important to keep in mind that, not-
withstanding its title, the Fair Credit Reporting Act has always covered more than
what are conventionally termed “credit reports.” It applies generally to any informa-
tion collected and used for the purpose of evaluating consumers’ eligibility for prod-
ucts and services that they want. Thus, the FCRA has always applied to insurance,
employment, and other noncredit consumer transactions.23 The focus here will be
on credit reporting, but the same basic regulatory structure applies to all consumer
reports.

Privacy

As recognized by Congress in its initial passage of the FCRA, the confidentiality
of consumer report information is a fundamental principle underlying the statute.24

Permissible purposes. The FCRA is designed to protect consumer privacy in a
number of ways. Primarily, it limits distribution of credit reports to those with
specific, statutorily defined “permissible purposes.” 25 Generally, reports may be pro-
vided for the purposes of making decisions involving credit, insurance, or employ-
ment.26 Consumer reporting agencies may also provide reports to persons who have
a “legitimate business need” for the information.2? Under the FCRA, Government
agencies are treated like other parties—that is, they must have a permissible pur-
pose to obtain a credit report.28 The written instructions of the consumer may also
provide a permissible purpose for a consumer reporting agency to furnish a credit

21 Section 603(d)(2)(A)(iii) exempts from the FCRA communication of information among affili-
ates, if it is clearly and conspicuously disclosed to the consumer that the information may be
communicated and the consumer is given the opportunity to opt out of such information sharing.
15 U.S.C. §1681a(d)(2)(A)(ii).

22 Prescreened offers, which are discussed in more detail below, are unsolicited “firm offers”
of credit or insurance that are based on information from consumer reports. Generally they take
the form of lists of consumers to whom credit grantors make offers of credit—the most obvious
example is mailed promotions of credit cards. These lists are assembled by credit bureaus based
on criteria set by the credit grantor; the bureau screens its consumer files (except those that
have opted out of prescreened offers) for all consumers who meet the creditor’s criteria. Gen-
erally speakmg the FCRA requires that all consumers who survive the prescreen must receive

a “firm offer” of credit. Prescreened lists are thus an exception to the general rule that credit
reports can be furnished only when a consumer initiates a transaction or has a preexisting rela-
tionship with the creditor seeking a copy of the report. See H. Rep. 103-486, 103rd Cong., 2nd
Sess., 32-33 (1994).

23“It is the purpose of this title to require that consumer reporting agencies adopt reasonable
procedures for meeting the needs of commerce for consumer credit, personnel, insurance, and
other information. . .” Section 602(b) of the FCRA; 15 U.S.C. §1681(Db).

24The Congressional findings note the “. . .need to insure that consumer reporting agencies
exercise their grave responsibilities with fairness, impartiality, and a respect for the consumer’s
right to privacy.” Section 602(a)(4); 15 U.S.C. §1681(a)(4). Under the “reasonable procedures”
portion of the statement of purpose for the FCRA, Congress noted the importance of the “con-
fidentiality” of consumer report information. Section 602(b); 15 U.S.C. § 1681(b).

25What constitutes a “consumer report” is a matter of statutory definition (Section 603(d); 15
U.S.C. §1681a(d)) and case law. Among other considerations, to constitute a consumer report,
information must be collected or used for “eligibility” purposes. That is, the data must not only
“bear on” a characteristic of the consumer (such as credit worthiness, credit capacity, character,
general reputation, or mode of living), it must also be used in determinations to grant or deny
credit, issue insurance, make employment decisions, or make other determinations regarding
permissible purposes. TransUnion Corp. v. FTC, 81 F.3d 228, 234 (D.C. Cir. 1996).

26 Section 604(a)(3); 15 U.S.C. §1681b(a)(3). Credit reports may also be furnished for certain
on-going account-monitoring and collection purposes.

2715 U.S.C. §1681b(a)(3)(F). See also Note 33, infra, and text accompanying.

28 Under Section 608 of the FCRA, Government entities may obtain limited identifying infor-
mation (name, address, employer) without a “permissible purpose.” 15 U.S.C. §1681f. The
FCRA, additionally, now contains express provisions on Government use of consumer reports for
counterintelligence and counter-terrorism. Sections 625 and 626, respectively; 15 U.S.C.
§§1681u, 1681v.
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report.2® Under the FCRA, target marketing—making unsolicited mailings or tele-
phone calls to consumers based on information from a credit report—is generally not
a permissible purpose.3? In a 1992 Commission action to enforce the FCRA against
a consumer reporting agency that sold target marketing lists assembled using con-
sumer report information, the court of appeals held that “. . .a major purpose of the
Act is the privacy of a consumer’s credit-related data.”3! If consumer information
is “so sensitive as to rise to the level of a consumer report,” then it must “. . .be
kept private except under circumstances in which the consumer could be expected
to wish otherwise or, by entering into some relationship with a business, could be
said to implicitly waive the Act’s privacy to help further that relationship.” 32

The 1996 Amendments added provisions that reflected Congress’ awareness of in-
creased public concern about the privacy of personal information. For example, Con-
gress added, for the first time, an express provision stating that the “legitimate
business need” permissible purpose requires that the transaction be “initiated by
the consumer.” 33 Congress also added express language prohibiting any person from
obtaining a consumer report without a permissible purpose.34

Consumer right to opt out of prescreening. The 1996 Amendments also added an
express permissible purpose for prescreening. As noted above, prescreened offers are
unsolicited offers of credit or insurance that are made (typically in mass mailings)
to consumers who were selected for the offer based on information in their credit
reports. Prior to the 1996 Amendments, the FCRA did not specifically address the
use of consumer reports for such unsolicited offers. The Commission, however, had
issued an interpretation of the FCRA in 1973 that permitted the use of consumer
reports by creditors for unsolicited offers of credit if creditors followed guidelines set
forth in the Commission’s interpretation.3> Those guidelines required every con-
sumer on any list resulting from the use of consumer reports to receive a firm offer
of credit—for example, the offer must be unconditional; all the consumer had to do
to receive the credit was to accept the offer.

In the 1996 Amendments, Congress added a number of provisions to the FCRA
to provide an explicit statutory framework for prescreening.36 The legislative

29 Other permissible purposes specified in the FCRA include (1) in response to an order of a
court or a Federal grand jury subpoena; (2) in connection with a determination of the consumer’s
eligibility for a license or other benefit granted by a governmental instrumentality required by
law to consider an applicant’s financial responsibility or status; and (3) in response to a request
by the head of a State or local child support enforcement agency if the person making the re-
quest certifies to the credit bureau that certain conditions are met (and in certain other child
support circumstances). Section 604(a); 15 U.S.C. § 1681b(a).

30 Prescreening, discussed more fully below at notes 35-41 and accompanying text, is a form
of target marketing for firm offers of credit or insurance, for which the FCRA now provides an
explicit permissible purpose keyed to adherence to statutory procedures, including affording con-
sumers the opportunity to opt out of future prescreened solicitations. See also Note 22, supra.

31 TransUnion Corp. v. FTC, 81 F.3d 228, 234 (D.C. Cir. 1996). The TransUnion case has a
long history. The Commission issued an administrative complaint in 1992, and a Commission
administrative law judge (ALJ) granted summary judgment to complaint counsel, and was af-
firmed by the full Commission. 118 F.T.C. 821 (1994). On appeal, the case was remanded back
to the ALJ for a trial. TransUnion Corp. v. FTC, 81 F.3d 228 (D.C. Cir. 1996). After a trial,
the ALJ issued another decision in the Commission’s favor, which was affirmed by the full Com-
mission. F.T.C. (2000). This decision was affirmed by the U.S. Court of Appeals
for the D.C. Circuit, and certiorari was denied by the Supreme Court. TransUnion Corp. v. FTC,
245 F.3d 809, reh. denied 267 F.3d 1138 (D.C. Cir. 2001), cert. denied, 122 S. Ct. 2386 (June
10, 2002).

32]d.

33 Section 604(a)(3)(F)({); 15 U.S.C. 1681b(a)(3)(F)(i). The review of an account “to determine
whether the consumer continues to meet the terms of the account” supplies the other “legitimate
business need” of this permissible purpose. Section 604(a)3)(F)(ii); 15 U.S.C. 1681b(a)(3)(F)({D).

34The 1970 FCRA prohibited consumer reporting agencies from furnishing consumer reports
to those who do not have a permissible purpose, but there was no analogous provision aimed
at those who obtained consumer reports (with the exception of a criminal provision imposed on
éhose who obtained information on a consumer “under false pretenses.” Section 619, 15 U.S.C.

1681q).

3516 CFR §600.5 (withdrawn in 1990 when the Commission Commentary was published; see
notes 52-53, infra). The Commission’s rationale for permitting prescreening was that the mini-
mal invasion of consumer privacy involved in prescreening was offset by the fact that every con-
sumer received an offer of credit. The four banking regulatory agencies also interpreted the
FCRA to sanction prescreening for the entities under their jurisdiction.

36 Sections 603(]); 604(c) and (e); and 615(d); 15 U.S.C. §§1681a(l), 1681b(c) and (e), and
1681m(d), respectively. “Firm offer of credit or insurance,” the term used by Congress for what
is commonly known as “prescreening,” is defined in Section 603(/), which also contains much
of the operable language governing prescreening. The permissible purpose is set out in Section
604(c) and the opt out scheme is contained in Section 604(e). Section 615(d) recites the disclo-

Continued
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process leading to the 1996 Amendments included an extensive consideration of
prescreening issues. Congress ultimately chose to permit prescreening for both
credit and insurance purposes, and to permit certain postscreening37 to protect the
safety and soundness of the financial industry.

At the same time, Congress provided an important mechanism for consumers to
safeguard their privacy. Every written prescreened offer must provide notice of the
consumer’s right to “opt out” of future prescreen lists.3® Credit bureaus must have
a system, including a toll-free telephone number, that consumers can use to opt
out,3® and they cannot include consumers who opt out on any subsequent
prescreened list.49 The FCRA requires nationwide bureaus to maintain an opt out
notification system, so that a notification by a consumer to one bureau is sufficient
to have the consumer excluded from prescreened offers at all of the bureaus.4t

Accuracy

Credit report accuracy was, and remains, a core goal of the FCRA. Because even
small differences in a consumer’s credit score can influence the cost or other terms
of the credit offer, or even make the difference between getting approved or denied,
accuracy of the information underlying the score calculation is paramount. Accurate
reports benefit not only consumers but also credit grantors, who need accurate infor-
mation to make optimal decisions. These considerations provide significant incen-
tives for all parties to maintain a high level of accuracy in consumer credit files.
Congress recognized, however, that decisions based on inaccurate information can
impose potentially severe consequences to individual consumers. Consequently, Con-
gress enacted the FCRA accuracy protections.42

The FCRA uses two major avenues to achieve the goal of optimal accuracy. First,
it provides that consumer reporting agencies must follow “reasonable procedures to
assure maximum possible accuracy of the information” they report.43 Second, the
FCRA establishes mechanisms for consumers to learn about possible errors in their
credit reports and have them corrected. The statute gives consumers both the right

sures required of those who use consumer reports to make prescreened offers. See H. Rep. 103—
486, 103rd Cong., 2nd Sess., 32 (1994)(“The bill permits a consumer reporting agency to furnish
limited information, commonly referred to as a prescreened list, in connection with such trans-
actions only if the transaction consists of a ‘firm offer of credit,” the consumer reporting agency
has established a notification system whereby consumers can opt out to have their names ex-
cluded from consideration from such offers of credit, and the consumer has not elected to be
so excluded. Under the bill, a prescreened list, furnished by a consumer reporting agency in con-
nection with a credit transaction that is not initiated by the consumer, may contain only certain
types of information.”).

37 Section 603(/) limits permissible postscreening to verifying that consumers continue to meet
the criteria used in the prescreening and to verify any application information (such as income
or employment) that is used in the process of granting credit or insurance. Credit grantors are
also permitted to require that consumers furnish collateral so long as the collateral requirement
is established before the prescreening is conducted and is disclosed to the consumer in the solici-
tation that results from the prescreening. 15 U.S.C. § 1681a(l). See also H. Rep. 103-486, 103rd
Cong., 2nd Sess., 33 (1994)(“The Committee recognizes that the furnishing of consumer reports
for such credit solicitation is an exception to the general rule in Section 604(a)(3)(A) that con-
sumer reports may be furnished by consumer reporting agencies only for credit transactions that
are initiated by the consumer. Consequently, the Committee has established a special rule
which permits the furnishing of consumer reports by a consumer reporting agency for credit
transactions not initiated by the consumer, but only if the agency complies with strict limita-
tions to ensure privacy protectlons for consumers. This special rule is a liberalization of an FTC
interpretation of the FCRA.”).

38 Section 615(d) requires that written prescreen offers make a clear and conspicuous state-
ment that (i) information in the consumer’s credit report was used in the prescreen; (ii) the con-
sumer was selected because the consumer met criteria for credit worthiness or insurability; (iii)
the credit or insurance may not be extended if, after the consumer responds to the offer, the
consumer does not continue to meet the criteria used to select the consumer for the offer; (iv)
the consumer has the right to opt out of further unsolicited offers; and (v) the methods by which
the consumer can notify the credit bureau of a decision to opt out. 15 U.S.C. § 1681m(d).

39 Section 604(e)(5); 15 U.S.C. § 1681b(e)(5).

40 Section 604(c)(1)(B)(iii); 15 U.S.C. § 1681b(c)(1)(B)(iii).

41 Section 604(d)(6); 15 U.S.C. §1681b(d)(6). The opt out is effective for 2 years if conveyed
by telephone, or permanently (unless revoked) if conveyed in writing. Section 604(d)(4)(B); 15
U S.C. § 1681b(d)(4)(B).

42 Section 602(a)(1) of the FCRA, Congressional findings and statement of purpose, notes that
‘§‘Inacct1r)ate>> credit reports directly impair the efficiency of the banking system. . ..” 15 U.S.C.

1681(a)(1).

43 By its terms therefore (“reasonable procedures. . .maximum possible accuracy”), the statute
itself recognizes that absolute accuracy is impossible. Section 607(b); 15 U.S.C. § 1681e(b). Prag-
matic consideration of the large volume of data that credit bureaus must store and process also
bears on this issue. See Notes 2, 5, 6, 10 and 15, supra, and text accompanying.
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to know what information the credit bureau maintains on them, and the right to
dispute errors.

Consumer right to know. Under Section 609 of the FCRA, consumers have a right
to know all information in their files (except risk scores) upon request and proper
identification. They also have the right to learn the identity of all recipients of their
report for the last year (2 years in employment cases).#4 In addition, the consumer’s
right to learn about and dispute inaccuracies is facilitated by the FCRA’s “adverse
action” notice requirements. Adverse action notices—sometimes called “Section 615
notices”—are a key mechanism for maintaining accuracy. Since 1970, the FCRA has
required that when credit is denied based, even in part, on a consumer report (or,
in some cases, when the consumer is offered less-advantageous terms than would
be the case in the absence of the consumer report information), the creditor must
notify the consumer and provide certain key information, including (1) the identity
of the consumer reporting agency from which the creditor obtained the report; (2)
the right to obtain a free copy of the report; and (3) the right to dispute the accuracy
of information in the report.45

Under the 1970 FCRA, adverse action notices were required only when consumer
reports were used for credit, insurance, or certain employment purposes. In the 1996
Amendments, Congress broadened the circumstances under which adverse action
notices are required in connection with insurance and employment decisions. It also
required notices of adverse action when consumer reports are used in other situa-
tions, such as opening savings or checking accounts, apartment rentals, and retail
purchases by check.46

The Commission believes that the “self-help” mechanism embodied in the FCRA’s
scheme of adverse action notices and the right to dispute is a critical component in
the effort to maximize the accuracy of consumer reports. Consumers are most likely
to recognize the errors in their credit history and are more highly motivated to raise
their concerns once they know that an adverse action was based on their credit
report. The Commission has given high priority to assuring compliance with this
provision.47

Consumer dispute rights. The consumer initiates a dispute by notifying the con-
sumer reporting agency of an error in the completeness or accuracy of any item of
information contained in the file. The consumer reporting agency must reinvestigate
the dispute, generally within 30 days, record the current status of the information
and delete it if it is found to be inaccurate or unverifiable. The consumer reporting
agency is required to provide “all relevant information” to the original furnisher of
the disputed information, to help ensure that the furnisher fully investigates the
dispute. The agency must report the results of the investigation to the consumer.
If the investigation does not resolve the dispute, the consumer may file a statement
with his or her version of the facts, which must then be furnished with the credit
report.

For the first time, the 1996 Amendments imposed certain accuracy and reinves-
tigation duties on furnishers of information to credit bureaus. These requirements
recognize that furnishers—the original source of the information—have a critical
role to play in the overall accuracy of consumer report information.

The 1996 Amendments also sought to address the problem of recurring errors by
prohibiting consumer reporting agencies from reinserting into a consumer’s credit
file previously deleted information without first obtaining a certification from the

4415 U.S.C. §1681g.

45 Section 612 provides that consumer reporting agencies must make free disclosure if a con-
sumer makes a request within 60 days of receipt of an adverse action notice, and may charge
a maximum of $8 in other cases. 15 U.S.C. §1681j. The Commission is charged in the FCRA
with modifying the maximum amount, based proportionally on changes in the Consumer Price
Index. The latest annual finding on the matter raised the maximum allowable charge to $9. 67
Fed. Reg. 77282 (Dec. 17, 2002); see also http:/ | www.ftc.gov/opa/2002/12]fyi0265.him.

46In the original FCRA, adverse action notices were required only when “credit or insur-
ance. . .or employment. . .is denied or the charge for such credit or insurance is increased. . ..”
After changes enacted in the 1996 Amendments, adverse action for purposes of credit trans-
actions is tied to the interpretation of “adverse action” in the Equal Credit Opportunity Act. For
use of consumer reports in insurance, the scope of “adverse action” was expanded to include “a
denial or cancellation of, an increase in any charge for, or a reduction or other adverse or unfa-
vorable change in the terms of coverage or amount of, any insurance, existing or applied
for. . ..” Similar expansion of the scope of “adverse action” was enacted for employment pur-
poses (“a denial of employment or any other decision for employment purposes that adversely
affects any current or prospective employee”) and other permissible purposes. See Section 603(k);
15 U.S.C. 1681a(k).

47See, e.g., Quicken Loans Inc., D-9304 (April 8, 2003) at Note 67, infra, and text accom-
panying.
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furnisher that the information is complete and accurate, and then notifying the con-
sumer of the reinsertion.

Other important FCRA provisions. Under the FCRA, adverse items of information
may, with certain exceptions, be reported for only 7 years. The 1996 Amendments
clarified the date from which the 7 years should be calculated.

The 1996 Amendments expanded the obligations of certain users of consumer re-
ports. In the employment context, these changes were quite significant; they include
requirements that an employer obtain the consent of a job applicant or current em-
ployee before obtaining a consumer report and, before taking adverse action based
on the report, provide a copy of it to the individual.48

The 1996 Amendments also made changes in the relationship between the FCRA
and State laws. As originally enacted in 1970, the FCRA provided that the Federal
statute did not exempt persons from complying with State laws “with respect to the
collection, distribution, or use of any information on consumers, except to the extent
that those laws are inconsistent” with the FCRA. The 1996 Amendments retained
this language, but significantly modified the provision to preempt State laws in cer-
tain specified areas covered by the amended FCRA.49

Section 624 of the FCRA (“Relation to State Laws”) now provides that no State
laws may be imposed in the areas of (i) prescreening (including the definition of the
term “firm offer of credit or insurance” and the disclosures which must be made in
connection with prescreened offers), (ii) the time within which a consumer reporting
agency must complete its investigation of disputed information, (iii) the adverse ac-
tion notice requirements of Section 615, (iv) the obsolescence limitations and other
provisions of Section 605, (v) furnisher obligations under Section 623, (vi) the con-
sumer summary of rights required by Section 609(c) to be provided by consumer-
reporting agencies to consumers who obtain disclosure of their files, and (vii) infor-
mation sharing by affiliates.50 The specific preemptions are qualified in a number
of respects, including specifying particular preexisting State enactments to which
the preemptions do not apply.?! The primary proviso with respect to the preempted
provisions, however, is that after January 1, 2004, States may enact laws that (i)
are specifically intended to supplement the FCRA, and (ii) give greater protection
to consumers than is provided under the FCRA.

Finally, other significant additions of the 1996 Amendments include authorizing
States to enforce the FCRA, and adding civil penalty authority for the Federal
Trade Commission.

FTC Interpretive Guidance and Enforcement

When it enacted the FCRA in 1970, Congress provided that the Commission
would be the principal agency to enforce the statute. To help foster understanding
and ensure compliance with the law, the Commission engaged in extensive business
education and guidance, including, in the first two decades, publishing over 350
staff opinion letters, a staff guidance handbook, and six formal Commission inter-
pretations.52 All of this material was then brought together in the Commission’s
1990 Commentary on the FCRA.53 The Commentary was well received and has

48 Because the new employer obligations imposed by the 1996 Amendments apply also to in-
vestigative consumer reports and Congress removed a prior exemption for use of investigative
reports in certain employment circumstances, employers may encounter difficulties when using
outside entities to assist by preparing reports based on interviews in investigations of alleged
workplace misconduct. Concerns arose because such investigations might be hampered by FCRA
obligations, such as the requirement that an employer obtain the authorization of an employee
before obtaining a consumer report, and the requirement that the employee be provided a copy
of the report before the employer can take adverse action. Several Congressional proposals to
amend the FCRA to meet the workplace investigation concerns have been introduced. In 2000,
the Commission commented (see htip://www.ftc.gov/os/2000/03/ltrpitofskysessions.htm) and
testified with respect to one such proposal (see http://www.ftc.gov/os/2000/05/fcratest
imony.htm). The Commission remains of the opinion that a legislative remedy of the type en-
dorsed by the Commission in 2000 is the most appropriate response to these concerns.

49 Thus, both before and after the 1996 preemptions, States were free to legislate in areas cov-
ered by the FCRA but not specifically preempted. See, e.g., Colo. Rev. Stat. § 12-14.3-104 (pro-
viding for free annual credit reports).

50 Section 624(b); 15 U.S.C. § 1681t(b).

51 Section 624(d); 15 U.S.C. §1681t(d). There is, moreover, a blanket “grandfathering” of State
laws relating to the obsolescence limits of Section 605. Section 624(b)(1)E); 15 U.S.C.
§1681t(b)(1)(E). An example is N.Y. Gen. Bus. L. § 380—j(f)(1)(ii)(paid judgments may not be re-
ported for more than 5 years).

52The interpretations were published at 16 CFR §600 and were withdrawn when the Com-
mission published the 1990 Commentary.

5355 Fed. Reg. 18804 (May 4, 1990). The 1990 Commentary was the culmination of a proposal
published in August 1988 and the Commission’s review of over 100 submissions it received in
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served as a valuable explanatory and enforcement guide to industry and other
affected parties. It also has assisted the staffs of the Commission and other regu-
latory agencies in interpreting the Act efficiently and consistently.

After the 1996 Amendments, the Commission intensified its long-standing pro-
gram of consumer and industry education.5¢ In view of the extension of enforcement
authority to the States, the Commission conducted a nationwide series of training
sessions on the FCRA for State officials. The Commission’s informal guidance ex-
panded to meet the interpretive needs prompted by the amendments. As one result
of that effort, the Commission staff published an additional 85 opinion letters. The
letters can be found on the Commission’s website, which also features easy access
to other useful FCRA information for both business and consumers.5> The Commis-
sion and its staff maintain active participation in many industry and consumer out-
reach efforts and respond daily to callers with FCRA questions.56

Current interpretive efforts at the Commission are focused on a revision to the
1990 Commentary.57 The passage of time generally, and the 1996 Amendments spe-
cifically, have rendered the 1990 Commentary partly obsolete. The new Commentary
will draw on the staff opinion letters that post-dated the 1990 effort, as well as
other Commission enforcement and interpretive experience.

Over the entire period of the FCRA, the Commission has engaged in extensive
consumer education.58 The Commission continues to regard consumer education as
particularly vital to the FCRA because the statute contains self-enforcing elements,
such as the right to dispute inaccurate or incomplete information.

The Commission has also brought a number of formal actions to enforce the
FCRA. These actions have included cases to ensure (1) compliance with the adverse
action notice requirements on the part of creditors5® and employers;6° (2) compli-
ance with privacy and accuracy requirements by the major nationwide credit bu-
reaus; %! (3) compliance by resellers of consumer reports (agencies that purchase

respo)nse to its request for public comments on that proposal. 53 Fed. Reg. 29696 (August 8,
1988).

54The Commission also drafted and published language for the three notices required by the
1996 Amendments to be distributed by credit bureaus: (1) a notice to consumer report users of
their FCRA responsibilities; (2) a notice to furnishers explaining their new obligations; and (3)
a notice to consumers, describing their FCRA rights, which must be included with any credit
report requested by the consumer. The Commission believes that Congress’ aim in requiring
these notices has been achieved—the notices seem to be effective in conveying to consumers and
businesses their rights and obligations under the Act.

55See, e.g., the Commission’s FCRA “home page,” htip://www.ftc.gov/os/statutes/
ferajump.htm, and plain-English consumer information, hétp://www.ftc.gov/bep/conline/
edcams /fera /index.html.

56 To achieve compliance, the Commission has also periodically worked with industry and self-
regulatory groups where appropriate.

57See Commission press release at http:/ /www.ftc.gov /opa/2003/01/fyi0302.htm, and “No-
tice of intent to request public comments” at http:/ /www.ftc.gov /0s /2003 01/ 16¢fr1frn.htm.

58 Over the past 7 years, 3.9 million of the five most popular FCRA brochures were distributed
by the Commission. The information is duplicated on the Commission’s web site, where the
same brochures have registered over 1.6 million visits during the past 5 years. FCRA brochures
such as “Building a Better Credit Record,” “How to Dispute Credit Report Errors,” and “Fair
Credit Reporting” have each been distributed in numbers exceeding 100,000 per year over the
past 5 years.

59 Hospital & Health Services Credit Union, 104 F.T.C. 589 (1984); Associated Dry Goods, 105
F.T.C. 310 (1985); Wright-Pait Credit Union, 106 F.T.C. 354 (1985); Federated Department
Stores, 106 F.T.C. 615 (1985); Winkleman Stores, Civ. No. C 85-2214 (N.D. Ohio 1985);
Strawbridge and Clothier, Civ. No. 85-6855 (E.D. Pa. 1985); Green Tree Acceptance, Civ. No.
CA 4 86 469 K (M.D. Tex. 1988); Quicken Loans Inc., D-9304 (April 8, 2003). See also, Aristar,
Civ. No. C-83-0719 (S. D. Fla. 1983); Allied Finance, Civ. No. CA3-85-1933F (N.D. Texas
1985); Norwest Financial, Civ. No. 87 06025R (C.D. Cal. 1987); City Finance, Civ. No. 1:90-cv—
246-MHS (N.D. Ga. 1990); Tower Loan of Mississippi, Civ. No. J90-0447 (J) (S.D. Miss. 1990);
Barclay American Corp., Civ. No. C-C-91-0014-MU (N.C. 1991); Academic International, Civ.
No. 91-CV-2738 (N.D. Ga. 1991); Bonlar, Civ. No. 97C 7274 (N.D. I1l. 1997); Capital City Mort-
gage, Civ. No. 1:98CV00237 (D.D.C. 1998).

60 Electronic Data Systems, 114 F.T.C. 524 (1991); Kobacker, 115 F.T.C. 13 (1992); Keystone
Carbon, 115 F.T.C. 22 (1992); McDonnell Douglas Corp., 115 F.T.C. 33 (1992); Macy’s, 115
F.T.C. 43 (1992); Marshall-Field, 116 F.T.C. 777 (1993); Bruno’s, Inc., 124 F.T.C. 126 (1997);
Aldi’s, 124 F.T.C. 1354 (1997); Altmeyer Home Stores, Inc., 125 F.T.C. 1295 (1998).

61 TransUnion Corp., 102 F.T.C. 1109 (1983); FTC v. TRW Inc., 784 F. Supp. 362 (N.D. Tex.
1991); TransUnion Corp. 116 F.T.C. 1357 (1993)(consent settlement of prescreening issues only
in 1992 target marketing complaint; see also TransUnion Corp. v. FTC, 81 F.3d 228 (D.C. Cir.
1996) ); Equifax Credit Information Services, Inc., 130 F.T.C. 577 (1995). Each of these “omni-
bus” orders differed in detail, but generally covered a variety of FCRA issues including accuracy,
disclosure, permissible purposes, and prescreening.
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consumer reports from the major bureaus and resell them);62 as well as cases ad-
dressing a number of other FCRA issues.63

The Commission’s enforcement efforts since 1996 have focused on the new
requirements added by the amendments. For example, the amendments added a re-
quirement that the nationwide credit bureaus have “personnel accessible” at toll-
free numbers printed on a consumer’s credit report.4 The Commission settled cases
against the three major repositories charging that they failed to have adequate per-
sonnel available to answer FCRA-mandated toll-free telephone numbers. The orders
required the repositories to (1) maintain adequate personnel; (2) establish auditing
requirements to ensure future compliance, and (3) pay a total $2.5 million in civil
penalties.®5 The Commission also has settled cases against furnishers of information
to consumer reporting agencies alleging that they reported inaccurate dates for
when consumers’ delinquencies had begun, with the result that adverse information
remained on the consumers’ reports past the 7-year limit provided by the FCRA.66

Recently, the Commission settled an action against an Internet mortgage lender
that failed to give adverse action notices to consumers who did not qualify for online
preapproval because of information in their credit reports.6?

The Commission staff recently conducted an investigation of fifteen landlords in
five cities across the United States. The staff found a high level of compliance with
the adverse action requirements of the FCRA.68 To a significant degree, landlords
do notify applicants when they turn them down for rentals based on information
from a consumer report. The Commission will continue this type of compliance re-
view in other industries, and bring law enforcement actions as appropriate. The
Commission will continue to use this combination of education initiatives and vig-
orous enforcement to foster compliance with the FCRA.

Current Issues: The FCRA and the Expanded Use of Consumer Reports

Based on the Commission’s experience interpreting and enforcing the FCRA, we
see several ongoing developments in the consumer reporting marketplace that may
have significant impact on consumers. First, more types of businesses are using
credit reports to make decisions in consumer transactions. For example, telephone
service providers routinely use consumer reports to make decisions on whether to
provide service and what deposit requirements (if any) to impose. Insurance compa-
nies have long considered consumer reports when underwriting homeowners and
auto insurance policies. While insurers once looked primarily at consumers’ claims
history to determine risk of loss, it appears that they are increasingly using infor-
mation from consumers’ credit histories to make underwriting decisions.69

62See I.R.S.C., 116 F.T.C. 266 (1993); CDB Infotek, 116 F.T.C. 280 (1993); Inter-Fact, Inc., 116
F.T.C. 294 (1993); W.D.I.A., 117 F.T.C. (1994)(consents against resellers settling allega-
tions of failure to adequately ensure that users had permissible purposes to obtain the reports).
See also First American Real Estate Solutions, LLC, C-3849, January 27, 1999, 1999 FTC
LEXIS 137 (consent with a reseller concerning the dispute obligations of consumer reporting
agencies).

63 Howard Enterprises 93 F.T.C. 909 (1979)(bad check lists); Equifax, Inc. (formerly Retail
Credit Company), 96 F.T.C. 844 (1980)(investigative consumer reports);. MIB, Inc., d/b/a Medical
Information Bureau, 101 F.T.C. 415 (1983)(prohibits a nonprofit medical reportlng agency from
conditioning the release of information to a consumer on his/her execution of a waiver of claims
against the firm; requiring timely reinvestigations of disputed information; contact, when pos-
sible, the source(s) of disputed information or other persons identified by the consumer who may
possess information relevant to the challenged data and modify its files accordingly).

64 Section 609(c)(1) of the FCRA, 15 U.S.C. § 1681g(c)(1), requires a consumer reporting agency
that compiles and maintains files on consumers on a nationwide basis to establish a toll-free
telephone number, at which personnel are accessible to consumers during normal business
hours. This telephone number must be provided with each written disclosure of information in
the consumer’s file, by the consumer reporting agency to the consumer.

65 Equifax, No. 1:00-CV-0087 (N.D. Ga. 2000); Experian, No. 3-00CV0056-L (N.D. Tex. 2000);
TransUnion, 00C 0235 (N.D. I11. 2000).

66 DC Credit Services, Inc., No. 02-5115 (C.D. Cal. 2002)(furnishing information to a consumer
reporting agency knowing or consciously avoiding knowing that the information is inaccurate,
failure to notify consumer reporting agencies when previously reported information is found to
be inaccurate and to provide corrections, failure to provide accurate delinquency dates, failure
to report accounts as “disputed” to consumer reporting agencies; $300,000 civil penalty); Per-
formance Capital Management, Inc., 2:01cv1047 (C.D. Cal. 2000)(providing inaccurate delin-
quency dates, failure to properly investigate disputes, failure to report accounts as “disputed”
to consumer reporting agencies; $2 million civil penalty).

67 Quicken Loans Inc., Docket No. D-9304 (April 8, 2003); see also http:/ /www.ftc.gov/opa/
2002/ 12/ quicken.htm.

68 The Commission’s January 15, 2002 press release on the investigation and resulting busi-
ness education brochure can be found at http:/ /www.fte.gov /opa /200201 | feraguide.him.

69 See, e.g., Sabrina Jones and Sandra Fleishman, “One Claim Too Many? Insurance’s New
Policy: Use It and Lose It,” The Washington Post, November 10, 2002, at HO1; Dan Oldenburg,
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Second, we are seeing new types of consumer credit providers and products in the
marketplace. For example, the growing use of prescreened offers for marketing cred-
it cards has led to the development of credit card banks that rely almost entirely
on prescreened offers to market their cards.’® Prescreening, in combination with
other direct marketing and advertising, has led to the widespread availability of
credit cards with no annual fee and other attractive benefits, and has enhanced
competition.”! Of course, some consumers may object to what may seem like a flood
of prescreened offers in their mail boxes, or have concerns about the increased risk
of identity theft that may occur in the same context. The 1996 Amendments to the
FCRA allow these consumers to opt out of future offers.

Third, businesses increasingly are using consumer report data to undertake risk-
based pricing of products or services.’?2 In many areas, the decisionmaking of credi-
tors and other businesses has moved away from a simple approval or denial model,
and toward using consumer report data in a more finely calibrated evaluation of
what terms to offer.”3 Consumers whose credit histories warrant more favorable
treatment benefit from access to products and terms that are more tailored by risk
evaluations based on their actual performance. Consumers with poorer credit his-
tories who in the past might have been turned down, may now qualify for credit,
but on less favorable terms commensurate with the risk. Consumers benefit from
a more efficient and competitive consumer credit market.?4

Credit report scoring products are used in a variety of other contexts, including
on-going monitoring and servicing of consumer accounts that can result in adjust-
ments 1n terms, such as credit limits and finance changes. Rapid access to credit
scores also permits retailers and others to offer “instant credit” to consumers.

Overall, developments in the consumer credit marketplace have increased con-
sumer choice and provided financial benefits to consumers.”’> The Commission be-
lieves that the growth of the consumer credit market has also increased public
awareness and interest in credit reports and credit scores, and that the FCRA made
this information more timely, accurate, and accessible. The consumer reporting sys-
tem, and the obligations and protections of the FCRA, make it possible for creditors
and other businesses to have access to timely, accurate consumer data.

Any reference to the consumer reporting system should also recognize the increas-
ing problem of identity theft. The range, accuracy, and timeliness of information in
consumer reporting databases make them unique resources. They are therefore si-
multaneously a target for identity thieves and a valuable resource for combating
identity theft. Identity theft threatens the fair and efficient functioning of consumer
credit markets by undermining the accuracy and credibility of the information flow
that supports the markets.

As T detailed recently before the House Financial Services Committee, the Com-
mission is working actively to combat identity theft in a number of areas.”® As
awareness of the FTC’s role in identity theft has grown, businesses and organiza-
tions who have suffered compromises of personal information have begun to contact

“Car Insurers Take Credit Into Account,” The Washington Post, October 15, 2002, at C10; Albert
Crenshaw, “Bad Credit, Big Premiums; Insurers Using Bill-Payment History to Help Set Rates,”
The Washington Post, June 18, 2002, at E01.

70 See Fred H. Cate, Robert E. Litan, Michael Staten, and Peter Wallison, “Financial Privacy,
Consumer Prosperity, and the Public Good: Maintaining the Balance,” AEI-Brookings Joint Cen-
ter for Regulatory Studies, March 2003, at 11.

71See “An Overview of Consumer Data and Credit Reporting,” Federal Reserve Bulletin, Feb-
ruary 2003, at 72-73. See also Note 8 supra, and text accompanying.

72]d. See also Fred H. Cate, Robert E. Litan, Michael Staten, and Peter Wallison, “Financial
Privacy, Consumer Prosperity, and the Public Good: Maintaining the Balance,” AEI-Brookings
Joint Center for Regulatory Studies, March 2003, at 12.

73 See, e.g., “An Overview of Consumer Data and Credit Reporting,” Federal Reserve Bulletin,
February 2003, at 70 (“[consumer report] data and the credit-scoring models derived from them
have substantially improved the overall quality of credit decisions and have reduced the costs
of such decisionmaking”), citing Gates, Perry and Zorn, “Automated Underwriting in Mortgage
Lending: Good News for the Underserved?” Housing Policy Debate, vol. 13, issue 2, 2002, pp.
369-91; and Barron and Staten, “The Value of Comprehensive Credit Reports: Lessons from the
U.S. Experience,” Credit Research Center, Georgetown University, 2002.

74 Some commentators suggest that using credit score cards built with data supplied by credit
bureaus results in delinquency rates 20-30 percent lower than lending decisions based solely
on judgmental evaluation of applications for credit. See Peter McCorkell, “The Impact of Credit
Scoring and Automated Underwriting on Credit Availability,” in Thomas A. Durkin and Michael
E. Staten, eds., The Impact of Public Policy on Consumer Credit (2002).

75 See, e.g., “An Overview of Consumer Data and Credit Reporting,” Federal Reserve Bulletin,
February 2003, at 70; Fred H. Cate, Robert E. Litan, Michael Staten, and Peter Wallison, “Fi-
nancial Privacy, Consumer Prosperity, and the Public Good: Maintaining the Balance,” AEI-
Brookings Joint Center for Regulatory Studies, March 2003, passim.

76 See http:/ | financialservices.house.gov | media / pdf/040303hb.pdyf.
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the FTC for assistance. For example, in the cases of TriWest 77 and Ford/Experian,78
in which massive numbers of individuals’ personal information was taken, the Com-
mission provided advice on notifying those individuals and what steps they should
take to protect themselves. From these experiences, the FTC developed a business
record theft response kit that will be posted shortly on the identity theft website.
The kit includes the steps to take in responding to an information compromise and
a form letter for notifying the individuals whose information was taken. The kit pro-
vides advice on the type of law enforcement agency to contact, depending on the
type of compromise, business contact information for the three major credit report-
ing agencies, suggestions for setting up an internal communication protocol, infor-
mation about contacting the FTC for assistance, and a detailed explanation of what
information individuals need to know. Organizations are encouraged to print and in-
clude copies of Identity Theft: When Bad Things Happen to Your Good Name with
the letter to individuals.

Conclusion

In 1970, Congress recognized that “consumer reporting agencies have assumed a
vital role in assembling and evaluating consumer credit and other information on
consumers.” 79 While Congress in 1970 may not have envisioned the specific ways
in which consumer report information would facilitate the development of products
and services that ultimately benefit the American consumer, the 33 years since pas-
sane A?f the Act have fully demonstrated the wisdom of Congress in enacting the
FCRA.

The FCRA helps make possible the vitality of modern consumer credit markets.
The consumer reporting industry, furnishers, and users can all rely on the uniform
framework of the FCRA in what has become a complex, nationwide business of mak-
ing consumer credit available to a diverse, mobile American public.

The 1970 Act, along with the 1996 Amendments, provide a carefully balanced
framework, making possible the benefits that result from the free, fair, and accurate
flow of consumer data. All of these benefits depend on the consumer reporting sys-
tem functioning as intended. That is why the Federal Trade Commission continues
to emphasize the importance of educating consumers and businesses, and of enforc-
ing the law to ensure compliance by all who have a role in making the system work.

77 Adam Clymer, Officials Say Troops Risk Identity Theft After Burglary, The New York Times,
Jan. 12, 2003, § 1 (Late Edition), at 12.

78 Kathy M. Kristof and John J. Goldman, 3 Charged in Identity Theft Case, The Los Angeles
Times, Nov. 6, 2002, Main News, Part 1 (Home Edition), at 1.

79 Section 602(a)(3) of the FCRA.
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR CRAPO
FROM J. HOWARD BEALES, III

Q.1. Can you please describe whether prescreening increases con-
sumers choice and lowers the cost of credit in traditionally under-
served markets, such as rural areas that may have only one or two
banks with a physical presence?

A.1. Although I am aware of no hard data with respect specifically
to benefits of prescreening for rural areas, there is evidence that
greater competition in consumer credit (which includes the com-
petitive benefits attributable to prescreening) has benefitted other
underserved markets. For example, the percentage of minority fam-
ilies with bank-type credit cards has more than doubled over the
past 20 years, growing from 26 percent in 1983 to more than 54
percent in 2001.1 Certainly, given the overall increases in avail-
ability of consumer credit and competitiveness in the market, it
stands to reason that consumers who have more limited access to
competing credit sources, whether it be in rural areas or even thin-
ly served urban and suburban areas, would benefit from
prescreened offers and other marketing innovations (such as Inter-
net applications) that reduce the importance of convenient physical
access in establishing a credit relationship.

Q.2. How fair is the current system of consumer credit reporting?
Is there evidence to suggest that any demographic segments have
been subject to exclusion, predation, excessive costs, or other indi-
cators of bias as a result of the pervasive use of credit scores and
automated underwriting by consumer credit lenders?

A.2, In the burgeoning of consumer credit during the mid-20th cen-
tury, there was persistent evidence that judgmental credit sys-
tems—that is, processes that depended upon individuals reviewing
and deciding consumer applications for credit—resulted in discrimi-
nation against protected classes.2 Credit scoring and automated
underwriting work in significant ways to minimize the bias—inten-
tional or incidental—that can be introduced into credit decisions in
a judgmental system, because credit scoring models and automated
underwriting systems are based on actual performance data, not
assumptions about potential risk.3 There are significant market in-
centives to create risk models that are the most predictive possible
using available performance and other data. Because these data
are objective and neutral, we believe that the current scoring sys-
tems treat consumers more fairly. The significant expansion in
credit availability to minorities that has been associated with the
growth of credit scoring suggest scoring indeed has reduced bias.

Q.3. Is there evidence that explains the major sources and causes
of identity theft? Does this evidence point to the consumer credit
information system? Do you have any data suggesting that
prescreening is a major factor of identity theft: What about the

1See statement by Michael A. Turner before the House Committee on Financial Services, Sub-
committee on Financial Institutions and Consumer Credit, May 8, 2003, http://financial
services.house.gov | media [ pdf/050803m¢t.pdf, at 4.

2 See, e.g., U.S. General Accounting Office Report, “Fair Lending” (August 1996); United States
v. Shawmut Mortgage Company, Civ. No. 3:93CV-2453 AVC (D. Ct. 1993).

3Development of scoring models has shown, for example, that criteria often relied upon in
judgmental systems—the most frequently cited example is income—are not, in fact, predictive
of future repayment risk.
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point that FCRA and the smooth flow of information-sharing it pro-
vides, helps financial institutions prevent and combat identity
theft?

A.3. From information provided by law enforcement, victim com-
plaints, and news reports, we know a great deal about how identity
theft happens and we can stay current with evolving methods.
What we do not have is a statistical breakout showing which meth-
ods contribute the most to identity theft. Because consumers’ infor-
mation is accessible in a wide variety of situations, identity thieves
can usually obtain it in a way that makes it difficult for victims
to make a direct causal link. Thus, we have found that most vic-
tims do not know how their information was obtained. Law enforce-
ment agencies, as the investigators of the crimes, are often in a
better position to know how the information was stolen in par-
ticular instances.

The consumer credit information system has undoubtedly been
used as a source of information for identity theft; the Ford/
Experian case appears be the prime example.4 But, consumers’ per-
sonal information is also used in universities, the health care
system, all employment situations, and in a wide variety of Govern-
ment programs from the Federal to the local level, and any survey
of news articles in the last year can bring up examples of theft in
all of these situations. As a result, the FTC places a premium on
the importance of information security so that organizations that
hold consumer information take appropriate steps to prevent this
information from falling into the wrong hands.?

To the extent that information does get into the wrong hands,
the next opportunity to thwart identity thieves is at the point of
commission of the fraud. Good authentication of credit applicants
by credit issuers is the key. To that end, it is important that credit
issuers know more about the real consumer than the identity thief.
Information sharing is the means of providing credit issuers with
this knowledge. However, this use of information only underscores
again the importance of information security, to prevent identity
thieves from accessing this same information in order to perfect
their false identities.

We have little evidence as to any links between prescreening and
identity theft. To the extent that hard data exist, they suggest
identity theft growing out of prescreened offers is somewhat lower
than identity theft associated with conventionally opened ac-
counts.®

Q.4. In explaining the reasoning behind the broad preemptive lan-
guage ultimately reflected in the 1996 Amendments to the FCRA,
the Senate report on the matter states that “[t]his section recog-
nizes the fact that credit reporting and credit granting are, in
many respects, national in scope, and that a single set of Federal

4Kathy M. Kristof and John J. Goldman, 3 Charged in Identity Theft Case, The Los Angeles
Times, Nov. 6, 2002, Main News, Part 1 (Home Edition), at 1.

5For example, last month the Commission’s settled charges with Guess?, Inc., and Guess.com,
Inc. that the companies exposed consumers’ personal information, including credit card num-
bers, to commonly known attacks by hackers, contrary to the companies’ promises. See http:/
[www.ftc.gov/os /2003 /06 | guessagree.htm.

6See, e.g., statement by Michael A. Turner before the House Committee on Financial Services,
Subcommittee on Financial Institutions and Consumer Credit, May 8, 2003, hitp://financial
services.house.gov / media /pdf/050803m¢t.pdf, at 9-10.
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rules promotes operational efficiency for industry, and competitive
prices for consumers.” Please identify and address any develop-
ments since 1996 rendering the statement by the Senate less rel-
evant.

A.4. T am not aware of any developments that would make these
considerations less relevant today. Indeed, as the consumer credit
system has become more national in scope, and given the continued
mobility of the American consumer, these observations have con-
tinuing validity.

RESPONSE TO WRITTEN QUESTIONS OF SENATOR SARBANES
FROM J. HOWARD BEALES, III

Q.1. What are the typical consumer complaints regarding FCRA
issues that the FTC receives on an everyday basis? What are the
issues that arise most frequently?

A.1. The FTC receives complaints directly from consumers through
our toll-free hotline (877-FTC-HELP), our online complaint form
(www.ftc.gov), or by mail sent directly to the Commission. The fol-
lowing statistics regarding FCRA complaints are drawn from the
Federal Trade Commission’s Consumer Information System (CIS)
database, an aggregation of consumer complaints received by the
Commission. FTC contractors enter the complaint data into the
CIS, and provide the callers with information and educational ma-
terial that will help them to resolve their complaint. Commission
lawyers and investigators use the complaint database to identify
trends and targets for law enforcement action.

The statistics are derived solely from self-reported complaints,
and have not been verified. All complaints are coded according to
the information provided by the consumer, under the appropriate
categories. FTC data analysts sort the data according to product/
service codes, which are generic categories for the complaints. The
searches can be further defined by the statute or rule that is al-
leged to have been violated, for example the Fair Credit Reporting
Act (FCRA). Finally, the complaint can be further coded for the
specific law violation, such as the failure to reinvestigate disputed
information under the FCRA. Not all complaints are coded in all
categories. For example, a complaint may be coded with a rule or
statute, but not have a product/service code associated with it.
Thus, complaints designated generally as FCRA complaints may
include complaints about credit reporting agencies, credit report
users, and information furnishers. The precision of the coding de-
pends on the information provided by the consumer and the ability
of the phone counselor or the consumer to enter that information
precisely.

In calendar year 2002, the total number of complaints reported
directly to the FTC and entered into the CIS was 376,301. Of those,
23,740 related to the FCRA (coded according to statute at issue in
the complaint). The five top categories of complaints, among those
coded as involving the FCRA, were “Provides Inaccurate Informa-
tion” (13,188 complaints); “Fails to Reinvestigate Disputed Infor-
mation” (3,030 complaints); “Knowingly Supplies Inaccurate Infor-
mation to Credit Bureau” (2,486 complaints); “Provides Inadequate
Phone Help” (1,614 complaints); and “Discloses Incomplete/Im-
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proper Credit File to Consumer” (1,414 complaints). The complete
report of FCRA complaints for 2002 is attached as Appendix A.

In assessing the number and type of consumer complaints, it is
also important to keep in mind several additional factors. First,
there is no “typical” consumer complaint. There is a wide range of
issues about which consumers contact the FTC. That said, the data
consistently reflect accuracy and accuracy-related issues as a lead-
ing area of complaint about credit bureaus.

Not all complaints necessarily establish an FCRA violation. For
example, some consumers, in an effort to “repair” their credit, file
with credit bureaus multiple, repeated disputes of accurate infor-
mation, and will sometimes complain to the Commission that the
bureaus are rejecting their disputes. In fact, the bureaus are au-
thorized under the FCRA to reject such “frivolous” disputes, and
Commission staff likewise does not consider these complaints to re-
flect FCRA violations. Other consumers file complaints because
they have a mistaken belief that once a delinquency is brought up
to date (a lien satisfied, collection account paid, etc.) the preceding
record of past payment history is no longer reported; when they see
it on their report, they dispute it as “inaccurate.” In this cir-
cumstance, however, the FCRA requires that the consumer report
be “complete”—that is, up to date, showing current status cor-
rectly—but does not require the deletion of the preceding payment
history.

Although the Commission generally cannot make an independent
judgment about whether each complaint (asserting inaccuracies, for
example) is valid, we are concerned that complaints about accuracy
continue to figure prominently. Accordingly, as discussed in the
Commission’s testimony, the Commission’s FCRA enforcement ef-
forts have included a number of actions related to accuracy issues.”

Q.2. Are there any marketing abuses that fall within the subject
matter of the FCRA that have been brought to your attention?
Please include specific descriptions of any such abuses.

A.2. T am currently aware of relatively few abuses associated with
impermissible use of consumer reports for marketing. In the 1990’s,
the Commission undertook enforcement efforts against major con-
sumer reporting agencies to prohibit the use of consumer reports

78See TransUnion Corp., 102 FTC 1109 (1983); FTC v. TRW Inc., 784 F. Supp. 362 (N.D. Tex.
1991); Equifax Credit Information Services, Inc., 130 FTC 577 (1995). Each of these “omnibus”
orders differed in detail, but generally covered a variety of FCRA issues including accuracy, dis-
closure, permissible purposes, and prescreening.

Within the last 5 years, we have brought cases concerning the failure of CRA’s to investigate
consumer complaints, see First American Real Estate Solutions, LLC, C-3849 (January 27,
1999); the failure of lenders to provide adverse action notices, see Quicken Loans Inc., D-9304
(April 8, 2003) and U.S. v. Unicor Funding, Inc., Civ. No. 99-1228 (C.D. Cal. 1999); and the
failure of furnishers to report accurate information to CRA’s, see U.S. v. DC Credit Services, Inc.,
Civ. No. 02-5115 (C.D. Cal. 2002) and U.S. v. Performance Capital Management, Inc., No. 01—
1047 (C.D. Cal. 2001). We also have sued the three major national credit bureaus for failing
to answer their toll-free telephones to take consumer disputes, see U.S. v. Equifax, No. 1:00—
CV-0087 (N.D. Ga. 2000); U.S. v. Experian, No. 3—-O0CV0056-L (N.D. Tex. 2000); U.S. v.
TransUnion, OOC 0235 (N.D. 111. 2000), and just recently, the Commission settled allegations
that Equifax violated the consent decree the Commission obtained in 2000, see Commission
press release of July 30, 2003, available at www.ftc.gov/opa/2003/07 | equifax.htm. All of these
cases are directed at credit report accuracy: the adverse action notice and the consumer dispute
right are key mechanisms enhancing credit report accuracy, and furnishers’ obligations to report
accurate data to CRA’s also serve to make credit reports more accurate.
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for target marketing.® More recently, in FTC v. Citigroup Inc., et
al., 1:01-CV-00606—JTC (N.D. Ga. Mar. 6, 2001), the Commission
alleged that a mortgage lender used consumer reports imper-
missibly to target market new or different types of loans. We are
also aware of complaints about some companies selling credit re-
ports or credit monitoring services. These complaints allege inad-
equate disclosure of the consumer’s negative-option right to cancel
the service.

Q.3. Many consumers complain about invasion of their privacy
caused by unsolicited calls from telemarketers. Clearly, consumers
have not gotten the message about the ways in which to terminate
such unwanted solicitations. What does a consumer need to do to
prevent such solicitations? How can that information be conveyed
more effectively to consumers? Please include specific recommenda-
tions as to how this information could best be conveyed.

A.3. The Commission has amended the Telemarketing Sales Rule
to give consumers a choice about whether they want to receive
most telemarketing calls.? Consumers can now put their telephone
numbers on a national “Do Not Call” registry. Consumers can reg-
ister for free either online or by telephone. Telemarketers must ac-
cess the national registry beginning September 11, and beginning
October 1, it will be illegal for most telemarketers to call a number
listed on the registry.

Since the National “Do Not Call” registry opened on June 27 it
has been immensely popular; nearly thirty million consumers have
already signed on. The Commission is presently engaged in a vig-
orous consumer education effort to further publicize the availability
of the registry.1© More generally, the Commission has undertaken
comprehensive consumer education efforts in the privacy arena.ll

The FCRA is relevant to telemarketing only to the degree that
telemarketers obtain consumer names and telephone numbers from
consumer reporting agencies for prescreened offers of credit or in-
surance.l2 When telemarketing lists are derived from FCRA-ap-
proved prescreening, telephone solicitors are not required to give
consumers notification of their right to opt out of future pre-
screened solicitations because Congress limited the FCRA require-
ment that consumers be notified of their opt out right to written
prescreen offers.13

8FTC v. TRW, Inc., No. 3-31-CV266-H (N.D. Tex. Jan. 14, 1993); TransUnion Corp. v. FTC,
81 F.3d 228, 234 (D.C. Cir. 1996). See also, TransUnion Corp. v. FTC, 245 F.3d 809, reh. denied
267 F.3d 1138 (D.C. Cir. 2001), cert. denied, 122 S. Ct. 2386 (June 10, 2002).

9 Concurrent with the Federal Trade Commission rule, the Federal Communications Commis-
sion issued its own rule that requires banks, common carriers, and others to comply with DNC
requirements, including using the FTC’s national registry. See http://hraunfoss.fcc.gov/
edocs__public/attachmatch /| DOC-235841A1.doc.

10 See, e.g., http:/ /www.ftc.gov / bep [ conline | edcams [ donotcall [ index. html.

11 See, e.g., hitp:/ /www.ftc.gov | bep [ conline | pubs [ credit | privchoices. htm#yourright.

12The vast majority of prescreened solicitations are by mail.

13 Section 615(d)(1) of the FCRA requires that written solicitations include a “clear and con-
spicuous” statement of certain information, including that the consumer’s credit report was used
in the prescreen, various limitations on the offer, and disclosure of the consumer’s right to opt
out of future prescreen solicitations. 15 U.S.C. §1681m(d)(1). The Commission engaged in an
enforcement action to assure that consumers are given disclosure of their opt out rights. In
Unicor Funding, Inc. (October 1999), the Commission obtained a $100,000 civil penalty from
Unicor for failing to provide required notices to consumers receiving “prescreened” offers
[§615(d)], and failing to provide adverse action notices [§ 615(a)l. I am also aware of complaints
that raise a question whether disclosure notices are sufficiently “clear and conspicuous.” The

Continued
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Whether they have received the written opt out disclosure or not,
consumers can opt out of receiving prescreened offers by calling 1—
888-567-8688. Once a consumer has opted out, his or her name
cannot be supplied in a prescreened list for future offers, whether
those offers are made in writing or by telephone.

Q4. If a consumer elects to opt out of such unwanted solicitations
by contacting the credit reporting agencies by telephone, why is
that opt out effective for only 2 years, whereas it is effective perma-
nently, unless revoked, if done in writing?

A.4. Congress created this distinction in the 1996 Amendments to
the FCRA. For consumers who exercise their opt out rights under
the FCRA, the 1996 Amendments provide that an opt out conveyed
through the telephone notification system required by Section
604(e)(5) should be effective for a 2-year period after notification.14
The 1996 Amendments further provided that, for a consumer who
submits a signed notice of election to opt out in a form issued by
the consumer reporting agency under Section 604(e)(2), the exclu-
sion from prescreened lists shall be effective until revoked by the
consumer.15

Q.5. Free credit reports are made available to consumers in several
States, including Colorado, Georgia, Maryland, Massachusetts,
New Jersey, and Vermont. What have been the results of this pro-
vision with respect to the availability of credit in these States? Has
the provision of free credit reports had an adverse impact on the
credit system in these States?

A.5. The FTC’s information to date on the comparative number of
reports supplied to consumers is inconsistent. Some information in-
dicates a mere marginal increase; other information indicates that
the number of reports supplied to consumers nearly doubles. I am
unaware of any data that demonstrate any impact from free avail-
ability either on the availability of credit or on the credit systems
of these States.

Q.6. Very few consumers understand the prescreening process.
Should the FTC establish standards within the FCRA that clearly
delineate the prescreening process?

A.6. The FCRA itself delineates the prescreening process in some
detail. 16 The Commission lacks rulemaking authority under the

Commission has therefore endorsed Administration recommendations that the Commission and
bank regulators be authorized to clarify and strengthen the opt out notice requirements.

14 Section 604(e)(4)(B)(1); 15 U.S.C. § 1681b(e)(4)(B)().

15 Section 604(e)(4)(B)(ii); 15 U.S.C. § 1681b(e)(4)(B)(ii).

16 Sections 603(1), 604(c), 604(e), and 615(d) of the FCRA codify procedures that must be fol-
lowed by creditors and insurers when using (and by CRA’s when providing) consumer reports
to make unsolicited offers of credit or insurance to consumers, a process known as “pre-
screening.” Section 604(c) provides a limited permissible purpose for consumer reporting agen-
cies to furnish consumer report information for prescreening. Section 603(/) defines a “firm offer
of credit or insurance” as an offer that will be honored if a consumer meets the consumer report
criteria used to create the list of consumers to receive the offer. Section 603(/)(1) permits a busi-
ness to use information in a consumer’s application (such as the consumer’s income) to deter-
mine whether a consumer meets specific application criteria bearing on credit worthiness or in-
surability so long as the criteria were established before the prescreened list was created. Sec-
tion 603(/)(2) permits businesses to verify that a consumer continues to meet the credit worthi-
ness or insurability criteria that were used in the prescreening to select the consumer to receive
the solicitation, and permits businesses to also verify the application information provided by
the consumer and used in any Section 603(/)(1) postscreening. Finally, Section 603(/)(3) permits
credit grantors and insurers to require that consumers furnish collateral so long as any required



65

FCRA, and thus cannot establish standards delineating the
prescreening process.

Q.7. What additional statutory or regulatory authority does the
FTC need to effectively implement the FCRA?

A.7. The Commission’s testimony on Thursday, July 10, set forth
specific recommendations for additional FTC authority.

RESPONSE TO WRITTEN QUESTIONS OF SENATOR BENNETT
FROM J. HOWARD BEALES, III

Q.1. Is credit prescreening simply a tool that makes it easier to
market loan products to consumers? Some say that it serves other
goals such as helping lenders reduce risk, increasing the avail-
ability of consumer credit, or fostering competition among lenders.
Please comment.

A.1. I believe that prescreening, in combination with other direct
marketing and advertising, has enhanced competition and led to
the widespread availability of credit cards with no annual fee and
other attractive benefits.1” For example, the use of prescreened of-
fers for marketing credit cards has led to the development of credit
card banks that rely almost entirely on prescreened offers to mar-
ket their cards.1® There is also some evidence that prescreened of-
fers help lenders manage risk, and do not contribute to identity
theft—indeed, may even help prevent identity theft to some de-
gree,19

Q.2. Expiration of the FCRA’s prescreening preemption language
would allow States to prohibit prescreening, or require consumer
reporting agencies or lenders to obtain the prior consent of the cus-
tomer before their credit file could be accessed for prescreening.
How would such requirements impact consumers?

A.2. As explained above, prescreening benefits consumers by en-
hancing competition. State restrictions on prescreening would
interfere with these benefits.

Q.3. Is there a linkage between prescreening and identity theft?
Some say that prescreening increases consumers’ exposure by mak-
ing it easier for lenders to flood consumers with preapproved appli-
cations that can be stolen and submitted by identity thieves. Lend-
ers say that prescreening reduces opportunities for identity theft,
because it allows them to make smaller numbers of targeted offers
rather than mail volumes of applications. They also claim that be-
cause preapproved offers are preprinted with the consumer’s ad-
dress and other information, it becomes easier to foil identity
thieves when would-be identity thieves change the preprinted infor-

collateral is established before the prescreening is conducted and is disclosed to the consumer
in the solicitation that results from the prescreening.

Section 604(e) sets forth consumers’ rights to opt out of prescreening, and CRAs’ duties to
honor such opt outs. Section 615(d) sets forth duties of credit grantors and insurers when mak-
ing prescreened offers.

17 See also statement by Michael A. Turner before the House Committee on Financial Services,
Subcommittee on Financial Institutions and Consumer Credit, May 8, 2003, http://financial
services.house.gov | media | pdf | 050803m¢.pdf, at 7-9.

18 See hitp:/ /www.senate.gov /| ~banking/ files/beales1.pdf at notes 70-71 and accompanying

text.
19]1d. at 9-10.
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mation before submitting the application, changes that alert the
lender to suspicious activity. What is the FTC’s experience?

A.3. There is scant evidence of a linkage, one way or the other. To
the extent that hard data exist, they suggest that identity theft
growing out of prescreened offers is somewhat lower than identity
theft associated with conventionally opened accounts.20

Q.4. What has the Commission’s experience been with regard to
consumer complaints about prescreening? Describe the volume and
subject matter of these complaints.

A.4. The FTC’s consumer complaint database and the limitations
of the information it provides is described above in response to Sen-
ator Sarbanes. With respect to this inquiry, out of the 376,301 com-
plaints received directly by the FTC in 2002, 39 concerned
prescreening. Twenty-two of these stated that the prescreening bu-
reau failed to honor the consumer’s request for removal from their
list. Ten complaints concerned the failure of a prescreening service
to provide notice of the opt out procedure. Four complaints con-
cerned a prescreening service that failed to make a firm offer of
credit, and three complaints alleged a false representation that an
offer was preapproved.

Q.5. Have State officials used their authority under the FCRA to
enforce the FCRA’s prescreening provisions? What is the volume
and nature of consumer complaints about credit prescreening that
state officials have handled?

A.5. Section 621(c)(2) of the FCRA requires States to serve prior
written notice upon the Commission of intended State actions to
enforce the FCRA. The Commission has received only one such no-
tification from any State, and the case did not involve pre-
screening.21 We know of no other case where a State has exercised
its enforcement authority under the FCRA. Similarly, we have no
information concerning consumer complaints at the State level, if
any, about prescreening.

Q.6. Does the FTC believe that changes are needed in the FCRA’s
prescreening rules? Would consumers be affected differently if
changes identified by the FTC or others are made by Congress,
rather than by state or local officials?

A.6. The Commission addressed these issues directly in its testi-
mony on July 10. The Commission recommended that the preemp-
tion of State action on prescreening be made permanent and that
the Commission and bank regulators be granted rulemaking au-
thority to address the prominence and understandability of disclo-
sures to consumers of their right to opt out of prescreen offers. The
Commission has not taken any position with respect to changes or
amendments to the prescreening provisions of the FCRA. Any
needed revisions to this or other sections of the FCRA that are sub-
ject to preemption should be made by Congress and should apply
uniformly.

20]d.

21The Attorney General’s Office of the State of Minnesota charged US Bank with false adver-
tising, deception, and other violations of Minnesota law, as well as FCRA counts. See Haich v.
US Bank Nat’'l Ass’n, No. 99-872 (D. Minn. filed June 8, 1999).
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RESPONSE TO WRITTEN QUESTIONS OF SENATOR MILLER
FROM J. HOWARD BEALES, III

Q.1. Mr. Beales, what is the FTC’s jurisdiction over the Fair Credit
Reporting Act? Is it mainly education and guidance? Enforcement?
Answering callers with FCRA questions or all of the above?

A.1. The FTC has a role to play in each of these areas. The Com-
mission’s jurisdiction under the FCRA reaches firms other than
those expressly assigned to another Federal regulator, such as
banks and savings associations.22 Unlike the banking regulators,
the Commission lacks rulemaking authority.23 Within those limits,
the Commission has been active in all of the areas you identified.
My testimony described many of the Agency’s efforts in consumer
and industry education and guidance.24 The FTC continues aggres-
sively to pursue ongoing consumer and business education initia-
tives.25 The Agency continues to advance compliance with the
FCRA, both through investigations of possible law violations and
through informal means such as workshops, participation in public
programs, and liaison with industry and other interested parties.
The Agency has an active program to respond to telephone inquir-
ies, through our Consumer Response Center described above and
other avenues.

Q.2. Based upon the daily callers with FCRA questions, what kinds
of problems are they mostly asking about as it relates to the
FCRA? Is there a trend?

A.2. The FTC’s consumer complaint database and the limitations
of the information it provides are described above in response to
Senator Sarbanes. As noted there, the FTC received 376,301 com-
plaints in 2002. The five top categories of complaints related to the
FCRA were “Provides Inaccurate Information” (13,188 com-
plaints);” Tails to Reinvestigate Disputed Information” (3,030 com-
plaints); “Knowingly Supplies Inaccurate Information to Credit Bu-
reau” (2,486 complaints); “Provides Inadequate Phone Help” (1614
complaints); and “Discloses Incomplete/Improper Credit File to
Consumer.” (1,414 complaints) The complete report of FCRA com-
plaints is attached as Appendix A.

Appendix B lists the number of FCRA complaints received by the
FTC for the past 6 years. These data do not allow us to detect
trends in FCRA issues. First, 1997 was the first year we began a
systematic approach to complaint handling. With each passing
year, we have improved our ability to collect and enter the data.
For example, our phone counselors are more highly trained, and we
are able to use technology to better handle and process calls. Thus,
our complaint volume has increased. Similarly, over the course of
this time, we have pursued an aggressive outreach program, which
has resulted in higher awareness of the FTC’s consumer assistance
program. Put another way, we receive more complaints because
more people know about our consumer program. For example, in

22 Section 621 of the FCRA, 15 U.S.C. § 1681s.

23 Section 621(e) of the FCRA, 15 U.S.C. § 1681s(e).

24See hitp:/ [www.senate.gov/~banking/__files/beales1.pdf at notes 52-58 and text accom-
panying.

25 See, e.g., the Commission’s recently posted alert regarding an email campaign containing
false and misleading information about the use of consumers’ personal information, posted at
http: | |www.ftc.gov [ bep [ conline /| pubs /alerts /optalrt.htm, and linked prominently on the Com-
mission’s Internet home page, http:/ /www.ftc.gov.
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1997, the FTC received a total of 13,362 consumer complaints. By
2002, as noted above, that number had grown to 376,301. Thus,
while the data show a dramatic increase in the number of FCRA
complaints over the past 6 years, there has also been a dramatic
increase in the overall number of complaints received by the FTC
during the same time period. As a fraction of total complaints we
receive, FCRA complaints fell from 11.1 percent in 1997 to 3.5 per-
cent in 2002.

Finally, as discussed earlier, because this data is self-reported we
cannot conclude that they reflect either the actual or a projectable
incidence of FCRA violations.

Despite the various considerations that preclude explicit conclu-
sions from the numbers and types of complaints alone, the most
common subject areas of consumer complaints (accuracy, reappear-
ance of previously deleted items) have typically led the list of sub-
ject areas complained of over the years.

Q.3. Will your updated Commentary that you are working on re-
flect the more recent problems raised by callers?

A.3. The Commentary is intended to give guidance to all parties
who are subject to the requirements of the FCRA. The Com-
mentary will reflect a wide range of Commission experience in en-
forcing the FCRA. Additionally, the Commission staff undertook an
informal outreach effort prior to drafting the updated Commentary.
The staff received views from a variety of sources, including con-
sumer groups, consumer advocates, trade groups, and industry and
public interest lawyers.

Q.4. Of the seven 1996 preemption amendments to the FCRA,
which ones have callers raised the most issues with? Have there
beegl any problems with the treatment of affiliate information shar-
ing?

A.4. Consumers have not typically complained about areas subject
to the preemptions in ways that implicate any issue relevant to
preemption itself. We are aware of no complaints regarding the
treatment of information sharing by affiliates.



THE GROWING PROBLEM OF
IDENTITY THEFT AND ITS RELATIONSHIP
TO THE FAIR CREDIT REPORTING ACT

THURSDAY, JUNE 19, 2003

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 10:02 a.m., in room SD-538, Dirksen Sen-
ate Office Building, Senator Richard C. Shelby (Chairman of the
Committee) presiding.

OPENING STATEMENT OF CHAIRMAN RICHARD C. SHELBY

Chairman SHELBY. The Committee will come to order.

Today, the Committee returns to considering the expiring pre-
emption provisions of the Fair Credit Reporting Act. As part of this
process, I believe it is essential that we undertake a thorough re-
view of the larger context in which the Act operates. And, in this
regard, the first thing worth noting is the truly dynamic nature of
the credit markets in our economy. In just the 6 years since the
Fair Credit Reporting Act was last amended, significant changes
have occurred. There are new participants, new technologies, new
information use practices, and new products. Indeed, there is more
that has changed than has remained the same in the operation of
the credit markets since the last time Congress considered the Fair
Credit Reporting Act.

While many of these changes introduced positive features, such
as more credit and an expedited process for obtaining credit, not
every new development has been positive. Unfortunately, as our
economy has grown more automated, allowing more and more de-
personalized transactions to occur, and, as the transfer of person-
ally identifiable information has become much more frequent, a
new type of crime that takes advantage of these circumstances has
emerged—identity theft.

Identity theft involves a person using someone else’s personal
information without their knowledge to commit fraud or theft.
Practically speaking, the crime involves misappropriation of such
personal information as a victim’s name, date of birth, and Social
Security number. Identity thieves then use this information to open
new credit card accounts, to divert current accounts from victims
to themselves, and to open bank accounts in victims’ names, among
other things. The bad charges and the hot checks usually happen
while the victims, banks, credit card companies, and other firms
are unaware that something is amiss. After all the activity and the
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skipped payments, businesses usually take action to get compen-
sated and ultimately cut the thief off.

In most instances, this is when the victims first become aware
of the fact that they have been targeted. It is also when they begin
to experience the negative consequences—dealing with law enforce-
ment and collection agencies. Soon thereafter, when the criminals’
handiwork shows up on their credit reports, they face the consider-
able task of restoring their good name and credit. Plainly, this
crime has many victims. Firms lose profits. Individuals lose time,
money, and peace of mind when their good name and reputation
are tarnished.

In light of the serious nature of the consequences of identity
theft, this issue would merit attention even if there were only a
limited number of victims. Unfortunately, there are thousands of
victims whose numbers are growing at an increasingly faster pace.
Indeed, it has been asserted that identity theft is the fastest grow-
ing crime in America.

This issue tracks across credit reporting in so many ways that
it is essential that we consider it in the context of the reauthoriza-
tion of the preemption provisions of the Fair Credit Reporting Act.

Identity theft prevention, restoration of accurate reports, and vic-
tim assistance, among many other areas, are things that were not
on the radar screen when the 1996 Amendments were passed into
law. These are things we need to be thinking about as we go for-
ward, things we must be considering if we are going to meet our
goal of ensuring that the law produces the most effective, efficient,
balanced, and fair system possible.

I want to thank the witnesses for appearing this morning andwe
look forward to hearing from them.

Senator Johnson.

STATEMENT OF SENATOR TIM JOHNSON

Senator JOHNSON. Thank you, Chairman Shelby, for convening
this hearing on identity theft. Identity theft is a growing problem
and yet one that is not well understood. While most people know
where to go in the case of more traditional crimes, victims of iden-
tity theft are particularly hard-pressed to know where to turn. A
call to the local police department, unfortunately, rarely points the
consumer in the right direction.

Clearly, we need to create a framework to address identity theft.
Back in 1995, when Sandra Bullock starred in “The Net,” a feature
film about identity theft, the movie was classified as science fiction.
After reading the testimony of the witnesses before us today, I
think it is clear that we must confront the reality of this crime.

Today’s hearing is on the relationship between identity theft and
the Fair Credit Reporting Act, and, Mr. Chairman, I believe this
is an important hearing. As we know, our credit reporting system
has created a national credit marketplace, and I think that we are
all familiar with the enormous benefits that come from increased
credit opportunities. However, a national marketplace has created
new opportunities for remote economic crimes where the thief can
be thousands of miles away from the location of the victim.

A couple of days ago, Assistant Secretary of the Treasury Wayne
A. Abernathy, who is well-known to many of us here for his long
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service as Committee Staff Director under Senator Phil Gramm,
said something in a speech that struck a chord with me. He noted
that identity theft is not a problem of too much information. It is
a problem of too little information. And by this, he meant that
identity theft happens when creditors lack the necessary informa-
tion to assess the credibility of an applicant.

It is often argued that a uniform national credit system is our
best tool in the fight against identity theft, and in some sense, Mr.
Harrison, who will testify before the panel today, confirms this by
describing the additional problems he encountered in trying to sort
out fraud related to his checking account where no centralized sys-
tem similar to the Big Three credit bureaus is in place.

On the other hand, I am deeply troubled by the apparent conflict
between Mr. Harrison’s written testimony and the claims that the
credit bureaus and national credit system are the answer to iden-
tity theft. He appears to have done absolutely everything right, fol-
lowed all the rules, contacted the right organizations, and the
results have, nevertheless, been devastating. I am also troubled by
reports that even when a consumer takes the time to put a fraud
alert on his or her account, those alerts may sometimes be ignored.

So, I want to make it perfectly clear that I continue to believe
that a single national system provides a critical opportunity to
address identity theft. And yet we have a responsibility to the hun-
dreds of thousands of victims of identity theft to make sure that
we fine-tune our system so that it does not take years to correct
a cgec(ilit record. That is wrong, and that is not what Congress in-
tended.

What I think is most important, though, is that we do not make
FCRA the straw man for identity theft. The worst thing we can do
is jeopardize millions of Americans’ access to credit so we can claim
to have done something about this terrible crime.

So, Mr. Chairman, I look forward to hearing today’s witnesses,
and I thank you once again for holding this hearing.

Chairman SHELBY. Thank you, Senator Johnson.

Senator Dole.

STATEMENT OF SENATOR ELIZABETH DOLE

Senator DOLE. Mr. Chairman, I want to thank you for holding
this hearing today on identity theft and its relationship to the Fair
Credit Reporting Act. Identity theft, as you mentioned, is fre-
quently cited as the fastest growing crime in the Nation. However,
precise statistics are not available to properly gauge the full extent
of the problem since an estimated 40 percent of identity theft cases
are believed to involve friends or family members and are never
reported.

Identity theft is a problem that has grown increasingly more
prevalent in the past few years. According to the Federal Trade
Commission, my alma mater, identity theft was the top consumer
complaint received last year, with the rate of complaints and in-
quiries increasing at an alarming rate with the widespread use of
Internet technology. There are currently over 1,700 cases of stolen
identity per week that are being reported.

Fighting fraud and protecting the security of personal informa-
tion is a topic that unites financial institutions and consumers.
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Each group is harmed by fraudulent use of personal information.
Financial institutions are the victims of fraud because the financial
institution is usually liable for any losses suffered as a result of the
fraud. Consumers obviously suffer unnecessary inconvenience and
insecurity as a result of fraud, and they can be exposed to addi-
tional crimes such as identity theft. Furthermore, at least a portion
of financial institutions’ fraud losses can be expected to be passed
on to consumers in the form of higher prices. There can be no doubt
that when fraud is committed, everyone loses.

With the December 31 expiration of important provisions of the
Fair Credit Reporting Act, we have the responsibility to examine
problems within the system that have been harming both con-
sumers and financial institutions. It is my hope that in addition to
reauthorizing the Fair Credit Reporting Act, we can take strong
steps toward combatting and preventing identity theft.

I certainly want to thank our witnesses for joining us here today.
I look forward to working with my colleagues to address the prob-
lem of identity theft in our work to reauthorize the Fair Credit Re-
porting Act this year.

Thank you.

Chairman SHELBY. Thank you, Senator Dole.

Senator Corzine.

STATEMENT OF SENATOR JON S. CORZINE

Senator CORZINE. Thank you, Mr. Chairman, and I commend you
for holding this hearing. I welcome our witnesses and look forward
to hearing their testimony and responses to questions.

This is an important juxtaposition, the Fair Credit Reporting Act
and identity theft, which is one of the many issues that we need
to address here. Identity theft, I think, plays a central role, if not
vital part, in this reauthorization, which I fully support. I think
this problem has been acknowledged by just about everyone—con-
sumers and most financial institutions and others who look at it
from a law enforcement standpoint—that there is a real stake that
we need to address inside the concept of FCRA. And I think every-
one acknowledges that identity theft is one of the single largest
sources of consumer-related problems that the FTC deals with on
a regular basis.

The numbers bear that out. According to the FTC, reported in-
stances of identity theft rose phenomenally, 88 percent in 2002, to
380,000 from 220,000 in 2001. And almost everyone acknowledges
those numbers understate the reality of the problem that exists.
The costs are staggering. Out-of-pocket costs for victims of identity
theft skyrocketed from $160 million in 2001 to $343 million last
year. Those are numbers that are based on reported elements.

I can tell you that in New Jersey there have been multiple in-
stances of organized crime-related elements involved in identity
theft as well as the individual consumer being put at risk, several
rings that worked up and down the East Coast, and it is actually
quite a recognized concern of consumers in my community.

Simply put, our consumers are losing the battle against identity
thieves, and when they lose, I think we all lose in our economy.
And I think all of us know that about 70 percent of our economy
is driven by consumers.
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While Congress has taken some important steps in this area,
most notably by making it a Federal crime in 1998, some individ-
uals in financial services have taken voluntary initiatives—the
truncating of credit card numbers, for instance, which I commend.
I think there is more that can be done.

Next week, I plan on introducing legislation to address the prob-
lem of identity theft. The Identity Theft Notification and Credit
Restoration Act is based on three key principles—disclosure, pre-
vention, and credit restoration. By the way, I hope to be able to
work with others in refining this and making it meet the needs of
what, I think, is a major problem in our Nation.

First, it requires financial institutions to make timely disclosures
to individuals, credit reporting agencies, and law enforcement when
their information has been breached, either computerized or paper
records, and compromises that personal information of those finan-
cial institutions’ customers.

Second, the bill requires credit reporting agencies, upon notifica-
tion of the breach, to place “fraud alerts” in the credit files of
affected individuals. This red flag will alert issuers of credit to un-
dertake enhanced preauthorization procedures prior to issuing
credit in the name of the individual who has a fraud alert on their
credit file.

Finally, the bill provides victims of identity theft with access to
four credit reports the year following the theft of their identity to
ensure that inaccurate and credit damaging information resulting
from the identity theft does not end up on their credit file, ruining
their ability to operate in our economic system. The bill improves
the ability of all consumers to monitor the content and accuracy of
the information contained in their individual credit file by pro-
viding them with access to one free credit report per year.

Mr. Chairman, many, including some of the witnesses here, have
articulated that one of the best ways to fight identity theft is by
empowering consumers with more information and greater aware-
ness of the risks and that this problem is growing. I think the bill
that I am suggesting will do just that.

I look forward to working with you and the other Members of the
Committee with regard to this very important issue.

Chairman SHELBY. Thank you, Senator Corzine.

Senator Crapo.

STATEMENT OF SENATOR MIKE CRAPO

Senator CRAPO. Thank you, Mr. Chairman. I, too, want to thank
you for holding this hearing.

As I am sure everyone here knows, the Fair Credit Reporting Act
and the issues that surround it are going to be very central to the
activity of this Committee this year and critical to our efforts to
make sure that the proper protection of our credit system in this
country is accomplished. And part of that is going to be addressing
the question of identity theft.

I suspect that that may be one of the easier parts that we ad-
dress because it may be one where we find the most consensus
among us as to whether there is an issue and how to approach it.
But, nonetheless, it will be one of the more important aspects of
what we do.
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This last weekend, I happened to be in a hotel, and late at night
I was flipping through channels, and it is interesting that Senator
Johnson mentioned Sandra Bullock in “The Net” because, lo and
behold, there it was on television. And at the time, I wondered, if
the media is picking up on the issue of identity theft by either no-
ticing what we are doing in Congress and following our lead, or
whether we are following their lead and they are bringing the
public’s attention to it. Then I wondered perhaps it was just a coin-
cidence, but I doubt it.

The fact is that across this country, whether it is here in Con-
gress, among the consuming public, or in financial institutions,
identity theft is becoming an increasingly large issue. I think as we
approach the issue, we want to make certain that we do it in the
context of recognizing the value of our system of credit in this coun-
try today, and not blaming our system of credit but recognizing
that the strength of the Fair Credit Reporting Act and what we
have in America in terms of the way we approach and manage
credit is a strong part of our system that needs to be protected and
that can be used as the system by which we achieve the objectives
to protect against identity theft.

It seems to me that the Fair Credit Reporting Act and our credit
system in this country is a big part of the solution, not a part of
the problem that we are facing here. And I look forward to working
with the other Members of the Committee on this issue. I, too, am
putting together an approach to this issue legislatively, and I look
forward to working with Senator Corzine and others who are going
to be addressing this because it will be one piece of a very big part
of our approach to the credit system of our country this year that
is critical to consumers, financial institutions, and, frankly, to the
strength of our economy.

Thank you.

Chairman SHELBY. Thank you, Senator Crapo.

Senator Dodd.

STATEMENT OF SENATOR CHRISTOPHER J. DODD

Senator DoDD. Thank you very much, Mr. Chairman, not only for
holding this hearing, but also for your leadership on this issue. I
have enjoyed working with the distinguished Chairman of this
Committee on issues involving privacy for a long time, and I am
grateful, along with others here. But the people who may be most
grateful are the ones who are not sitting on this panel but others
out there, and you are going to hear from some of them today.
Some witnesses have been through almost Kafka-esque situations
in terms of their credit problems and the like.

You are going to hear from a constituent of mine, Captain John
Harrison, retired from the U.S. Army, a story that will be hard for
you even to imagine what he has gone through, but rather remark-
able what has happened to him and others. So, I thank you very,
very much.

Just to share a couple of thoughts, identity theft is a matter, ob-
viously, of great concern to consumers across the country, and it is
clear to me that we have to do more to help consumers safeguard
their financial and personal identities. Being financially secure
used to mean, in the United States, that you had enough money
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in the bank to see you through a rainy day. Unfortunately, today
being financially secure has another meaning as well. It means
that you have the ability to stop the improper use of your financial
records, and you have the power to prevent misuse of your name,
your financial history, and your good reputation.

I understand that there are more than 1,300 identity theft vic-
tims in my State alone, a small State, 3.5 million people each year.
As the story you will hear from Captain Harrison will attest, iden-
tity theft can have devastating consequences on the personal and
professional lives of its victims. For those who have been caught in
the tangled web of other people’s lies, the need for reforming the
financial system so that it can better respond to identity fraud is
perfectly clear. I want to publicly thank Captain Harrison. It is not
easy. It is hard enough to go through what he has been through,
but now to come to a public place and talk about what happened
to you requires a certain amount of courage. And I admire people
who are willing to do that, to stand before us and tell us what has
happened to them.

I also want to thank Mike Naylor, Mr. Chairman, and thank you
for asking him to be a witness here today. Mike works with AARP
and has done some excellent work in identifying possible solutions
to the current identity fraud problem. And for truth in advertising,
Mike Naylor is my former Legislative Director, many, many years
ago. He has been in the private sector for a lot of years and just
recently joined AARP. But I think you will find his testimony
worthwhile.

In my view, consumers should be able to seek financial services
without fear. Consumers should be able to rest assured that their
private financial information will be responsibly maintained by
those who have been entrusted with that information. Companies
that collect consumer financial information must be able to respon-
sibly handle that information, and such information should not be
negligently published or even intentionally shared without con-
sumers’ consent.

Furthermore, consumers should not only have the right to know
how their personal financial information is being used, but should
also have the right to say no to sharing that information.

In recent years, we have taken steps to empower consumers with
control over their own financial information. The Financial Services
Modernization Act, also known as Gramm-Leach-Bliley, for exam-
ple, enhanced consumer protections and for the very first time
made financial institutions accountable for notifying consumers
about their right to opt out of sharing nonpublic, personally identi-
fiable information with nonaffiliated third parties.

The Gramm-Leach-Bliley Act requires financial institutions to
notify consumers of their privacy policies and any plans to share
personal information with another party. And while these safe-
guards are an important step toward ensuring consumers’ financial
security, I believe much more must be done to afford consumers
greater control over their own financial privacy.

Let me also underscore the point that our colleague from Idaho,
Senator Crapo, has made. I think it is also the balanced side of this
thing. The credit system has worked tremendously well to ensure
us a strong economy in this country, and striking the balance here
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is not easy to do, but it must be done. And I think we can do that.
It is going to be a challenge for this Committee.
Mr. Chairman, thank you immensely for holding these hearings.
Chairman SHELBY. Thank you.
Senator Allard.

STATEMENT OF SENATOR WAYNE ALLARD

Senator ALLARD. Mr. Chairman, I, like many of my colleagues on
this Committee, want to thank you for your diligence on this par-
ticular issue, both for holding today’s hearing as well as your sup-
port for improvement of the Fair Credit Reporting Act. While
national statistics tend to focus on crimes such as homicides and
burglaries and robberies, the crime of stealing one’s identity is a
serious and widespread crime that too often goes overlooked. Iden-
tity theft takes advantage of hard-working citizens in a situation
they simply cannot prevent. Many of these hard-working citizens,
Mr. Chairman, will not even realize that they have been a victim
of identity theft until they go to apply for a car loan or a loan for
their home. Then suddenly they discover that for some reason or
another, they do not qualify.

This is almost a subject for another hearing, but part of the prob-
lem is that on credit scores, for example, a lot of consumers do not
even realize that there is a system out there that has an impact
on their credit ratings. This system is based on how frequently a
credit card is used; how many credit cards one has; how many in-
quiries there are on your name. All of these actions have an impact
on one’s credit. So why should we worry about it? Well, it has an
impact on the interest rate that you might pay on a loan, so there
is a hidden cost associated with this system.

If you talk to victims, there are also issues as far as legal juris-
diction, and which law enforcement agency is responsible for en-
forcing certain laws pertaining to identity theft. This may need to
be covered in another committee, but it is something this Com-
mittee should think about.

The other important question that comes up: Are our penalties
tough enough? When you look at what happens to a victim of some-
thing like this, I think the question that we need to ask is: Are the
penalties tough enough for the perpetrators?

And so, Mr. President—Mr. Chairman, I hope that you continue
to hold hearings on this important issue.

Chairman SHELBY. I support President Bush.

Senator ALLARD. Yes, sorry about that, Mr. Chairman.

[Laughter.]

Senator ALLARD. I think we need to look at a number of different
cases to fully understand this problem. The bottom line is that of
the more than one million inquiries that the Federal Trade Com-
mission received in 2001, 86,680 of them were identity fraud com-
plaints. This presents a grave situation for unsuspecting Americans
and a challenge for all financial institutions and businesses in the
United States.

While there is an apparent need to protect sensitive personal in-
formation from getting into the wrong hands, there is also a need
for a certain degree of transparency in order for the U.S. financial
and business systems to function.



77

I would like to thank the witnesses for agreeing to testify today
on this important issue, and I look forward to all of your testimony.

Chairman SHELBY. Thank you, Senator Allard.

Senator Schumer.

STATEMENT OF SENATOR CHARLES E. SCHUMER

Senator SCHUMER. Thank you, Mr. Chairman, and thank you for
holding this hearing.

Again, this is a really important issue. I have been concerned
and involved in it for over a year, and there is nothing worse than
when your identity is stolen through no fault of your own and then
it takes you years and years to restore your credit rating. It is an
impossible situation. And it used to be a small situation. You know,
this was not done en masse before the days of computers. Some-
body might reach into a garbage can and find somebody’s credit
card number and do it. But we have had instances in New York
where whole databases were stolen by employees selling for 30
bucks an identity or something like that and making huge amounts
og %oney. Our U.S. Attorney, Mr. Comey, had a major indictment
of this.

So, I certainly agree with what some of my colleagues have said,
I think Mike Crapo, that our credit system and this new digital age
have brought huge benefits. It also brings some liabilities, and it
is our job to focus on those liabilities, and I think FCRA is an ap-
propriate place to do it.

As I mentioned, Mr. Chairman, this issue is of specific concern
to New York. The city where I live, my hometown, has the unfortu-
nate distinction of being the identity theft capital of the United
States. We suffer more identity theft than any other place. My
State, New York, has the second highest amount. And this is
mushrooming.

Last year, the FTC nationally received twice as many complaints
about identity theft as in 2001. Many people predict that by 2006
there are going to be half a million to 700,000 Americans victim-
ized. And this is not just a casual thing. It changes your life. You
cannot get credit. Some people hound you. It is a huge mess.

So, I think we have to move, and we have to move quickly. When
you destroy a person’s credit rating, you not only jeopardize an
honest person’s ability to get a credit card, receive approval for a
loan, obviously, but also to get a job, or to buy a house. Those are
ones that go to the core of who each of us are and what matters
to us in our lives.

We should do a number of things, and like some others here, I
have a proposal that I have been floating and circulating. Before
I do that, I do want to mention a couple of other people who have
had—Senator Cantwell has a bill that I have cosponsored that
makes it easier to restore your rating once it has been stolen. And
in the Judiciary Committee, we are working together with Senator
Feinstein in terms of toughening up the penalties. But there are
five or six things I would recommend to this Committee to look at.

One is to make sure that the credit databases are much more se-
cure. You do that in a few ways. You make sure that the people
who have access to those credit databases are bona fide people;
make sure they do not have a criminal record; make sure they have
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had no other bad histories in the past. All too many companies do
not do that now. Two, let people go into those—even the employees
go into those credit databases on a need-to-know basis. Most of the
companies we found, including the big case in New York which af-
fected people throughout the country, any employee could just
punch in and get the whole database, whether they needed it for
their job or not. And so the credit companies should do this on a
need-to-know basis. Let the employees go in there on a need-to-
know basis. So those two things are important.

At the core of the proposal I have made is credit account notifica-
tion. Credit reporting agencies should notify a consumer when a
new credit account is opened in his or her name because we know
what happens. They take your name, they take your birth date,
they take your Social Security number, and they just put in a dif-
ferent address. If the minute, you know, Chuck Schumer, 05—I
should not use my Social Security number—Chuck Schumer, Social
Security number, 123-45-6789, birth date, January 1, 2001—make
myself a little younger. But the minute that happens, and someone
opens up a credit card at a new address, they should immediately
send a notification to my old address where I really live, and I
would say, hey, I did not move to Evanston, Illinois. And you could
stop a whole lot of identity theft with that simple notification provi-
sion. I think we should do that.

And two other things, Mr. Chairman. I am sorry. I appreciate the
indulgence. We should truncate credit card receipts. Some compa-
nies do this. In other words, the receipt, the part you discard, does
not show the whole number on there so people cannot go into the
garbage can, pick it up, and duplicate your credit card number.
That is easy to do, and some companies have it and some do not.

Finally, as I mentioned earlier—Senator Cantwell has worked on
this—make it easier if once it is proven bona fide that you are a
victim of identity theft, make it easier to get your financial life
back because that is a real hard thing to do.

So, I would like to work with you, Mr. Chairman, and others on
this Committee and try to get these changes and maybe put them
in the Fair Credit Reporting Act. I really thank you for having a
hearing on a very much needed topic.

Chairman SHELBY. Thank you, Senator Schumer.

It is obvious, I think, here today that there is great interest on
the Republican and Democratic side to do something about this
issue, do something for the consumer, and I believe we can do it
working together.

Senator Bunning.

STATEMENT OF SENATOR JIM BUNNING

Senator BUNNING. Thank you, Mr. Chairman, and I want to
thank all our witnesses who are about to testify. It is a very impor-
tant hearing and a very important issue.

The technology boom has made most Americans live easier. With
the Internet, we can get information that a few years ago it would
have taken hours to research in just a matter of seconds. Workers
are more efficient. It provides multiple entertainment options, and
people can shop from home.
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Unfortunately, the technology boom has also provided many op-
portunities for another class of Americans: criminals. We have all
heard the horror stories of identity theft, all of us. We will hear
much more about it today. It is a problem, and we have to deal
with it. Many have had their lives destroyed, and it has taken
years for them to recover. We must make it harder for the criminal
to steal. We must make the punishment fit the crime. And we must
help victims recover quicker.

I think we can accomplish all of these goals. Fighting identity
theft is not a partisan issue, and in the tradition of this Committee,
I am sure we will tackle it in a bipartisan manner.

I am also pleased to note that the Administration has been work-
ing extensively on this problem. I look forward to working with
them and all of the Members of this Committee so that we can get
a good bill that we can all support and that will help solve this
growing problem.

I am very impressed with the diversity of opinion we have before
us today. Once again, we have the FTC and others who are about
to testify. We have the Secret Service to tell us how to recognize
how identity theft works and how they investigate it. We have wit-
nesses from the finance and retail industries to let us know what
they are trying to do to prevent identity fraud. And we have con-
sumer groups here to let us know how the average consumer is af-
fected and what victims can do.

This is a very important subject, and I applaud the Chairman for
holding this hearing. Once again, thank you, Mr. Chairman, and
all of our witnesses for testifying.

Chairman SHELBY. Thank you, Senator Bunning.

Senator Sarbanes.

STATEMENT OF SENATOR PAUL S. SARBANES

Senator SARBANES. Mr. Chairman, I want to commend you for
holding this hearing. I think identity theft is a very serious na-
tional problem. It is an issue of great concern, obviously, on both
sides of the aisle. Here in the Senate, a number of Senators actu-
ally have already in one way or another indicated their interest in
seeking legislative improvements in this area. Senator Bennett ac-
tually held a hearing 5 or 6 years ago on the subject of financial
instrument fraud. I know that Senators Bunning, Crapo, Kyl, Cant-
well, Daschle, Corzine, Leahy, Feinstein and many, many others
have offered and supported legislation. I could go on and on. So
there is obviously very keen interest in it.

It is obvious why. Identity theft has become an increasingly
growing problem in recent years. Business Week recently stated in
an article entitled “To Catch an Identity Thief,” “Identity theft is
one of the fastest-growing crimes in the United States” The Federal
Trade Commission reported that in 2002, they received over
380,000 consumer fraud complaints, of which about 162,000, or 43
percent, were about identity theft. Identity theft complaints far ex-
ceeded complaints about other types of consumer fraud at the FTC.
The number of complaints about identity theft—and many of these
are not reported incidentally, so this is only to some extent the tip
of the iceberg—was 88 percent more in 2002 than in 2001.
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Obviously, Americans have strong concerns about protecting
their confidential information. This is an area, Mr. Chairman, in
which you have shown a great deal of concern and leadership. Hon-
est citizens who are victims of identity theft incur a high cost in
money, time, anxiety, and efforts to correct and restore their
spoiled credit histories and their good credit name.

I look forward to hearing the testimony of the witnesses today
about ongoing enforcement efforts and what additional measures
can be taken to bring identity theft under control.

I am very frank to tell you that I do think that, in the context
of working on the Fair Credit Reporting Act, this is an opportunity
to encompass within that initiative serious and effective measures
to come to grips with this problem of identity theft. It is reaching
epidemic proportions out there. It is devastating honest, hard-
working, law-abiding people who become the victims of these, in
many instances, very ingenious schemes, and in some instances
brutally simple schemes. And, I think, as we address the FCRA
issue, this is the right opportunity to address this identity theft
question as well.

Chairman SHELBY. Thank you, Senator Sarbanes.

Senator Bennett.

STATEMENT OF SENATOR ROBERT F. BENNETT

Senator BENNETT. Thank you, Mr. Chairman, and as Senator
Sarbanes has noted so graciously, we did hold a hearing on this
subject back in the days when Senator D’Amato was the Chairman
of the Committee and I had a Subcommittee focusing on financial
services and high technology. I discovered that, at least at that
time, it was not high technology that was the principal source of
identity theft. People would steal mail, and upon stealing mail they
would hope they would get lucky and get some piece of information
that could then be useful to them. And, of course, the real bonanza
would be if they could find a credit card in the mail.

So, I will be very interested to hear what has happened in the
time since then, and I agree with Senator Sarbanes that it is very
appropriate that these hearings be held in the context of reviewing
the Fair Credit Reporting Act. The Fair Credit Reporting Act has
been attacked by some as being a challenge to the privacy of indi-
viduals, and ironically, the system that has been created under the
Fair Credit Reporting Act in the past also provides the greatest
bulwark against identity theft, because if you have sound informa-
tion in a number of different places, you have the building blocks
with which you can rebuild your credit background and history.
And without that information, without the flow that comes between
the various credit reporting agencies, you have a much more dif-
ficult time reclaiming your true identity.

There was once a movie called “The Net” where the heroine of
the movie had her entire identity stolen, and there was no place
she could go to prove who she was because, given the magic of Hol-
lywood, they were even able to ascribe her fingerprints to somebody
else. Being Hollywood, of course, they figured it out before the last
reel, and she emerged triumphant. But if there were someplace
where she could go to say this is the sound information about me
that has been accumulated that I can tap into, it would have killed
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the premise for the movie in the beginning, which is probably why
nobody went to it. But it is something we should consider as we
are addressing the Fair Credit Reporting Act.

I am very strongly in favor of reauthorizing the Fair Credit Re-
porting Act so that we do not get an interruption in the progress
that we have made in the years that it has been established. But
I think a hearing like today’s, where we are brought up to date on
the extent of identity theft, the technological challenge of fighting
it, and the various progress that has been made is a very salutary
thing to do.

Chairman SHELBY. Thank you, Senator Bennett.

Senator Miller.

COMMENTS OF SENATOR ZELL MILLER

Senator MILLER. Thank you for holding this hearing. It is very
timely, Mr. Chairman, and I thank our witnesses for being here,
and I have no opening statement.

Chairman SHELBY. Thank you.

On our first panel today we have Mr. Howard Beales, Director
of the Consumer Protection Bureau, Federal Trade Commission;
and Mr. Timothy Caddigan, Special Agent in Charge, Criminal In-
vestigative Division, U.S. Secret Service.

Gentlemen, we welcome you both here. Your written statements
will be made part of the record in their entirety. Mr. Beales, we
will call on your first. Proceed as you wish.

STATEMENT OF J. HOWARD BEALES, III
DIRECTOR, BUREAU OF CONSUMER PROTECTION
U.S. FEDERAL TRADE COMMISSION

Mr. BEALES. Thank you, Mr. Chairman and Members of the
Committee. My name is Howard Beales, and I am the Director of
the Bureau of Consumer Protection at the Federal Trade Commis-
sion. I am pleased to have this opportunity to discuss identity theft
and its relationship to the Fair Credit Reporting Act. The views ex-
pressed in the written statement represent the views of the Com-
mission, but my oral presentation and responses to questions are
my own and do not necessarily reflect the views of the Commission
or any individual Commissioner.

Identity theft can be devastating to consumers’ reputations, to
their financial well-being, and to their sense of security. At the
FTC, we are fighting identity theft on many fronts. We are training
local law enforces on how they can fight identity theft, and we are
providing local law enforcers with case referrals from our Identity
Theft Data Clearinghouse. We are also working to keep consumers’
financial data safe through our new safeguards rule, which took
effect at the end of May, and our enforcement actions against com-
panies that fail to keep their security promises to consumers.

Just yesterday, we announced a settlement with online retailer
Guess.com for failing to protect consumer data as promised. We
also released a tip sheet for businesses on steps they should take
to assure the security of their online systems.

Through workshops, educational campaigns, and our identity
theft hotline, we are counseling consumers and businesses on how
to prevent identity theft. We are also providing consumers with
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tools such as the uniform identity fraud affidavit to help them re-
cover more quickly and easily from identity theft when it occurs.

Today, you have asked for testimony about identity theft and
the Fair Credit Reporting Act. In addition to harming consumers,
identity theft also threatens the fair and efficient functioning of
consumer credit markets. It undermines the accuracy and the
credibility of the information flows that support those markets.

Credit bureaus are simultaneously a target for identity thieves
and a valuable resource for combatting identity theft. The credit re-
porting system can play an important role in helping to detect
identity theft, in limiting the damage from identity theft when it
occurs, and in helping identity theft victims clean up the mess that
the thieves leave behind.

The Fair Credit Reporting Act helps consumers detect identity
theft by providing consumers access to credit reports when they
need them most. A credit report digests in one timely document all
accounts opened in a consumer’s name, and it is the best way to
discover those accounts that may have been opened by an impostor.

Under the FCRA, a consumer who believes that he may have
fraudulent information in his or her file is entitled to a free credit
report. Moreover, the Fair Credit Reporting Act requires that a
consumer who is denied credit based on his credit report be notified
of the adverse action and given the opportunity for a free copy of
his credit report. This adverse action notice can alert consumers
that they may have bad marks on their credit record that they do
not know about, and the free credit report helps them to pinpoint
the fraudulent accounts. Adverse action notices provide consumers
with a critical safeguard, and we are vigorously enforcing the stat-
ute’s adverse action provisions.

In addition to helping victims detect identity theft, the credit
reporting system helps limit the damage that identity thieves can
cause. It allows for the placement of a security alert in a victim’s
credit file. Currently, the three major credit bureaus include a
standardized format security alert in the credit reports of identity
theft victims. This alert puts potential creditors on notice that they
should proceed with caution when granting credit in the victim’s
name.

Finally, the credit reporting system can help identity theft vic-
tims clean up the bad marks caused by an identity thief. A common
problem of victims is that they find it difficult to get credit, insur-
ance, or employment in the wake of an identity theft incident be-
cause the impostor has damaged their credit history. The Big Three
credit bureaus now allow victims to block fraudulent information
on their credit report with a valid police report of the identity theft
incident.

We are also working with the three credit bureaus to develop
other victim assistance programs. For example, this spring, the Big
Three credit bureaus implemented their joint fraud alert initiative
whereby victims need only make a call to one credit bureau to get
a security alert and a free credit report from all three. There is al-
ways more we can do, and we are always looking for new opportu-
nities and new ways that we can make recovery easier for victims
when this crime occurs.
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I thank you very much for the opportunity to appear today, and
I will be happy to respond to your questions.

Chairman SHELBY. Thank you, Mr. Beales.

Mr. Caddigan.

STATEMENT OF TIMOTHY CADDIGAN
SPECIAL AGENT IN CHARGE
CRIMINAL INVESTIGATIVE DIVISION
U.S. SECRET SERVICE

Mr. CADDIGAN. Thank you, Mr. Chairman and Senator Sarbanes.
Thank you for inviting me to be part of this hearing today, and the
opportunity to address the Committee regarding the Secret Serv-
ice’s efforts to combat identity crime and protect our Nation’s finan-
cial infrastructure.

For over two decades, the Secret Service has been the leading
Federal law enforcement agency for the investigation of access de-
vice fraud, including credit and debit card fraud. We also continue
to share jurisdiction with other law enforcement agencies in iden-
tity crime cases. The explosive growth of these crimes has resulted
in the evolution of the Secret Service into an agency that is recog-
nized worldwide for its expertise in the investigation of all types
of financial crimes. Our efforts to detect, investigate, and prevent
financial crimes are aggressive, innovative, and comprehensive.

The burgeoning use of the Internet and advanced technology,
coupled with increased investment and expansion, has intensified
competition within the financial sector. Although this provides ben-
efit to the consumer through readily available credit and consumer-
oriented financial services, it also creates a target-rich environment
for today’s sophisticated criminals, many of whom are organized
and operate across international borders.

Simply stated, identity crime is the theft or misuse of an individ-
ual’s personal or financial identifiers in order to gain something of
value or to facilitate other criminal activity. Types of identity crime
include identity theft, credit card fraud, bank fraud, check fraud,
false identification fraud, and passport/visa fraud. Identity crimes
are almost always associated with other crimes such as narcotics
and weapons trafficking, organized crime activity, mail theft and
fraud, money laundering, immigration fraud, and terrorism.

Identity crime is not targeted at any particular demographic; in-
stead, it affects all types of Americans, regardless of age, gender,
nationality, or race. Victims include everyone from restaurant
workers, telephone repair technicians, and even police officers, to
corporate and Government executives, celebrities, and high-ranking
military officers.

What victims do have in common is the difficult, time-consuming,
and potentially expensive task of repairing the damage that has
been done to their credit, their savings, and their reputation. Ac-
cording to the General Accounting Office, GAO, the average victim
spends over 175 hours attempting to repair the damage inflicted by
identity criminals.

Identity crimes originate when another person obtains your per-
sonal or financial identifiers. The methods of acquiring such infor-
mation can range from so-called “dumpster diving,” where the
criminal searches through your garbage for billing statements or
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other documents that may include personal identifiers, to insiders
who purge information from their own company’s database and
place it for sale on the Internet.

The events of September 11 have altered the priorities and ac-
tions of law enforcement throughout the world, including the Secret
Service. As part of the new Department of Homeland Security, the
Secret Service will continue to be involved in collaborative efforts
to analyze the potential for identity crime to be used in conjunction
with terrorist activities through our liaison efforts with the Bureau
of Immigration and Customs Enforcement, Operation Direct Action,
FinCEN, the Diplomatic Security Service, and the Terrorist Fi-
nancing Operations Section of the FBI.

Since our inception in 1865, the twin pillars of the Secret Service
have been prevention and partnership building. We simply could
not fulfill our dual mission of protecting our Nation’s elected lead-
ers and safeguarding our financial infrastructure without two es-
sential elements: Incorporating preventive strategies and training,
and building cooperative, trusted relationships with our local,
State, and Federal law enforcement partners.

A central component of the Secret Service’s preventive and inves-
tigative efforts has been to increase the awareness of issues related
to financial crimes investigations in general, and of identity crimes
specifically, both in the law enforcement community and the gen-
eral public. The Secret Service has worked to educate consumers
and provide training and resources to law enforcement personnel
through a variety of partnerships and initiatives.

The Secret Service has already undertaken a number of unique
initiatives aimed at increasing awareness and providing the train-
ing necessary to combat identity crime and to assist victims in rec-
tifying damage done to their credit. This includes the development
of a number of training tools designed to assist our local law en-
forcement partners.

Mr. Chairman, I cannot emphasize enough the importance of
sharing our expertise with our local and State police partners and
empowering them with the ability to respond on the local level to
identity crimes. In a Nation of thousands and thousands of commu-
nities and a population exceeding 280 million, providing the first
responder—in this case, the local police officer—with the tools and
resources they need to investigate an identity crime and provide
victim assistance is imperative.

So, in partnership with the International Association of Chiefs of
Police, the Secret Service produces the “Best Practices Guide to
Searching and Seizing Electronic Evidence.” The pocket-size guide
instructs law enforcement officers in the seizure of evidence from
personal computers, wireless telephones, to digital cameras.

We have also worked with this group and our private sector part-
ners to produce the interactive, computer-based program known as
“Forward Edge,” which takes the next step in training officers to
conduct electronic crimes investigations. The “Forward Edge” CD—
ROM incorporates virtual reality features as it presents different
investigative scenarios to the trainee as well as provide investiga-
tive options and technical support to develop the case. Thus far, we
have distributed, free of charge, over 300,000 “Best Practices
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Guides” and over 20,000 “Forward Edge” CD’s to local and Federal
law enforcement.

In addition, we are nearing the completion of the Identity Crime
Video and CD-ROM which will contain over 50 investigative and
victim assistance resources that local and State law enforcement
officers can use when combatting identity crime. This CD-ROM
also contains a short identity crime video that can be shown to po-
lice officers at their roll call meetings, which discusses why identity
crime is important, what other departments are doing to combat
identity crime, and what tools and resources are available to those
officers.

Next week, we will be sending an Identity Crime CD-ROM to
every law enforcement agency in the United States. Departments
can make as many copies as they wish and distribute the resources
to their officers to use in investigations. Over 25,000 CD-ROM’s
are being prepared for distribution.

In short, any police department in the country, regardless of size
or resources, now has access to state-of-the-art training as well as
multiple investigative and victim assistance resources to help them
combat identity crime.

As part of a joint effort with the Department of Justice, the U.S.
Postal Inspection Service, and the Federal Trade Commission, as
well as the International Association of Chiefs of Police, we have
been hosting Identity Crime Training Seminars for law enforce-
ment officers. In the last year and a half, we have held such train-
ing seminars in Chicago, Dallas, Las Vegas, Des Moines, Iowa, and
Washington, DC. In the coming months, we have training seminars
scheduled in New York, the State of Washington, and Texas. These
training seminars are focused on providing local and State law en-
forcement officers with the tools and resources that they can imme-
diately put into use in their investigations of identity crime.

For law enforcement to properly prevent and combat identity
crime, steps must be taken to ensure that local, State, and Federal
agencies are addressing victim concerns in addition to actively in-
vestigating identity crime. All levels of law enforcement should
have access to the resources used to combat identity crime and to
assist victims in rectifying the damage inflicted. It is essential that
law enforcement recognize that identity crimes must be combatted
on all fronts, from the officer who receives a victim’s complaint, to
the detective or the Special Agent investigating an organized iden-
tity crime ring.

The U.S. Secret Service is prepared to assist this Committee in
protecting and assisting the people of the United States, with re-
spect to the prevention, identification, and prosecution of identity
criminals.

Mr. Chairman, that concludes my prepared remarks, and I will
be happy to answer any questions that you or the Members of the
Committee may have.

Chairman SHELBY. Thank you very much.

Mr. Beales, one of the outstanding issues in this debate is deter-
mining the actual scope of the identity theft problem. In a report
issued last year, the GAO indicated that, “It is difficult to fully or
accurately quantify the prevalence of identity theft. Nevertheless,
the prevalence and cost of identity theft seems to be increasing,
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according to the data we reviewed and the many officials of the
public and private sector entities we contacted.” Do you agree with
that sentiment? Is that an understatement?

Mr. BEALES. I think there is no question it is a serious problem.
I think there is also no question that we do not have a good fix
right now on exactly how big a problem it is.

We have been conducting a survey in a random sample of people
to try to find out how many victims there really are. We are in the
process of analyzing that data now and expect to be able to release
it at some point next month. And then we should have, I think for
the first time, a good, solid estimate of what really is the incidence
of identity theft.

Chairman SHELBY. Are you working, in that regard, with the
FBI, the Secret Service, and local people to get all that informa-
tion?

Mr. BEALES. On the survey, no. This was a consumer survey to
figure out how many people have been victims. It is akin to the vic-
tim surveys that are sometimes done in other criminal areas. And
that is what we are doing here.

Chairman SHELBY. What is the total number of staffers that you
have involved at the Federal Trade Commission in this effort? And
if identity theft is getting worse, as we all seem to believe, are you
dedicating more and more staff resources to this area? Or are you
standing pat or what?

Mr. BEALES. We have a somewhat unusual role in identity theft
because we do not have a direct enforcement role because it is a
criminal problem and we are not a criminal agency.

Where we have substantially increased resources is in handling
the calls. As the call volume has grown, then the resources that we
have to devote to it have grown correspondingly. And we have real-
ly made a significant increase in the resources that we have de-
voted to security enforcement to try to protect data that businesses
keep that could become the source of identity theft. So it is a law
enforcement effort that is really focused on preventing access to the
kinds of data that identity thieves need.

Chairman SHELBY. That is your role at the FTC?

Mr. BEALES. Yes, sir.

Chairman SHELBY. Mr. Caddigan, or Special Agent Caddigan, ex-
cuse me, what is your view as to the level of sophistication of iden-
tity thieves and identity theft practices? In other words, is there
any indication that the thieves are becoming more organized? I
know a lot of them are very sophisticated.

Mr. CADDIGAN. Yes, sir, they have. I think a simple analogy
would be: I do not need to go to the business to rob it anymore,
I do not need to be in the same town, I do not need to be in the
same State, and, quite frankly, I do not need to be in the same
country.

So when you look at it, that the access to the information that
makes up the predicate offenses of identity crime can be obtained
globally, they move globally——

Chairman SHELBY. They can rob without a gun.

Mr. CADDIGAN. That is correct, sir. And the anonymity that the
access to the Internet provides makes the enforcement effort that
much more difficult.
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We do see an increase in organized groups, for example, gang-
related. We do see typical street crimes that would have been com-
mitted by groups that are now using a computer or the Internet or
access to the Internet to get the same kind of profit return.

Chairman SHELBY. Are the identity thieves generally sophisti-
cated enough to determine weaknesses in the system, in other
words, do the thieves evolve?

Mr. CADDIGAN. They do evolve, sir. We find that the organized
hacking groups that hack systems, whether it be business, public,
or private, they hack for the thrill of the hacking. It is a personal
challenge. But the rewards are the database files that they can get
out of a business or an enterprise that are readily sellable on the
Internet market.

Chairman SHELBY. Kind of high value to the thieves.

Mr. CADDIGAN. Yes, sir.

Chairman SHELBY. Help us understand what an identity thief
could do, for example, if he or she obtained, a name, a Social Secu-
rity number, and a mother’s maiden name; the full contents of a
credit report. I know you can speak to all of it.

Mr. CADDIGAN. With that information, you can pretty much
have—well, assuming a good name that you have collected
Chairman SHELBY. You can ruin somebody, can’t you?

Mr. CADDIGAN. You can definitely ruin somebody, and there are
many case examples of where that has occurred.

Chairman SHELBY. How do thieves routinely go about obtaining
these pieces of information? I know that they do not all go to the
dumpster.

Mr. CADDIGAN. They all do not. That would be, obviously, the
low-tech aspect.

Chairman SHELBY. But some do.

Mr. CADDIGAN. The low-tech aspect are just thieves, and thieves
steal mail and information and anything they can get their hands
on. The higher-tech, then we get into the hacking groups that work
internationally, and there is a trade in the product. The end user
typically would buy—it is very simple to buy that information over
the Internet.

Chairman SHELBY. Are the older people in America, people like
me, 39 and older, are they generally a lot of the victims?

Mr. CADDIGAN. You know, I do not know that we find that to be
the case. I think the demographics

Chairman SHELBY. Cuts across everything?

Mr. CADDIGAN. Cuts across the whole spectrum.

Chairman SHELBY. With what you know about criminal activity,
do you have any ideas that you can share today about the steps
that all of us as consumers can take to protect ourselves? And, also,
how can the industry protect itself? Because, you know, we are
interested in both.

Mr. CADDIGAN. There is a tremendous need to identify you as a
consumer to a business, and that is readily recognized. So that in-
formation is necessary to affect trade.

Where you can safeguard yourself is simple things at home. If
you receive the preapproved credit applications in the mail, do not
just throw them in the trash. Shred them. Your bank statements,
shred them. That sounds a little drastic, but, again, the dumpster
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diving does occur. It not only occurs at your curb; but also it occurs
at the facilities that trash companies use and the dumps that they
go to. So the more you can safeguard the information at your level,
the better.

The other thing, be very wary of anyone that might call or reach
out to you, Internet, telephone, e-mail, or otherwise, asking for
your identifiers. If you have not solicited that information or that
service, you should not be giving anyone anything.

Also, be very wary of companies that use spam. We have many
examples on the Internet to where an Internet provider has been
victimized because someone has accessed their system, provided a
questionnaire under the head of that Internet provider, and people
readily give it thinking it is valid.

So there are a lot of good anecdotal data that the less you give
out, the better protected you are.

Chairman SHELBY. Thank you.

Senator Corzine.

Senator CORZINE. Thank you, Mr. Chairman.

I think the scope of questions that you raised are highly valuable
so that we understand the nature of the problem. But when we are
speaking about understanding it, one of the disciplines of financial
markets is the information that people have about their own infor-
mation that is involved in the system. That gets at a question that
I think was asked to Mr. Beales in the House Financial Services
Subcommittee. Do financial institutions have any requirement to
notify a consumer if there is a security breach? Is that a weakness
or a strength of our system?

Mr. BEALES. There is not at the present time, as far as I know,
a requirement to notify consumers if the information has been
breached. We think in many circumstances that notice to con-
sumers clearly makes sense.

There may be some circumstances where you are fairly sure
about how the information was lost, where there is not much of a
risk and not much benefit to notifying the consumer. But we think
in most cases certainly the best practice is to notify consumers
when the information has been compromised in a way that puts
them at risk.

Senator CORZINE. It is hard for me to imagine circumstances
where personal information is breached without authorization that
it would be a positive. Maybe it is a neutral, but I certainly can
imagine situations where breaching poses a risk and certainly lim-
its the individual’s ability to clean up their credit history.

Is there a voluntary program on the part of the credit reporting
agencies or credit-monitoring agencies, the Big Three, or any of the
financial institutions? Has there been a survey taken about how
much notification of consumers is actually taking place with regard
to breaches?

Mr. BEALES. We know of notification in a number of incidents.
We do not know systematically as to how frequently that happens
or what fraction of all incidents it occurs. It clearly happens in
many cases, but we do not know what fraction.

Senator CORZINE. And do you have any sense of the proportion
or the awareness or how quickly even in those instances where
institutions do notify, how quickly individuals know that so that
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damage is not done? This is, by the way, costly both to the industry
and to the individual, I presume, if someone has stolen an identity.
Is there any sense or timing with respect to how people become
aware? Since there is no requirement, I guess there is no deadline
on that process.

Mr. BEALES. No, and there is no systematic monitoring of how
long it takes. I think the big question is how long does it take to
discover the breach. In many cases, that is maybe the main deter-
minant of how much consumers are at risk is how much time went
by before the breach was discovered at all.

I think one thing that is really important in those circumstances
is for the financial institution or whoever it was that was the
source of the information to make contact with the credit bureau,
because that is in many ways the promptest way to get the infor-
mation into the right places, to give it directly to the credit bureau
that these accounts may have been compromised.

Senator CORZINE. So the primacy of the credit bureau to the indi-
vidual?

Mr. BEALES. What the individual has to do in order to reduce the
risk is to call the credit bureau, and by making contact with the
credit bureau in the first place, A, the credit bureau knows that
they are going to get a lot of calls and what is going on and can
be ready to handle that volume without being disrupted; and, B,
in some circumstances, the fraud alert can be placed quicker and
the risk reduced quicker rather than waiting for a letter to go to
the consumer and the consumer to respond to the letter and place
the fraud alert.

Senator CORZINE. They could do that simultaneously, I presume,
both the individual and the credit bureau.

Mr. BEALES. Sure. There is no reason for contacting a credit bu-
reau to delay a notice to the individual, but it is an important part
of the process.

Senator CORZINE. Access to credit reports—and I apologize for
running over here—conceptually, do you believe that this is an im-
portant element in being able to have an individual maintain cer-
tainty about their credit status and ability to manage their credit
profile in this complex but important and well-functioning system
in many ways?

Mr. BEALES. I think it is a critical part of the system, and the
way the system functions now with notice when there is an adverse
decision based on a credit report or when there is fraud, in either
of those circumstances the consumer is entitled to a free credit re-
port that will let them identify the problems and start the process
of correcting them. And I think that is a crucial component for
maintaining the accuracy of the data that is in credit reports.

Senator CORZINE. Thank you.

Chairman SHELBY. Senator Dole.

Senator DOLE. Mr. Beales, I would like to ask you about the affil-
iate-sharing preemption in the Act. In efforts to prevent identity
theft and to detect it, is this preemption helpful or does it harm
efforts?

Mr. BEALES. I think information sharing is really a key in the
fight against identity theft. I think it is important for the creditor
to know more about the real you than the thief knows, and that
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way the creditor can ask you a question that only the real you can
answer and the thief cannot answer.

Some of that information comes from affiliates, and some of it
may come from databases from outsiders, and some of it may come
from credit reporting agencies.

All of those sources are important to the overall sharing of infor-
mation that makes it possible to detect that the identity thief is,
in fact, a thief.

Senator DOLE. Let me just ask you the same question about the
prescreening preemption.

Mr. CADDIGAN. I think information

Senator DOLE. How do you see—go ahead.

Mr. CADDIGAN. I would concur with Mr. Beales. Anytime there
is information sharing that you can more quickly identify fraud or
the potential for fraud, the easier it is to eliminate the problem as
an individual. And I think as a total problem, the education and
information sharing is critical from the enforcement perspective.

Senator DOLE. What about the prescreening preemption?

Mr. BEALES. We do not think that, based on the data we have
seen, there are clearly instances where prescreening may lead to
identity theft in that particular case. In the data we have seen,
though, the overall losses to identity theft seem to be lower on
prescreened accounts than they are on just general applications for
credit. So, we do not think that prescreening in any systematic way
contributes to identity theft or contributes to the problem.

Senator DOLE. And with regard to the widely reported cases of
credit reports being stolen, I would like to ask both of you: Do you
think the problem is primarily due to a lack of security in the sys-
tem? Or is it just a cost of doing business, a fact of business in this
technological age? Which would you say is primarily responsible?

Mr. CADDIGAN. I think on the user end of the consumer informa-
tion. If you talk about the credit bureaus, speaking again from the
enforcement perspective, we have very sound relationships with
them, and we have worked extensively over the years. They take
great measures in safeguarding their information. So when a per-
son is violated, it is usually at the user end, and that is part of
the education process that I think not only law enforcement does,
but also I know the FTC does with businesses, is to teach them
better safeguards with regard to their IT systems that control ac-
cess to these credit reports.

There are many examples of someone who legitimately has
access to report files who, for whatever reason, left his computer
on when he walked away or granted access to others not knowing
that they then could have access. So there are safeguards that are
evolving, but we still find instances where they are not safe-
guarded.

Senator DOLE. Mr. Beales.

Mr. BEALES. Our safeguards rule that went into effect at the end
of May really views security as a process. It asks companies to
identify the risks they face and then look for the steps that they
can take to reduce those particular risks.

I think one thing that is clear about security, though, is that the
threats evolve, and that as you put in place a mechanism to deal
with the last problem, identity thieves and other thieves will try
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to find ways around that. So businesses need to be constantly alert
to adjust the precautions that they take in order to deal with new
and emerging threats and adjust their plans accordingly.

When we see a breach, and particularly if it is a credit bureau,
it is something we are very interested in as to whether there may
have been a law violation in that particular case or a violation of
our rule. We work with other law enforcement authorities and de-
termine, you know, who can best take appropriate action in any
particular case.

Senator DOLE. Agent Caddigan, could you just give us an idea of
the percentage of identity theft cases that are perpetrated from
outside the country over the Internet?

Mr. CADDIGAN. I don’t know that I can give an accurate percent-
age. I can say that we see more and more case examples of where
we have traced the origin of the crime to overseas sources, all four
corners. I cannot pick a country or a sector. But we do see a tre-
mendous rise in Internet hacking activity that leads us overseas.

Senator DOLE. Thank you. I believe that my time has expired,
Mr. Chairman.

Chairman SHELBY. Senator Sarbanes.

Senator SARBANES. Gentlemen, we are pleased to have you here.
I really want to get beyond where we are, telling about the problem
and how it is expanding and all that, and find out what we can do
about it. It seems to me the burden is on the two of you and your
respective agencies to give us a list of things. I am going to ask you
for that in a moment, but I want to run through some questions
with you first.

Do you think a consumer getting their credit report is helpful in
checking identity theft? Is that a helpful, preventive technique?

Mr. CADDIGAN. Yes, sir, I do.

Senator SARBANES. Some States now require that the consumer
get a free report, right?

Mr. CADDIGAN. Yes, sir.

Senator SARBANES. What would be the problem if the Federal
law required everyone would be able to get a free report if they re-
quested it?

Mr. CADDIGAN. From an enforcement perspective, I do not see a
problem.

Senator SARBANES. Wouldn’t that be a pretty common-sense
thing to do?

Mr. CADDIGAN. Correct.

Senator SARBANES. Now it puts a little extra burden on the agen-
cies, but it seems to me if we are going to be serious about doing
something like this, that is a common-sense thing to do. Georgia
actually, I think, is the one State that requires that you can get
two free reports in a year. In a number of other States, including
my own, you can get one every year. But we have left it to the
States to do it. They want preemption from State law on the Fed-
eral credit reporting which we are now considering. We need some
standards if we are going to preempt from the Federal level. It
seems to me an obvious standard, just as a starter, would be a free
credit report. Do you disagree with that?

Mr. CAaDDIGAN. I do not, no, sir.

Senator SARBANES. Mr. Beales.
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Mr. BEALES. The Commission has not taken a position on free
credit reports.

Senator SARBANES. Why not?

Mr. BEALES. The staff is continuing to analyze that and a variety
of other suggestions that——

Senator SARBANES. We are going to push the staff hard to get
some suggestions up here.

Now, let me ask another question——

Chairman SHELBY. Senator Sarbanes, our staff will not need to
be pushed.

Senator SARBANES. No, not our staff. Their staff.

Chairman SHELBY. That is what I meant.

[Laughter.]

Our staff will be helping us with the legislation.

Senator SARBANES. All right. Now some have suggested that the
practice of mailing out preapproved credit card solicitations may in-
crease the incidence of identity theft, and also sending out these
unsolicited credit card convenience checks. Does that increase the
risk of identity theft?

Mr. CADDIGAN. I think over the years we have seen a change in
those type of mailings, where it used to be basically an application
was sent to you completed, you signed it and sent it back. So the
mail theft or the dumpster diving or that type of activity made vul-
nerable to identity theft.

The later documents that we see, name and address, and the
focal point would be if you signed it and sent it back and changed
your address, that is an automatic decline. The product itself, if
handled appropriately at both ends, does not lead to potential iden-
tity crime. I think the misuse of it or the mishandling of it has po-
tential for identity crime.

Senator SARBANES. We are going to have to look at that because
we are sympathetic to expanding commerce and so forth and so on,
but it may be at some point this expansion opens up vulner-
abilities. And then you have to trade off the question between cur-
tailing the vulnerabilities and perhaps losing some expansion of
commerce.

Now, I know that is going to raise a problem to those who send
out these preapproved credit card solicitations or these unsolicited
credit card convenience checks. But we need to look at that and see
how much it is contributing to the problem, whether this is some-
thing that can be checked.

There is a notion here that any technique can be used to kind
of draw the consumer in, and then if they become a victim of iden-
tity theft, it is kind of, well, it is too bad for the consumer and
maybe some way we will catch up with it or somehow or other and
things will get corrected. But we may need to take steps up front
to reduce the exposure to the identity theft happening.

Now let me ask you this question. A May 2003 survey conducted
by the Harris Interactive Service Bureau of employees and man-
agers with access to sensitive customer information—this raises a
problem that I think is very difficult to deal with—shows that 66
percent say their coworkers, not hackers, pose the greatest risk to
consumer privacy. The Washington Post had an article, “Identity
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Theft More Often an Inside Job,” and they are raising the question
that it comes from insiders. What is your view of that?

Mr. CADDIGAN. I would agree wholeheartedly. The insider is the
greatest threat to business today. One of the things that the Secret
Service has undertaken over the last year, year and a half, is an
insider threat study. We have gone to businesses, we have gone to
financial institutions, we have gone to victims of that type activity
in order to determine whether we can develop indicators to try to
prevent that.

At the same time, we are working with those private sector en-
terprises and helping them design safeguards to their system that
can better secure against the insider threat. So, I would agree
wholeheartedly that that is a major problem in business today, the
safeguard of that personal information from business to business,
and there are no standards.

Senator SARBANES. Do you have proposals or suggestions that
you make to businesses of measures they could take to guard
against this. Is that right?

Mr. CADDIGAN. That is correct.

Senator SARBANES. And you seek their cooperation to do that on
a voluntary basis.

Mr. CADDIGAN. That is correct.

Senator SARBANES. Is that right?

Mr. CADDIGAN. Yes, sir.

Senator SARBANES. If the measures have been carefully vetted
and thought through, and if it is the judgment of law enforcement
and other objective people that these measures would be effective,
shI({)ulc(l) not thought be given to requiring that these measures be
taken?

Mr. BEALES. Senator, if the business is a financial institution,
under Gramm-Leach-Bliley there is a requirement that they take
security steps, either under FTC rules or under the corre-
sponding——

Senator SARBANES. Do you have rules that would implement
what Mr. Caddigan just told me he is trying to get them to do vol-
untarily on this issue?

Mr. BEALES. Our rule requires a process rather than specific ap-
proaches. The rule requires businesses to identify the risks they
face and take appropriate steps to reduce those risks. The risks are
different for different companies and in different circumstances.

Senator SARBANES. We have to get at this problem.

Mr. BEALES. I agree completely.

Senator SARBANES. We have to get at this problem. We cannot
continue to pussyfoot around with it. And there is an opportunity
here, as we shape this legislation, I think at least, to do something
about this identity theft—this is ruining the lives of a fair number
of people across the country. And it is a matter of growing concern
in the public’s mind.

You are on the battlefront. We need to hear from you. Let’s go
beyond the great divide and hear from you about things that you
think should be done, requirements that we can put into the law.
Otherwise, one of the pressures that will come up from the State
level and the consumers not to extend this legislation and the pre-
emption will be the argument that this issue is not being
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addressed, and if you would just let us get at it, we will take meas-
ures to deal with this.

Now if you want the national system—and there are economic
arguments for it that I recognize, then you have to give some
thought to some national standards that bring this problem under
control. And we need from you a list of possibilities. Maybe it is in
your dream world, you never thought it would be possible. All of
a sudden here you are, you have some Senators asking you to give
us the list.

So, Mr. Chairman, I hope they will go away from here today and
come back to us with some detailed suggestions in this regard.

Chairman SHELBY. Senator Sarbanes, I think you are absolutely
right. But I think rather than possible, I think it is probable.

Senator SARBANES. Yes.

Chairman SHELBY. Senator Miller, I am going to recognize you.
We would be interested in what Georgia does.

Senator MILLER. Senator Sarbanes has already stated it, and we
have had that for some time.

I think I am asking the same question Senator Sarbanes was
getting at, but I would phrase it this way. This is to Mr. Beales.
Do you think any new legislation is needed on identity theft, or can
it be handled with the current rules and regulations?

Mr. BEALES. The one piece of legislation that the Commission
has taken a position on is the penalty enhancements. I think that
would be appropriate and useful in attacking this problem.

We are looking, as I said, at a variety of possible proposals, and
we will come back at some point with a list of possibilities that we
think are good. But we are not ready to do that yet.

Senator MILLER. You are going to have to get in a hurry to get
in front of this Committee. You realize that, don’t you?

Mr. BEALES. Yes, sir.

[Laughter.]

We actually left people behind to work on it, sir.

Senator MILLER. That is all I have.

Chairman SHELBY. Senator Sarbanes.

Senator SARBANES. I just want to make one comment about the
penalty enhancement. The Commission has to get moving. The
penalty enhancement is important but it is not enough, and I know
there is—but I am reminded of John Coffee’s statement when we
were working on the securities issues, he is a Professor of Securi-
ties Law at Columbia University School of Law. And they asked
him, “What about all these penalty enhancements that the Con-
gress is doing?” He said, “Well, they are fine, but they need to do
other things, preventive things in terms of the system that prevent
it from happening in the first place.” The penalty enhancement, the
damage has been done. You are just coming along trying to punish
the person and create a deterrent, and there is a certain effect from
that, obviously. I do not deny, although Coffee told the story, that
in 18th Century London the penalty for pickpocketing was hanging.
That was the penalty. And, of course, the hangings were public in
the public square, and huge crowds would assemble to see the
hanging.

They caught this pickpocket, they tried him, they convicted him,
and they sentenced him to hanging. So the day of the hanging,
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thousands of people gathered to see the hanging of the pickpocket.
And working the crowd of thousands of people were hundreds of
pickpockets.

Chairman SHELBY. That is exactly right.

[Laughter.]

Senator SARBANES. So, I want to prevent it from happening in
the first place.

Chairman SHELBY. Senator Sarbanes, I think you are very much
on track, you and, I believe, people on both sides of the aisle here.

One or two of the main objects here in the renewal of this legisla-
tion or to make it permanent, one is preemption, second is affiliate
sharing. I agree with Senator Sarbanes. I think we would be dere-
lict in our duty if we did not address the consumer problems in this
bill, especially today, how to prevent and tighten up on identity
theft. And I believe this Committee has already sent a message on
both sides of the aisle that we are going to do this.

Mr. Beales, you mentioned the benefit of adverse action notices
in making consumers aware of problems with their credit reports
and possibly detecting identity theft. In light of the movement of
our credit system to an automated risk-based pricing system, do
consumers, all of us, still receive adverse action notices when there
is negative information on their credit report? Or do they simply
receive a counter-offer at a higher price of credit?

Mr. BEALES. In many instances, in the credit area, they receive
a counter-offer at a higher price. Under the law, if the consumer
accepts that counter-offer, there is no adverse action because the
FCRA definition is coupled to the definition under the Equal Credit
Opportunity Act. If the consumer rejects that counter-offer, then
there is adverse action and the adverse action notice goes.

Chairman SHELBY. Okay. Do adverse action notices still effec-
tively serve this purpose if creditors do not reject credit applicants
but simply offer them credit at a higher rate? In other words, how
would a consumer know to look at their credit report without the
adverse action notice? They would not know, would they?

Mr. BEALES. They would not know that that was the source of
the information that it was based on. I think that is right.

Chairman SHELBY. That is a flaw here, is it not?

Mr. BEALES. It is a concern.

Chairman SHELBY. Wait a minute. It is a concern. It is some-
thing that should be correct, isn’t it?

Mr. BEALES. Well, the difficulty—the balance of the adverse ac-
tion notices

Chairman SHELBY. We will deal with the difficulties. Just say is
it a concern, is it a concern, it is something that needs to be cor-
rected?

Mr. BEALES. It is a problem, but like all problems, it has costs
to fix it. And that is what the balance is.

Chairman SHELBY. We are not talking about that. We are talking
about trying to prevent identity theft, trying to protect the con-
sumer here. And you have been waffling here all morning.

Mr. BEALES. As I said, the Commission has not taken a position.
I think that there is—adverse action notices have narrowed as we
have moved to risk-based pricing. But, on the other hand, if you
give notices too widely and in too many circumstances, then it no
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longer—I mean, it becomes something that people ignore. The ad-
verse action notice, as it was originally envisioned, fit well in the
set of circumstances where consumers needed to pay attention to
the credit report and did not raise a lot of false alarms. I think how
to preserve that balance of doing both jobs is definitely an issue
and one that we are looking at.

Chairman SHELBY. Senator Sarbanes, do you have anything?

Senator SARBANES. I think Senator Bennett——

Chairman SHELBY. Senator Bennett, do you have any questions?

Senator SARBANES. I do not think he had a turn yet.

Senator BENNETT. Yes, my constituents come to see me, and im-
portant as you are, the voters in Utah who need to get their pic-
tures taken sometimes have a higher sense of urgency.

As I deal with this issue over time, I have a reaction that I would
like to share with you. First, let me say, going back to that first
hearing that we held in my Subcommittee some years ago, I am
very heartened at the progress that has been made. We were basi-
cally in this room looking at each other throwing up our hands and
saying, “What can we do?” And the hearing highlighted a whole
series of problems and very, very few, if any, strategies with which
to deal with the problem. So, I am heartened by the degree of in-
volvement both of the Secret Service and the FTC. We have come
a long way, and I think we should not lose sight of that fact.

There seems to me to be a very interesting paradox here. The
more information we can get in the hands of what I would call the
good guys—that is, people who want the information for legitimate
purposes, they want to improve their service to the customer, they
want to be more efficient in offering products that the customer
might use, and they use the information, therefore, for benign pur-
poses—the better off we are.

At the same time, the more information that we get in the hands
of a wider number of people, by definition, the more vulnerable we
are. And there is the paradox. We want affiliates sharing informa-
tion, your response to Senator Dole. We want people at a wide
range to have the information so they can check against each other
when something seems to be going wrong. And at the same time,
we do not want anybody to see this, for fear they might steal it.

And that, I think, is the challenge that is facing the Congress,
how to see to it that we take steps to prevent people from stealing
information, but do it in a way that does not harm the beneficial
effect of having this information in the hands of a fairly large num-
ber of good guys, people who will use it for benign purposes rather
than evil purposes. Is that a fair characterization of the challenge
we face here?

Mr. BEALES. I think it is. I think that is exactly the nature of
the problem. I believe the challenge is to try to control access in
a way that keeps information from getting to the bad guys but
makes as much information as possible available to the good guys.
There are inherent risks that remain of the information being
there, but if you hide the information, then you can pretend to be
anybody.

Senator BENNETT. So paradoxically, if I am understanding ex-
actly what you are saying, you could make identity theft easier if



97

you restricted too tightly the use of this information on the part of
the good guys?

Mr. BEALES. Yes, sir, I think that is right. In fact, one claim that
has been made to me in my discussions of this issue is that one
of the reasons for identity theft is that now you have to make up
a real person because the information sharing system means you
cannot just make up a name and an address because that will not
work. The information sharing system will let us tell that there is
no such person. So the name and address has to be a real some-
body in order to apply for credit under a false identity.

Senator BENNETT. In an attempted to block identity theft, it
seems to me the privacy advocates and the users of information are
really on the same side. That is, the people who use the informa-
tion to make marketing decisions and credit decisions do not want
the information to leak because that will destroy their opportunity
to serve a customer whom they hope will become a repeat cus-
tomer. And the privacy advocates also do not want the information
to leak.

I make that point because I feel, at least in the press, which
loves to create controversy, the standard of the schools of jour-
nalism is you fight about it, we will write about it. And if you are
not fighting, I have discovered since I got into politics, they will
precipitate the fight and create antagonisms that they can write
about even if those antagonisms do not exist.

So in the press, there is an antagonism between the business
community that says we need this information, and the privacy ad-
vocates who say no it is bad if you get that information. In fact,
the real alliance should be the business committee and the privacy
people together saying it is good for there to be a widespread back-
ground of information, as long as it is protected properly. Because
if there is a leak, that reservoir of data becomes very helpful in re-
constructing the real identity of the individual and fighting the evil
effects of having that leak out there.

Once again, i1s that a fair summary of what the real world is or
am I reaching too hard for something?

Mr. BEALES. No, I think there should be some commonality on
the identity theft issues of looking for sensible restrictions to pre-
vent access by the wrong people. Identity theft is a problem that
happens where information is used for ways that nobody ever con-
templated, nobody ever intended, where in a great many instances
the information is simply stolen and it is in everybody’s interest to
try to control that problem.

Senator BENNETT. Thank you, Mr. Chairman.

Chairman SHELBY. Senator Sarbanes, any questions?

Senator SARBANES. I do not, but I want to follow up on what Sen-
ator Bennett has said, the line he has just been pursuing, because
I have some concern about it and I do it with reference to Mr.
Caddigan’s statement. You say, “The burgeoning use of the Inter-
net and advanced technology, coupled with increased investment
and expansion, has intensified competition within the financial sec-
tor. With lower costs of information-processing, legitimate compa-
nies have found it profitable to specialize in data mining, data
warehousing, and information brokerage. Information collection
has become a common by-product of newly emerging e-commerce.”
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Only you go on to say, “This has led to a new measure of growth
within the direct marketing industry that promotes the buying and
selling of personal information. In today’s market, consumers rou-
tinely provide personal and financial identifiers to companies en-
gaged in business on the Internet. They may not realize that the
information they provide in credit card applications, loan applica-
tions, or with merchants they patronize are valuable commodities
in this new age of information trading. Consumers may be even
less aware of the illegitimate uses to which this information can be
put. This wealth of available personal information creates a target-
rich environment for today’s sophisticated criminals, many of whom
are organized and operate across international borders.”

One of the questions, it seems to me, we have to face is whether
this information gathering and warehousing and databanks that
are created for marketing strategies are extending or enhancing
the availability of information which opens it up even more to iden-
tity theft. That is a purpose that is probably beyond the consumers
horizon of why he or she is providing the information in the first-
place, and goes beyond the purpose they sought to achieve.

I am with Senator Bennett up to a point. In other words, you are
providing this information. You need checks on it and so forth, and
you provide it in order to let us say get a credit card. And then you
use the credit card. The question is whether that information is
taken and merchandised for other purposes and whether the mer-
chandising of it for other purposes creates a vulnerability which
can then be exploited for identity theft. Whereas if it had been
more limited, although you need the exchange of information with-
in the limitation, but if it had been more limited, you would not
have had the same exposure. Do you see the question I am asking?

Mr. CADDIGAN. Yes, sir, I do and I agree wholeheartedly. I think
the information, when it is used in a check and balance situation,
actually does prevent fraud. The institutions that work in this
arena can site example and statistics to that effect. I think once
that information is passed on again, every time it is resent or re-
provided, you increase the risk of identity theft greatly.

So from a law-enforcement perspective, I concur exactly. The di-
viding line is the issue. Where should it be used and where is it
marketed to where it becomes vulnerable, accessible to organized
groups, and thus causes a problem.

Senator SARBANES. Thank you, Mr. Chairman.

Chairman SHELBY. Senator Dole, do you have other questions?

Senator DOLE. No.

Senator BENNETT. Mr. Chairman, can I follow up with just one
quick question?

Chairman SHELBY. Yes, Senator Bennett.

Senator BENNETT. I will not prolong this. As I hear your answer,
Mr. Caddigan, I just in my own mind, just to get it on the record,
see a difference between selling the information to some outside
group whose purposes you really do not understand or know any-
thing about, and using the information within your own organiza-
tion. We are back to Senator Dole’s question about an affiliate
sharing. Would you agree that there is a difference between shar-
ing that information within the umbrella of say a large financial
services organization, from one affiliate to the other? That that



99

would be a lesser degree of vulnerability than say selling it to
somebody whose business purposes you really do not understand?

Mr. CADDIGAN. Yes, sir, I would agree with that.

Chairman SHELBY. Senator Sarbanes.

Senator SARBANES. Let me just continue here for a moment. It
was noted here at one hearing that Citicorp has hundreds of affili-
ates, just to leave that point with you, hundreds, maybe thousands.

Chairman SHELBY. Several thousand.

Senator SARBANES. Was it several thousand affiliates of Citicorp?

Chairman SHELBY. Yes.

Senator SARBANES. Thank you.

Chairman SHELBY. Senator Miller.

Senator MILLER. No questions.

Chairman SHELBY. Thank you, gentlemen, for your appearance
today. We appreciate you testifying.

Senator SARBANES. Mr. Beales, we are going to keep after the
FTC here. I don’t know. You keep telling us they have not decided,
they have not decided. They have to start deciding pretty soon.

Chairman SHELBY. They are going to be behind the Committee.

Senator SARBANES. That is a sorry state of affairs.

Chairman SHELBY. Thank you.

Our second panel will be composed of Michael D. Cunningham,
Senior Vice President, Chase Cardmember Services; Captain John
M. Harrison, U.S. Army Retired, consumer witness; Stuart K.
Pratt, President and CEO, Consumer Data Industry Association;
Linda Foley, Executive Director, Identity Theft Resource Center;
William Hough, Vice President of Credit Services, The Neiman
Marcus Group; and Michael W. Naylor, Director of Advocacy,
AARP.

We appreciate all of you appearing here today, if you will take
your seats as soon as you can.

In the meantime, I will announce again that your written state-
ments, which will be made a part of the record in their entirety
without objection, and these hearings are well attended, as you
know, and very interesting. There are a lot of consequences, so you
see the interest here.

If you could sum up, just briefly, your top points because we have
your written testimony, as I have just indicated, we would appre-
ciate it in the interest of time.

Mr. Cunningham, we will start with you.

STATEMENT OF MICHAEL D. CUNNINGHAM
SENIOR VICE PRESIDENT, CREDIT AND FRAUD OPERATIONS
CHASE CARDMEMBER SERVICES

Mr. CUNNINGHAM. Thank you, Mr. Chairman, Members of the
Committee. My name is Michael D. Cunningham and on behalf of
J.P. Morgan Chase & Co., we greatly appreciate this opportunity
to appear before the Committee and share our experience with the
issue of identity theft. I ask that my written statement be placed
in the record.

Chairman SHELBY. It has been.

Mr. CUNNINGHAM. I serve as the Senior Vice President for Credit
and Fraud Operations for Chase Cardmember Services. Protecting
our customers from identity theft and fraud is a major priority for
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our company. We utilize both leading-edge technology and hands-
on intervention by over 750 specially trained Chase employees. And
we detect over 70 percent of all fraud before the customer even
knows it has occurred, and we continue to improve on that number
every year.

While identity theft and what we call credit card fraud both con-
stitute fraud, we would like to distinguish the two for policy pur-
poses. We place identity theft into two basic categories: Fraudulent
applications and account takeovers. Together these types of iden-
tity theft account for 4 percent of our total fraud cases.

Fraudulent applications constitute 3 percent of our total fraud
cases. This involves the unlawful acquisition and use of another
person’s identifying information to obtain credit, or the use of that
information to create a fictitious identity to establish an account.

This requires that the perpetrator possess a great deal of de-
tailed information about a person and their credit history. This is
why more than 40 percent of the identity theft cases that we see
are committed by someone familiar to the victim, frequently a fam-
ily member or someone in a position of intimacy or trust.

Account takeovers constitute 1 percent of our total fraud cases.
This occurs when someone unlawfully uses another persons’s iden-
tifying information to take ownership of an existing account. This
would typically occur by making an unauthorized change of address
followed by a request for what we call a new product, such as a
card, a check, or a PIN number.

Non-identity theft fraud constitutes the other 96 percent of our
total fraud cases. This type of fraud would include such events as
lost or stolen cards, intercepted cards in the mail, or counterfeited
cards.

During the course of the debate on identity theft and fraud, crit-
ics have alleged that the process known as prescreening is some-
how a major contributor to identity theft and other types of fraud.
This is not the case. In fact, prescreening is a major underwriting
tool that accomplishes just the opposite.

Prescreened offers have a very low incidence of fraud, especially
when compared with other forms of new account generation. At
Chase, we have 17 million active accounts. During 2002, pre-
screened accounts subject to identity theft involved approximately
600 accounts. Total fraud cases of all types in 2002 numbered
about 75,000, which includes the 600 prescreening cases I just
mentioned. Last year, prescreening resulted in 1.6 million new ac-
counts to us out of a total of 4 million new accounts, or about 40
percent of all of our new accounts.

Why do prescreened cards result in less identity theft? Pre-
screened offers of credit come from a pool of consumers selected
from credit bureau files that have already undergone a verification
process. Prescreened credit card offers do not contain any personal
information other than name and address, and contain none of the
other personal information necessary to apply for credit. Identity
thieves do not find prescreened offers of credit very useful because
even if they intercept one, they have to submit a change of address,
which under our system would trigger an alert and subsequent
analysis.
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Finally, Mr. Chairman, we recognize that consumers may need
help once they learn of the identity theft or fraud. Once a problem
is identified, this sets in motion a series of consumer education and
assistance as detailed in the two appendices in my written state-
ment. And I also have with me a list of recommendations that we
take great pride in. This is an identity theft kit that we mail to
all consumers as well as customers that we determined are victims
of identity theft.

Also in the written statement is a list of recommendations to
assist in combating identity theft and assisting victims.

Thank you for considering our views on this issue, and I look for-
ward to your questions.

Chairman SHELBY. Captain Harrison.

STATEMENT OF JOHN M. HARRISON
CAPTAIN, U.S. ARMY (RETIRED)
ROCKY HILL, CONNECTICUT

Mr. HARRISON. Thank you very much.

Mr. Chairman, Ranking Member Sarbanes, and Members of the
Committee, I appreciate this opportunity to appear before you this
morning to talk about my experiences as an identity theft victim.
My name is John Harrison. I am 42 years old, a retired U.S. Army
Captain, and I have resided in Rocky Hill, Connecticut, since my
retirement in December 1999. I was, until recently, employed as a
corrugated salesperson in Connecticut.

My introduction to the crime of identity theft began on November
5, 2001. That is the day I learned that someone had stolen my
identity and had already used my name and Social Security num-
ber to open numerous accounts.

I immediately began taking those steps recommended by the
FTC. On December 12, 2001, Jerry Wayne Phillips was arrested in
Burke County, North Carolina. He was indicted on Federal charges
in Texas. He pled guilty to one count of identity theft, and is cur-
rently serving 41 months in a Federal prison in Minnesota.

What I learned after that was that Jerry Wayne Phillips had
gained control of my identity when Army officials at Fort Bragg,
North Carolina, issued him an active duty military identity card in
my name and Social Security number. That happened about a year-
and-a-half after my retirement. With that identity, and at the time
I had very good credit, he was able to open what I have discovered
was $260,000 worth of accounts. There are 61 of them at this point
that were opened in my name.

They are accounts of all different types. There are personal and
auto loans, regular credit accounts with credit card companies, and
also stores, checking and savings accounts, and utility accounts. He
bought two trucks through Ford Credit for $85,000. He bought a
motorcycle from Harley-Davidson for $25,000. He rented a house in
Virginia and bought a time-share in Hilton Head, South Carolina.

It has been 20 months since I found out I was a victim.

Chairman SHELBY. How did you find out?

Mr. HARRISON. I was called by a police officer in Beaumont,
Texas, who was investigating the Harley-Davidson motorcycle for
Harley-Davidson. He tracked me down through my credit reports
and he could already tell that I was a victim of identity theft.
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And when he called me, he told me and he set me on the right
track. He sent me to the FTC’s webpage, told me to contact the re-
positories, and he was the one that got me started on the track to
recovery.

As I said, it has been 20 months since I found out about it. My
imposter has been in jail 19 of those months, and there have been
no new accounts opened since he was incarcerated. So everything
that I am dealing with still, to this day, are accounts that were
opened between July and December 2001. I still have new accounts
coming in. The latest was May, last month. I had a new account
that I learned of.

From the first day, I have been very aggressive about restoring
the damage done in my name. I have sought out the fraudulent ac-
counts, and in most cases I have gotten hold of them before they
were able to get hold of me. I have encountered a great many dif-
ficulties. Two of the repositories have done what I consider to be
a fair job in assisting me and allowing me to dispute the accounts
with them. One of them, Equifax, quite frankly, almost failed to
meet any of the requirements of the Fair Credit Reporting Act. It
took me 11 months and three dispute letters to get my second re-
port from the Equifax. And when I did get that report, it was a dif-
ferent report to what they were sending out to all my creditors.
There are fraudulent accounts on both reports and there are good
accounts on both reports. Some are the same and some are dif-
ferent. So, I cannot even begin to dispute accounts until I get the
report that has the accounts on it. That has been a difficulty.

Senator SARBANES. I want to be clear. You asked for your credit
report and they sent you a report that differed from the credit
report they were sending to your creditors?

Mr. HARRISON. Completely different, yes, sir.

I had an inkling of that because I had been declined credit from
my bank. I was getting married and I was trying to get a home eq-
uity loan, and I declined was I called my bank and the loan officer
talked to me about some of the accounts that were on the report.
And I was like I am not seeing those. I thought those accounts
were gone. But it turned out that there was a second report that
they have that was different from the one that I had.

Chairman SHELBY. But they did not share that with you?

Mr. HARRISON. No, sir. I have since gotten it. Actually, I was
able to get it because one of the things that happens when an im-
poster steals your identity and starts using different addresses and
different birth dates, is all that information on your credit reports
changes, because the creditors are the ones who control your per-
sonal information, not you.

So because all that information was different, I look like the
fraudster to Equifax. When I was asking for my credit report, I was
asking for it from Connecticut. What was on my credit report at
the time was an address in North Carolina or South Carolina. He
used 17 different addresses, all of them made it through my credit
reports at one time or another. There was six different phone num-
bers. And like I said, even my date of birth changed on the per-
sonal information on my credit report.

I did want to mention the emotional impact. The emotional im-
pact from identity theft is embarrassing to me because I have
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always been a very strong person. The 20 years that I spent in the
military, it was always noted that I was a person that worked bet-
ter under stress. But what you go through as a victim in trying to
clear this up, I mean the repetitiveness of telling companies over
and over again, explaining your story, sending out all your docu-
mentation, having accounts come back. It would drive anybody
nuts. It really will.

In my particular case, about 11 months into this, in September,
I started having some anxiety problems and sleeping problems. So,
I went to my doctor and I got some medicine. And that seemed to
help me out for a few months.

In January 2003, I had a lot of bad things happen. Besides the
identity theft, I had the military trying to garnish my retirement
pay because of one of the debts. And at the same time, I had my
own credit card companies taking adverse actions against me be-
cause of what was in my credit reports. I guess it just overwhelmed
me and it became a real distraction for work. I went to my boss,
explained it to him. I started doing therapy. The doctor told me I
had Post Traumatic Stress Disorder because my flight or fight got
stuck on fight, which made a lot of sense to me because that is
pretty much the way I felt, like fighting everything. That eventu-
ally led to my termination in April. I was fired from my job. I was
a salesperson. Identity theft almost conflicts 100 percent with our
job as a salesperson because you have to make phone calls, you
have to write letters. You have to deal with rejection. And it was
affecting my performance and I think my bosses felt they had to
let me go because of it.

I have two recommendations that I have made in my written
statement and I would like to bring those up. Especially now, since
I was listening to Mr. Beales and what he was talking about with
the information sharing.

The thing that I would say, one of my recommendations is, if I
want to order my credit report I have to provide my name, my date
of birth, my Social Security number, my current address, my pre-
vious address. And if that is not enough, if there may be a problem,
then they start going through accounts on me and I have to verify
some of the accounts that are on my credit report. That is what I
have to do. What a creditor has to do is give the Social Security
number of the person that is standing in front of them. The infor-
mation, there is information there for them to use, they just are
not using it.

They have an application and obviously they have asked this per-
son to give their address and their telephone number, their date of
birth. But all they are doing is putting in a Social Security number
and they are getting back a FICO score, probably in a lot of cases
not even the credit report to see the fraud alert. They are just see-
ing a high number and they are making a deal.

I really think that if creditors were held to the same standards
we were, if they had to input four or five different pieces of per-
sonal information into the credit bureaus, and if that information
was wrong they got the same message I would get, that we cannot
identify this person and you are not going to see the credit file,
everything in my situation would not have happened.
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The person did not know where I lived. He did not know how old
I was. He did not know anything about me. He just had my name
and Social Security number and a military identity card. So that
would have prevented all of my situation.

The second recommendation that I made in my written state-
ment, and I am not doing this to get back at the credit bureaus,
but I think that it is a good idea if the credit bureaus were rated
for their proficiency, especially when it comes to accuracy of credit
reports.

My personal opinion is that the credit bureaus, while publicly
they say identity theft is a bad thing, I think they are making a
lot of money. In my situation alone there are over 100 inquiries on
my credit reports from these fraudulent accounts. It is money they
would not have made if someone had not stolen my identity.

Also, the credit monitoring systems, as identity theft gets more
and more out there, I do not think that there is a lot of monetary
incentive to be aggressive about fixing this problem. If there was
a rating system that was released, I think that accurate credit re-
ports are as important to the creditors and soon to be insurance
companies. And I think that the competition would help the indus-
try repair itself.

Chairman SHELBY. Thank you.

Mr. Pratt.

STATEMENT OF STUART K. PRATT
PRESIDENT AND CHIEF EXECUTIVE OFFICER
CONSUMER DATA INDUSTRY ASSOCIATION

Mr. PRATT. Chairman Shelby, Senator Sarbanes, Members of the
Committee, thank you very much for this opportunity to appear be-
fore you today. For the record, I am Stuart Pratt, President and
CEO of the Consumer Data Industry Association. And we commend
you all for holding this hearing on the crime of identity theft and
its relationship to the Fair Credit Reporting Act.

Identity theft is an equal opportunity crime that can affect any
of us individually. This crime is particularly invasive where con-
sumers, consumer reporting agencies, and creditors are all tasked
with untangling the snarl of fraudulent accounts and information
that results from the criminal’s actions. This task can be frus-
trating, and as we have heard, time consuming for all concerned.

The Committee has asked us to comment on the crime itself and
on its relationship to the FCRA. In this regard, let me focus briefly
on three points: The first of which is the FCRA does provide the
basic framework of rights and duties that consumers need in order
to be able to work with their credit histories, in order to have con-
fidence in the credit reporting system, in order to ensure the data
is accurate, and so on.

Second, our members have been at the forefront, however, of ef-
forts to understand the nature of the crime, and have established
a range of victim assistance procedures, which go beyond the re-
quirements of any law because there does need to be some customi-
zation, some tailoring of procedures for victims of identity theft
that are different than what you or I might go through as an aver-
age consumer.
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Third, consumer education remains, I think, a mainstay, some-
thing that is essential in dealing with identity theft. It is not the
silver bullet that stops the crime, but it is essential in terms of how
we as consumers both try to prevent the crime from occurring in
the first place, and it is also obviously very important to how we
as victims would then deal with the crime subsequent to being
made aware of the fact that you are, in fact, a victim.

The FCRA is, as I said, an essential framework. It provides, for
example, that consumers are made aware of the fact that their in-
formation was used in an adverse decision. This, in many cases,
will allow the consumer to then call the toll-free number, order a
copy of their file free of charge, work their way through the proc-
ess. And in a large percentage of cases this is easily done, this is
quickly done, and this is done within the prescriptive 30-day period
that the FCRA establishes for consumer reporting agencies.

That is our task, our mission. And that is what we have to do
under the law when it comes to resolving a consumer’s dispute.

Consumers obviously expect their information to be accurate. We
are tasked with that chore, not only because of what consumers ex-
pect, and that is important to us, but also because that is what our
customers expect. They expect accurate information. In fact, the
law itself expects us to be accurate and we must employ reasonable
procedures to assure the maximum possible accuracy in the file.

Consumers, when they do dispute information on the file, obvi-
ously expect to be notified of the results of the reinvestigation.
They expect to have that opportunity to comment further on the re-
sults of that reinvestigation. And those are rights that they have
under the law today.

We think that framework is in place. I think the goal here today,
certainly for us, is to continue that process of discussing how this
framework works for victims of identity theft. And to provide a
little more context for that, let me just talk about some of the ini-
tiatives that we have undertaken, because there certainly are in-
stances where the basic framework is not sufficient. Identity theft
is a longitudinal crime that occurs over a period of time. It is quite
a bit different than burglary or other forms of crimes where I walk
up and I see the empty parking lot, so I know my car is gone. Or
I walk up to my home and I can see my home is burglarized.

So, we have standardized security alerts to make sure that down-
stream crime does not occur when an alert is on your file. And we
have standardized the three steps we take for consumers when
they contact us initially.

This year we announced a single call point of entry, so a con-
sumer has an easier time of notifying all consumer reporting agen-
cies. The one phone call to any one of the national agencies results
in that same data being transferred to all of the consumer report-
ing agencies. Each agency takes the first three steps for that con-
sumer getting the file disclosure to the consumer, opting them out
of prescreened offers of credit, putting an alert on the file for the
consumer.

We have also used police reports to try to expedite removal of in-
formation from credit reports and we do think that is an essential
step for consumers. They want information off the file quickly.



106

They would like to have it done once and for all, I am sure the first
time through, no doubt about it.

My time is running out, and what I would like to do is

Chairman SHELBY. I will not let your time run out yet, but Mr.
Harrison brought up some very serious questions that he experi-
enced himself. I was out of the room for a minute. Can you address
those questions?

Mr. PRATT. Yes, sir, I would be happy to.

Chairman SHELBY. He went through a horrible experience.

Mr. PraTT. What I will have to do, Mr. Chairman, is of course,
I suspect, talk with Mr. Harrison a little bit more to learn more
about the details.

What I have heard is that the creditor had different information
than the information that he had in his hands through the file dis-
closure. I have to better understand what that means, or what the
circumstances were around that.

Here is what the law says, and here is what should have hap-
pened. The law says we are obligated to disclose all information
about that consumer at the time the consumer makes the request.
That was actually an amendment to the law in 1996, to make it
absolutely clear that we must disclose everything so that Mr. Har-
rison does, in fact, have the same information that a lender would
have, so that Mr. Harrison would understand precisely what was
in the file and the lender would have the very same information.

So, I cannot explain it further than that, but that is what the
law requires. That is what the law always requires, and it makes
sense to all of us in the industry that that is what the law should
require.

In terms of the experiences he has had individually, I have two
reactions to it. I took a lot of notes, because every time I come to
a hearing and hear about an experience, or spend time visiting
with Linda or others, we do learn sometimes about practices that
are not perfect in our industry. One, industries are big and some-
times they do not get it right with every single consumer.

I do believe Mr. Harrison’s experience is the aberration rather
than the norm because of the incredible effective criminal that per-
petrated the crime against him. This is not as common in identity
theft. But where it does occur, it does take more time, it is more
frustrating, it is harder to pull it all back.

Lenders certainly have the same challenge that we have and, of
course, concurrent with servicing the consumer who is a victim, we
have to make sure that we are not closing down accounts that are
not otherwise valid accounts, because a consumer just did not want
to pay a bill. So it is a wheat and chaff process. You are trying to
make sure you deal effectively with every legitimate claim, and at
the same time try to deal effectively with the illegitimate claims.

Thirty-five percent of the consumer relations process that we
deal with through credit bureaus today is tied to something called
credit repair. Credit repair is the process by which a consumer is
either advised or somebody on their behalf simply disputes every
item of information in the file that they would like to have re-
moved. They do this, in some cases, every 15 days in order to try
to beat down an accurate credit report.




107

And so one of our challenges is to try to make sure that we are
always identifying Mr. Harrison properly, and at the same time
trying to identify where we have a circumstance that might be
credit repair related.

It is not an excuse. I want you to understand the dynamic

Chairman SHELBY. But you are not there yet. You have not
solved all that, have you?

Mr. PRATT. We have not solved all of those problems, no, sir. We
are progressively, when you look at our testimony, we have out-
lined a whole series of steps we have taken which I think indicate
that we recognize that you cannot look at your law and say well,
the law said this and so we are done. That is it. We are finished
with this. Our job is done if we did it the way the law required.

We found a lot of things that we needed to change over time, the
most recent of which is this one-call service because consumers
said I do not even know necessarily what all the credit bureaus are
that are out there. It would sure be nice if I could just call one and
know that everybody does the same thing for me. So that was a
new service that we launched for consumers who are victims of
identity theft at the beginning of this year.

Is that the final word? No, sir, I suspect that is not the final
word. That is the best word I can give you right now, in terms of
where we are.

If I could just outline some things that I think would help us, one
of which is the FTC needs the support to continue developing the
sentinel system. Law enforcement uses the sentinel system to in-
vestigate and to bring together those cases that can then be worked
at the local, municipal, and the State levels by enforcement agen-
cies at those levels. The sentinel system is a compilation of data
about identity theft crimes from all over the country. So the FTC
needs that support, and we believe very strongly that is an essen-
tial ongoing element.

I think the FTC needs to receive a lot of support in terms of con-
tinuing to educate consumers. Mr. Harrison received information
that I hope was helpful to him. Obviously, it was not helpful
enough to solve the entirety of the problem for him, but it was
hopefully a good enough stopping-off point.

Groups like Ms. Foley’s certainly cannot always address every-
thing in the marketplace on their own, and the FTC does a great
job of educating consumers.

We need to work toward resolving the multi-jurisdictional prob-
lems we have with this crime. We cannot get consumers to get
police reports everywhere in this country. If we could, we could ex-
pedite a lot of data removal from files because we could use the po-
lice report to remove data from files today. That is our initiative
today. That is our voluntary standard today.

We would like to get the fraudulent data off the file once and for
all. We would like to get it off just as much as the consumer does,
and candidly just as much as our lending customers would, as well,
so they are making good lending decisions and they are saying yes
rather than no.

And we would like to ensure that there are national standards
for our reinvestigation processes. It is one of those provisions of the
uniform standards that we are now discussing here in the larger
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context. We believe that those national standards do help us to
build databases and build systems that allow us to effectively serve
the consumer wherever they are in the country.
With that, I will close my remarks. Thank you, Mr. Chairman.
Chairman SHELBY. Ms. Foley.

STATEMENT OF LINDA FOLEY
EXECUTIVE DIRECTOR
IDENTITY THEFT RESOURCE CENTER

Ms. FOLEY. Thank you very much, Mr. Chairman. My name is
Linda Foley, and I am the Founder and Executive Director of the
Identity Theft Resource Center. We are a nonprofit, national-based
organization. We work with a national clientele and are based in
San Diego.

Sitting behind me, and you might have seen him passing me a
couple of notes already, is our Co-Executive Director, Jay Foley,
who also happens to be my husband.

I found out about identity theft when I became the victim of
identity theft. In the last few years, our program has grown, unfor-
tunately, due to experiences like John Harrison. And through
learning from John Harrison and many, many other victims of
identity theft. This chair is actually filled with the 700,000 victims
of identity theft this year that we abstractly represent, that is the
number we use—so we have learned a lot about this crime.

I have provided testimony for the Members. I am not going to re-
peat any of it. I trust you will all read it when you have time. What
I would like to address is some of the things that I have been hear-
ing today.

If anyone in this room thinks they are immune to identity theft,
especially any of the Senators, let me please point out that you
have a book downstairs in the gift shop called the Capitol Guide.
It is a little long book—you even get a $5 phone card in it now—
which lists your birth date and your place of birth. Depending on
whether you have an open or closed access State, I could get your
birth certificate without much effort. From that it is a hop to call-
ing the Social Security Administration and getting your Social Se-
curity number. Basically, they ask a few questions based on your
birth certificate information. I now have your Social Security num-
ber. With this I now have access to your credit and to your lives.
I can open up credit cards in your names. I happen to know what
States you are from. It probably would not take much effort to find
out an address. With that I can also commit criminal identity theft
in your name.

No one is immune from identity theft from birth, since we now
give Social Security numbers to infants, to beyond death.

In our testimony you will find 20 case histories from our records
that I have itemized, including cases of child identity theft. It in-
cludes a 6-year-old who owes over $60,000, including almost $5,000
in child arrears to himself, by the way, and has three DUI’s. He
cannot even see over the steering wheel yet. Daddy dearest is an
illegal immigrant who, now divorced from his American wife, must
use his child’s identity in order to somehow figure out a way to
stay legally here in the United States.
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Last year you all probably read in the New Jersey Star Ledger,
the article of the woman who was contacted by an insurance com-
pany. They wanted information about her husband’s auto accident.
Interesting. Her husband had died 10 months earlier on September
11, on the 80th floor.

Those are some of the more poignant stories.

One of the remarks made today is that John is not the norm. We
get about 40,000 visitors to our website per month. Those are num-
bers of people who come and read information, gather information,
and hopefully have enough to go on and work on their own. ITRC
gets about 100 to 150 telephone calls or e-mail letters each week
from people like John who we call extreme cases.

His is typical of our extreme cases. This is not an aberration. In
fact, we have cases much worse than John’s, unfortunately, that we
deal with.

Family identity. Senator Dole, you mentioned that, 40 percent
are family oriented. Those are the ones I get. No one in the office
wants to take them because they have to deal with, “what do I do?”
Do I turn my mother over to the police? Would I be a bad child
to do that? Am I a bad daughter? Am I a bad parent if I turn my
child over to the police? How do I deal with this within the family?
How do I convince the credit reporting agencies? How do I convince
credit issuers I did not open up these accounts if I am not willing
to file a police report?

We have a problem in that in many jurisdictions throughout the
United States, the police are still reluctant to take police reports.
California has a law, Penal Code 530.6, which says that a police
report must be taken in the jurisdiction where the victim lives.
That is not true in many cases, and these victims get bounced from
place to place. They live in Alabama and the crime is occurring in
Kentucky. Who is going to take the police report? Alabama is not
going to send someone to go investigate.

And I will go back to one other thing. A lot of times victims need
these police reports to help clear up the credit issue. The reality
is when I speak with victims, I am trying to explain to them you
may never see an arrest out of this case. In fact, very few are.

We have talked about penalties several times. Increasing pen-
alties is important, but we are basically increasing penalties for all
those people who are never arrested, which could be in excess of
90 percent.

Chairman SHELBY. Ms. Foley, the question Senator Sarbanes has
proposed, how do we prevent it, right?

Ms. FoLEY. Correct.

Chairman SHELBY. How do we tighten down on it?

Ms. FoLEY. I think it comes down to three areas. We need to stop
letting criminals get information by better business handling. I just
finished writing a book on that and we are talking about it with
businesses. Not everything needs to be legislated. I think a lot of
it is common sense. Why are businesses throwing information in
dumpsters behind their stores that has personal identifying infor-
mation? Do we really need to legislate against it? I know we have
in Georgia. We have in California. We have shredding laws now in
both of these States. But must we really tell a business, do not
carelessly throw away a piece of paper that has someone’s Social
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Security number on it. You would not want that done to you. It is
called the Golden Rule.

I think we need to understand this crime links to other crimes.
We need to consider that if they are going to get the information,
we need to prevent them from being able to use it as readily as
they do. I have provided for Senator Sarbanes’ benefit as well as
all of yours, almost 20 recommendations for laws that I think are
necessary and that we need to see. I would like to see them on a
national basis. We have seen more flurry of activity and talk at the
Federal level in the last few months since we have been talking
about FCRA than we have in the last 6 years since I have been
a victim of identity theft. Yet, I see very few laws being passed.

Senator Feinstein has a bill, S.1399, which has been around
since 2000. It is a mandatory observation of fraud alerts. The credit
reporting agencies do allow us to put a fraud alert on their credit
reports. There is no law that says that a credit grantor must honor
it, however. We have victim after victim who says, “I put a fraud
alert on my credit report. I even sent a letter in to them asking
for the 7-year alert,” because they have been gracious enough to do
this without being Federally mandated to do so. But the credit
issuers are not observing them.

Someone mentioned the movie “The Net.” I happen to be partial
to the movie “Class Action,” an old Gene Hackman movie. It is
more financially beneficial to these companies to ignore those fraud
alerts and to quickly get the money, to open up the line of credit
within 30 seconds—our microwave society—than it is to take the
time to call and verify that application.

We just recently got cell phones. We have fraud alerts, both of
us. That fraud alert took an extra 10 minutes for us to get that cell
phone. That is all it took, one phone call. My husband, he got it—
and if we had had our cell phones already we could have had them
just call the cell phone and I would have waved at the car dealer
across the table from me and said, hi, this is me. Yes, go ahead and
approve the application. It is as simple as that.

You asked about our position regarding FCRA and the preemp-
tions and the sunsetting. I think I would like to summarize it in
a couple of ways. Yes, there is a need for strong national laws.
There is no question about it. However, the framers of our Con-
stitution said this is a framework. The FCRA was devised as a
framework for privacy as well as ways information is being han-
dled. It was never supposed to deal with every single issue.

If you are asking us to say, shall we go ahead and renew the pre-
emptions, without having the laws already in place that are going
to resolve all of the problems that you are all talking about al-
ready, how can we do that without knowing whether it is going to
take care of the problem? Will we need to rely on the States, who
are more responsive at this moment and have passed more laws,
and have been dealing with the issue on a continual basis in many
cases? We do come from California. Unfortunately, we do have the
most number of victims. But we have also passed a great number
of laws. We also have high population groups which attract these
criminals.

We are going to take a position right now which is—we want to
see what these laws are that you are going to pass, and that are
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going to get signed and put into action. To discuss preemptions in
FCRA—we are not talking about renewing the whole FCRA but
just those seven areas of preemption right now—is premature. How
can we say that we do not want affiliate sharing? How can we talk
about any of these other areas when we do not know how the laws
are going to deal with it?

We have another problem. If we have a Federal law about iden-
tity theft, then why did we have to pass laws in every State? It is
because local law enforcement, local jurisdictions need some lati-
tude for them to be able to prosecute as well. So if we are going
to create national laws, we need to also keep in mind that we have
to be able to enable local law enforcement and local district attor-
neys to be able to work with the Federal system. Otherwise you are
going to have every U.S. Marshal, every U.S. Attorney, and prob-
ably half the Army, the Navy, and the Marine Corps working to in-
vestigate identity theft and prosecute. We do not have the staff to
do it all on the Federal level. We have to expand that all.

I do have a couple of questions, first Stuart, please. I know that
you have the one-call shop now. I also know that we have a prob-
lem because each of the credit reporting agencies have different
standards of information that they ask for on their automated sys-
tems or through their live person, in one case. How have you re-
solved that? Have you finally come to an agreement on what data
is going to be needed, or if I call Equifax are they going to ask for
one set of information and then Experian may contact me later on
and ask me for a couple more pieces of information before they
send my credit report?

Chairman SHELBY. We generally do not let our panelists ask
questions.

[Laughter.]

Ms. FOLEY. Sorry.

Chairman SHELBY. Except that was a good question.

Ms. FOLEY. It is a problem we are hearing about.

Chairman SHELBY. Why don’t we finish the panel before we——

Ms. FOLEY. I would appreciate that.

Chairman SHELBY. We are going to go to Mr. Hough.

STATEMENT OF WILLIAM HOUGH
VICE PRESIDENT OF CREDIT SERVICES
THE NEIMAN MARCUS GROUP
ON BEHALF OF THE
NATIONAL RETAIL FEDERATION

Mr. HouGH. Thank you, Mr. Chairman. Good afternoon. My
name is Bill Hough and I am Vice President of Credit Services for
The Neiman Marcus Group. I am testifying today on behalf of the
National Retail Federation. I would like to thank Chairman Shelby
and Ranking Member Sarbanes for providing me with the oppor-
tunity to testify about the growing problem of identity theft and
the steps that Neiman Marcus, like so many other members of the
retail community, is taking to curb our losses and protect our cus-
tomers from these crimes.

By way of background, The Neiman Marcus Group is head-
quartered in Dallas, Texas, and it is comprised of two operating
segments, Special Retail, which includes the Neiman Marcus stores
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and the Bergdorf Goodman stores, and Direct Marketing, which in-
cludes the catalogue and online operations of our Neiman Marcus,
Horshow, and Chef’s brands. We issue our proprietary credit cards
under the Neiman Marcus and Bergdorf Goodman names.

In fiscal 2001, Neiman’s reached the high-water mark for iden-
tity theft related losses with over 520 cases representing a total ex-
pense of $1.3 million. In the past 2 years, we have experienced a
decline of 70 percent in the number of identify fraud cases with
less than 150 cases projected for the current year. It is important
to note that other fraud related cases such as lost or stolen credit
cards have remained constant over the last couple years.

Mr. Chairman, instant credit applications represent about 85
percent of all accounts open at Neiman Marcus. These are handled
at the point of sale. In order to cut down on fraud and identity
theft during the application process, Neiman’s developed a custom
fraud detection model that analyzes certain specific attributes of
every credit application. This system isolates certain variables on
an application and double-checks them against information found
on the applicant’s credit report. Where discrepancies and inconsist-
encies occur, the model sends the application to our credit depart-
ment for review. Clearly, the model has worked well for us over the
last couple years. This year we know we have prevented about 800
fraudulent accounts from being opened.

Occasionally, we are able to definitively detect an attempted
fraud and arrest an identity thief in the store. This usually occurs
if our credit office, after being alerted during the application proc-
ess, can quickly get in touch with the victim. We will then ask
them if they want to pursue an arrest of the person attempting to
open the account in their name. If they agree, we will detain the
suspect and contact the police. We have had 33 such arrests this
year and 80 last year.

Currently, Neiman Marcus Direct, our catalogue division, and
our stores send out 15,000 packages a day delivering items to cus-
tomers. By using customer information-sharing, we were able to de-
velop an address delivery cross-check within our Delivery Manifest
system. What that does is it double-checks against any negative
addresses that may be out there to detect possible bad deliveries.
Additionally, we have edits in place to identify unusual buying pat-
terns that may be forwarding merchandise to certain addresses
multiple times. These controls have stopped about 500 fraudulent
shipments in the last year.

Neiman’s also does special edits to focus on the hottest selling
merchandise. In fact, a savvy salesclerk in our Neiman Marcus
White Plains store helped expose one of the largest identity theft
rings in U.S. history involving a former employee of Teledata and
over 30,000 stolen credit reports from the three major bureaus. The
incident began when a woman called in an order for $6,000 in
trendy shoes to the White Plains store. She told the salesclerk she
did not care what size the shoes were and where they were to be
shipped. The salesclerk realized this was suspicious, notified our
Loss Prevention department. They, in turn, set up a controlled de-
livery with local law enforcement and the postal authorities.

Mr. Chairman, I would like to be able to tell you that Neiman’s
has prevented 100 percent of all fraudulent credit applications this
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year, but I cannot. Successful identity thieves still slip by our sys-
tems at the rate of 7 for every 10,000 applications processed—Iless
than one-tenth of 1 percent. This, in my view, is not the result of
a flawed system, but the result of determined criminals with
sophisticated tools like computers and the Internet. The most suc-
cessful identity thieves know how to replicate an individual’s iden-
tity perfectly. They also know how to get a hold of what I would
call perfectly identifiable pieces of information which may be a
driver’s license or a counterfeit credit card.

For these types of criminals there is very little else we can do
to detect and prevent the crime, and retailers, like other busi-
nesses, are looking to the States and the Federal Government to
begin producing the most secure identity documents possible.

The need for tougher law enforcement statutes is also critical.
While we will arrest approximately 250 perpetrators of fraud this
year, many of these criminals are out on the street the next day
with a slap on the wrist. Identity thieves are treated as a harmless
pickpocket instead of a serious criminal who has created havoc for
an innocent victim. These people, especially those that become mul-
tiple offenders, must face stiffer sentences if we are going to stop
this type of crime.

Further, identity thieves thrive on anonymity and rely on the as-
sumption that large retailers such as Neiman’s cannot put a name
and face together in order to prevent fraud. This is why it is so im-
portant for retailers to know their customers, and why it is so im-
portant that we have to do this by the efficient use of information.
Information flows between Credit Services and the bureaus, or be-
tween Retail Divisions and Marketing Divisions, combined with so-
phisticated technology and scoring models, cut down on fraud and
allow us to offer better customer service.

In conclusion, if there was one thing I want to point out as I
leave, it is oftentimes our efforts to provide customer service have
led to new mechanisms by which we do stop fraud. Identity theft
is a crime with at least two victims: The individual whose identity
was stolen and the business from which money and merchandise
was stolen. Clearly, it is the individual victim that is most directly
hurt. But if identity theft crimes continue to rise at the rate re-
ported by the FTC, all consumers will ultimately pay as much of
these business losses are passed back to the consumer.

Mr. Chairman, I ask that Congress think carefully before block-
ing information flows or constraining businesses to specific preven-
tion techniques or responses. We, in business, must continue to
have the leeway to innovate to respond to constantly changing vari-
ables. Criminals always find a way and we need to maintain the
ability to find a response. I thank you for your time.

Chairman SHELBY. Mr. Naylor.

STATEMENT OF MICHAEL W. NAYLOR
DIRECTOR OF ADVOCACY, AARP

Mr. NAYLOR. Thank you, Mr. Chairman, Senator Sarbanes, and
other Members of the Committee. I am the last batter in the bot-
tom of the ninth and I can feel the palpable hope in this room that
I will pop up on the first pitch. So let met at least:

Senator SARBANES. Or hit a home run.
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Chairman SHELBY. The bases are loaded.

[Laughter.]

Mr. NAYLOR. Let me just, in a fragmentary way, touch the high
points here.

First of all, I am new to the position at AARP and I hope that
if there is anything we can do on this issue, or any other issue, to
help you with your important responsibilities, you will not hesitate
to call on us.

Second, I enjoyed Senator Bennett’s asides with regard to some
of the popular culture forays in Hollywood and others into this
issue. You might want to add to that, Senator, the New Yorker car-
toon from about 2 months ago where a man is disconsolately telling
his friend, my wife ran away with the guy who stole my identity,
which is maybe a problem that has not surfaced yet.

At AARP, we suspect that our members may be more prone to
be victimized by these crimes than others. They control more of the
Nation’s wealth. They have a longer credit history, which permits
more forms of access. Many of them are in the position where care-
takers, custodians, or family members could take advantage of
them. It is difficult for us to confirm that though from existing
files. The best database is maintained by the FTC, the complain-
ants database, which shows us no more likely, our members no
more likely than others. But there are some problems with that.

Number one, to get into that database you have to be a complain-
ant. Our long experience is that older Americans are less likely to
complain to a Federal agency than others.

Number two, you have to offer your name. About 30 percent of
complainants—not name, age. About 30 percent of complainants do
not offer their age. Both from our experience and the lighthearted
remarks by the Chairman and by Senator Schumer earlier would
confirm that it is the case that once you get into AARP territory
you are less likely to volunteer your age as well. So, we are trying
to address that issue.

Despite those biases, or omissions which under-report the experi-
ence of senior Americans as victims, still that database shows us
that there are six specific identity theft crimes where older Ameri-
cans are statistically more likely to be the victim of a crime. Num-
ber one, these are, the use of a victim’s existing credit card account.
Number two, the establishment of a new credit card account in the
victim’s name. Number three, the opening of a wireless telephone
account in the victim’s name. Number four, the use of a victim’s
information to commit credit fraud. Number five, the taking out of
a personal or business loan in the victim’s name. And number six,
the theft of a victim’s identifying information and then the use of
it in attempts to commit fraud.

There were some questions about solutions. Frankly, so far the
AARP has spent more time in terms of trying to make its members
aware of what is going on, and provide them practical information
about how to avoid identity theft, and how to deal with it when it
occurs. But we are beginning to inventory some possible solutions.
While I cannot endorse them fully, I think there are things that we
will continue to explore and we hope that the Committee will take
that into account. Some of them include, Senator Sarbanes, first,
the ability to get a free credit report once a year. That is something
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that we will support, and my enthusiasm for it grew with every
question you asked Mr. Beales, so we would like to press ahead on
that count.

Second, I do not know if we are in favor of hanging either pick-
pockets or identity thieves, but looking at the statute of limitations
in this regard I think is important. It may not fall under the juris-
diction of this Committee, but it is essentially 2 years. The way the
courts have interpreted it, that statute starts ticking from the date
of the event. Now maybe that makes sense where someone walks
up to you, sticks a gun in your ribs and relieves you of your wallet.
As Mr. Harrison’s case explains, it could take weeks, months, even
years in many cases before you know that the crime has occurred.
So having the statute of limitations start ticking from the discovery
of the purported crime as opposed to the date of the alleged crime
would make a lot more sense in this regard.

Third, Mr. Harrison’s commentary did it a lot more graphically
than I can, but we are also very sensitive to the notion that, in gen-
eral, it is much harder for almost anyone other than you yourself
to get a copy of your credit report. You have to provide much more
information to find out your credit report than almost anyone else,
and it generally costs you more to get it. Something that addresses
thai:di%sue I think is well within the realm of things this Committee
could do.

I do not know, maybe that was a scratch single, but the inning
is over and thank you very much.

Chairman SHELBY. Thank you very much, Mr. Naylor. I will try
to be as quick as I can.

Captain Harrison, we heard your story here and I think it is
compelling. Things still worked out terribly. Would you say that, at
a minimum, Congress has a responsibility to take steps to help fu-
ture victims like yourself?

Mr. HARRISON. Absolutely, sir. I do.

Chairman SHELBY. Ms. Foley, I am going to let him answer your
question on somebody else’s time.

Ms. FOLEY. He does it all the time.

Chairman SHELBY. Ms. Foley, we have heard testimony that the
credit card companies employ numerous antifraud measures. I
think this is definitely positive. However, the larger question does
not bear on how much they do, it relates to how successful they are
in this undertaking. Who is ahead of whom here, the people who
commit fraud or the credit card companies, in your judgment?

Ms. FOLEY. The criminals are always ahead. This is an evolving,
changing crime. They are, at least, several years ahead of us on the
learning curve. There is no question about that. I think that if
credit issuers would start to accept some of the business solutions
that are out there as far as verification of the application, applica-
tions can be verified in 30 seconds. We are, again, that microwave
society. People want it done quickly.

But I have seen credit applications where only half the informa-
tion is filled in. I know part of the problem Stuart is having and
some of what you were talking about is—we have all done it. We
have filled out an application halfway because we wanted the free
gift that they were giving. What do the credit reporting agencies
do with that information? It doesn’t quite match anybody’s real
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credit report. They do the best match possible. That is where some
of what we call those suppressed files come from, which is where
there is some inaccurate information that they do not know where
to put it. Does it go to your credit report, my credit report, Senator
Sarbanes’ credit report. They do not know.

Chairman SHELBY. Mr. Pratt and Mr. Cunningham, I will direct
this question to you. How does someone open 61 accounts in light
of the precautions that the credit card companies and the credit bu-
reaus take?

Mr. Pratt, how do they do it?

Mr. PRATT. Apparently they are good criminals in terms of what
they do. I do not mean that flippantly——

Chairman SHELBY. I know that.

Mr. PRATT. —but there are some who are very good at it.

Chairman SHELBY. It is a very serious question.

Mr. PRATT. Precisely. I think the short answer is, we do not
know how often that criminal—and Ms. Foley references something
that is a challenge. When data comes into the credit reporting sys-
tem, we cannot cross-check a Social Security number against a
name, against the Social Security Administration’s database. There
are lots of good reasons why the private sector does not have access
to that database. But that data comes in, so there may be a credit
report under a different name but the same Social and a different
address. There may be actually accounts opening up on several dif-
ferent reports, so they are actually not being opened up solely on
a single report.

Chairman SHELBY. Shouldn’t that trigger something, maybe a
watch or caution, a little yellow light there?

Mr. PRATT. Only if there is something connected together in all
of that would there be some caution flag, if you will, that would
come up in all of that for a lender, for example. But today, to give
you some idea of the scale of change in the database, 40 million
consumers are moving every year so it is difficult to say an address
change alone is enough. We have 3 million marriages and divorces,
a majority of those end up with a change in your last name. We
have about 6 million consumers with a second home in this coun-
try. That again results in a second address on your file. We have
tens of millions of consumers in this country that use one of their
credit cards for billing purposes at work, so they have a work ad-
dress associated with their personal information.

Managing 200 million files and 2 billion data elements——

Chairman SHELBY. You are not saying that is impossible, are
you? You are in the business.

Mr. PRATT. I suppose with enough time and money, anything is
possible, Senator. But I just wanted to set the context here because
sometimes we react viscerally to this and we go, how could you not
have seen that? The answer is, in some cases, because we are man-
aging an extraordinarily large volume of data, so the pattern that
you and I see here today, this seems very obvious something was
happening, is not nearly as obvious in the large-scale sense when
you are building a nationwide system.

Chairman SHELBY. Ms. Foley wants to respond.

Ms. FOLEY. My understanding is that the repositories are not in
the business of looking for these alerts. They are not sitting there
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looking to see, have 61 applications come through in the last
month. That is the job of the lenders. Unfortunately, the lenders
do not see the full credit reports in most cases. They get a score.
They say, gee, this person seems to have a good credit status. Let’s
go ahead and give them a credit card. Or in John’s case, his score
went down. It varies from credit report to credit by 150 points.

Chairman SHELBY. Mr. Pratt, I do not want proprietary informa-
tion, but your people get a lot of money to manage this information.

Mr. PRATT. It is a successful business, yes, sir.

Chairman SHELBY. It is a successful business. We know that.

Captain Harrison, again, of the 61 fraudulent accounts that were
opened on your file, how many creditors sought to pursue criminal
sanctions against Mr. Phillips?

Mr. HARRISON. The only one I know of is Harley-Davidson. A lot
of them that I talked to, especially after he was caught, I let them
know who the guy was, what his name was, what jail he was in.
Even the timeshare in South Carolina, which was $21,000 said, we
are not going to go after the guy. It does not make sense for us to
press any charges against him.

Chairman SHELBY. We have some very patient Senators here but
I want to get in one more question if I can. This would be to Mr.
Pratt, Mr. Cunningham, and Mr. Hough. Do you think consumers
should be able to take steps to protect themselves against identity
theft? It is what we are talking about. If they want to take meas-
ures but those measures may have consequences that bear on the
availability of credit, who do you think is best able to gauge those
consequences, the companies you represent or the consumers them-
selves? Go ahead. You all first and then Ms. Foley.

Mr. PRATT. Our reaction is, of course, we all should know how
best to protect ourselves, and I think there are a lot of different
ways to do that. Some are voluntary. If you believe you have been
a victim of a crime and you are concerned, we will put a security
alert on your file. That is a protective measure. It will work down-
stream to alert subsequent users of the fact that something has
happened to the file. So in that case, yes, sir, we think that is a
good step. But there is a consequence to that. I have actually had
consumers complain to me that the alerts worked too well. That is
the flip side of it as well, I guess.

Chairman SHELBY. I do not believe they are working too well.

Mr. PRATT. I can respond to that, actually, if I may. That is, we
have looked at 5,500 credit reports recently with security alerts on
them because of the concerns that have been raised about how inef-
fective they may be or how often there might be a problem. We
looked at those files in terms of how many of those files had, after
the alert was added, additional activity, meaning new accounts,
how many did not, and then how many went through a reinvestiga-
tion, which would be our best indication that a consumer had said,
I have to pick up the phone, I have to dispute something, some-
thing is wrong with that file.

Less than one-half of 1 percent of all of those 5,500 files had a
subsequent reinvestigation after the alert was added to the file. So
that was our first look at this question because we were concerned
about alerts on the file and whether or not they worked properly.
That gives us one barometer which is, there is a very, very low rate
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of dispute, even when the alert has been on the file as much as 12
months, and even when a file with an alert has had credit activity
subsequent to the alert being placed.

Chairman SHELBY. Ms. Foley, do you want to respond?

Ms. FOLEY. There should not be any activity once an alert has
been placed, at all. If I say, I want to be called every time an appli-
cation is submitted in my name, I should have that right. That pre-
vents me from having to purchase a credit monitoring service for
$79.95. It also prevents me from having to reorder credit reports
over again at a cost of $8 each in order to do that, and to see what
is going on. And I do not have to wait 12 to 15 months to find out
if I am a victim yet again.

There is a trade-off with a fraud alert. I did it with the exact
knowledge that this was going to slow down the issuance proce-
dures and process. I am a victim of identity theft. Take 2 or 3 days,
or take a week to grant me credit, please. Just do not grant it to
my imposter again.

Mr. PRATT. To be clear, Mr. Chairman, I think that the file activ-
ity that we see with new accounts is, in fact, tied to the fact that
some consumers who are victims continue to have a need for credit
and apply for credit, and they go through the process and the
verification takes place, including the kind of reverification—and in
other cases consumers are inactive, and they do remain inactive
and that is their choice in the marketplace, and that is why some
files have activity and some do not. In all of those cases, less than
one-half of 1 percent ever had an additional reinvestigation, even
as long as 12 months after the initial alert was placed on the file.

Chairman SHELBY. Senator, thank you for your indulgence.

Senator SARBANES. Thank you. Mr. Chairman. I will be brief. 1
just want to try to clear away a few things that may appear some-
what minor, but let me see if I can get it settled. Is there any one
at the table who would be opposed to a requirement that people be
able to get their credit report free at least once a year?

Ms. FoLEY. I have no objection. In fact, I would encourage it.

Mr. HOUGH. I do not know what the overall expense or impact
it would be to the credit bureaus, but I think the information is
valuable if the person can get to it.

Senator SARBANES. Everyone is supportive.

Mr. PRATT. No, sir, we are not.

Senator SARBANES. You are not supportive. Why not?

Mr. PrRATT. We are supportive of access. The 1996 Amendments
provided what we thought was the right balance for access. Con-
sumers who suspect fraud can get access to a free file. If you are
unemployed and seeking employment, if you are on public assist-
ance and you wish to have your file, or if you have been declined
credit, if you are potentially going to have adverse action taken
under employment circumstances, you have access. The 1996
Amendments created a much larger set of what we thought were
discrete populations of consumers with a higher level of need where
you would not want the price to be an impediment.

Senator SARBANES. So, you do not think that I should be able to
get a credit report free once a year?
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Mr. PRATT. We think your right of access is unquestioned. The
fee that we are getting right now is not to create a revenue stream
for us but just to offset the administrative expense.

Senator SARBANES. Now, Maryland requires you to give me a free
credit report every year, correct?

Mr. PRATT. Yes, sir, absolutely.

Senator SARBANES. So, I can get it.

Mr. PRATT. Yes, sir.

Chairman SHELBY. I cannot.

Senator SARBANES. Would you be in favor of dropping the pre-
emption requirements in this statute?

Mr. PRATT. We hope that that is not what we are moving toward
here in the deliberative debate, but I would be happy to share with
you the one risk that

Senator SARBANES. It is related to the substantive standards of
protection for the consumer, is it not?

Mr. PRATT. We believe access is certainly related to the sub-
stantive standards.

May I have a minute to just try and lay out at least one of the
reasons for our concern, sir? That would be, for example, we have
talked a little bit about security breaches. Credit bureaus right now
are much more exposed—one of our reasons for concerns with free
files has to do not so much with a principle of cost, if you will, but
with a reality in the business world. That is, for example, when
TriWest had its hard drives stolen in Arizona, which was a medical
provider for the military, at least a health care service provider,
TriWest sent out a letter to the 500,000 families. Of the 500,000
families, at least 365,000 of them responded, calling the credit bu-
reaus asking for various services, which the credit bureaus pro-
vided 100 percent free of charge for every one of those security
breach victims.

The same thing happened with 200,000 in California. There was
a DPI case recently with 8 million potential breaches of account
numbers; 50,000 consumers at the University of Texas.

Our concern is that in some ways credit bureaus are now being
asked to bear the burden of someone else’s failure to protect their
information in the marketplace. That really is the issue of unfair-
ness that concerns us most. It makes it almost impossible for us
to manage our consumer relations process for all the average con-
sumers who are calling us every day. In fact with the TriWest case,
each of the credit bureaus incurred approximately $1.5 million
worth of cost even though they had no involvement, even though
it was not credit bureau data, and even though the TriWest com-
pany is not, in fact, even a customer of the credit bureaus.

So our concern with that is that it is exposing us to a different
level of risk in the marketplace.

Senator SARBANES. Mr. Pratt, do you favor changing the statute
of limitations? The statute of limitations now is that a victim must
bring legal action under the existing statute of limitations from 2
years after occurrence of the fraud. Do you support that standard
or would you be in favor of changing it as has been suggested here
this morning?

Mr. PRATT. We have been involved, certainly in the last Congress
and I suspect heading into this Congress as well, in a constructive
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discussion with Senator Cantwell’s staff. You will see in that bill
a proposal which is much closer to one we feel we could work with.

Senator SARBANES. Which is what?

Mr. PRATT. Well, it establishes a different time mechanism for an
identity theft victim versus the average consumer in the market-
place because there may be unique circumstances for identity theft
victims.

Senator SARBANES. What is your time frame for the identity theft
victim?

Mr. PRATT. The time frame that Senator Cantwell was proposing
was, I think it was a 3- or 4-year standard rather than a 2-year
standard.

Senator SARBANES. From when?

Mr. PRATT. From the date the event occurred.

I would like to clarify, however, that unlike many other

Senator SARBANES. On the one hand, you will not let me get a
free credit report, and on the other hand you put me into a statute
of limitations framework which is when the event occurred, not
when I found out about the event.

Mr. PRATT. Could I clarify that, Mr. Chairman?

Actually, the triggering of your liability for a credit report is
when you are harmed, not when I put the data in the file. I could
have data in the file that is inaccurate for 3 years, but the date
of the event that gave rise to your harm is the date that the credit
report was produced and you were declined or otherwise harmed.
So, you often learn about the event, meaning your harm, through
the adverse action notice.

Senator SARBANES. Do you always learn about it?

Mr. PRATT. The world is not perfect, sir, but our belief is that be-
cause of the way the consumer——

Senator SARBANES. Who should the burden be upon to make the
world more perfect in this regard—the lonely consumer or the busi-
ness network that is engaged in these practices?

Mr. PRATT. In our review of case law, a very small percentage
ever deal with the statute of limitations. Consumers appear to be
successful in bringing cases. They do bring cases every year, and
certainly litigation has ensued since the 1996 Amendments.

Senator SARBANES. I take it one of the AARP’s lead recommenda-
tions is on the statute of limitations. Is that correct, Mr. Naylor?

Mr. NAYLOR. That is correct, Senator.

Senator SARBANES. Mr. Cunningham, what is your view on this
free report once a year?

Mr. CUNNINGHAM. I believe that it is a question that should be
answered by the credit bureaus more than by myself. I am not nec-
essarily in a position to say whether or not it is the right thing to
do economically or not.

Senator SARBANES. Mr. Chairman, I have another question.

Chairman SHELBY. You go ahead.

Senator SARBANES. Just a week ago in the American Banker
there was an article, “Setting New Policies To Catch Identify
Thieves.” It reports that starting July 1 all businesses in California
will have to tell customers when the security of their personal in-
formation has been breached. If a bank suspects that someone
could have stolen a Social Security number, a driver’s license, or
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bank account numbers, it must inform the customer. Is there any-
one at the table who feels it is undesirable to enact such a law
nationally?

Ms. FoLEY. We supported, Senator, a piece in that bill. But I
would like to see it expand, and not that it just be limited to com-
puter information but any information breach because of the dump-
ster diving issue as well.

Senator SARBANES. Anyone else who might oppose that?

Mr. PrRATT. Maybe there is just a policy question and that is to
make sure that if a law like that were to be considered you would
want to make sure that you did not have a cry wolf event. You
would want to make sure that there were measurements in place
to ensure that there was a real breach and that there was a real
extraction of data because otherwise consumers will be flooded with
notices because of the requirement of the law and that might be
ineffective as well. So the key would be that you would need to bal-
ance the requirements such that breach notices would occur when
there appears to be a real substantive material reason to have that
breach notice delivered. I think that is just reasonable in terms of
how a law like that would operate.

Ms. FOLEY. That was built into the law when it was passed.

Chairman SHELBY. Senator Bennett.

Senator SARBANES. Thank you, Mr. Chairman.

Senator BENNETT. One of the things we live with in this world
are pop-ups and advertisements on the Internet all the time. One
that, at least shows up on my computer a lot, is click here for a
free credit report. Can we reconcile that with this conversation?
What do I get if I click that? I have never done it. Frankly, I have
an irrational fear that doing so would somehow compromise my
identity and that somebody is after me. So, I never click there for
a free credit report. What do you get when you do that?

Ms. FoLEY. You will be charged $79.95 after a 3-month trial pe-
riod of a credit monitoring service.

Senator BENNETT. But I would get a free credit report and then
éwould, after 3 months, be able to say, I do not want to spend the

79.95?

Ms. FoLEY. Correct. But they are also working on the idea that
most of us do look at these free offers. We go for our free 3 months
of trial and then we forget to discontinue.

Senator BENNETT. In other words, a free report can be supplied
pretty quickly if somebody asks for it. Now there is an economic
reason to say, we will give it to you as a teaser to get you to sign
up for something else, and I will not discuss whether the some-
thing else is wise or not wise, whether it is good business or bad
business, or an improper offering to a customer. I think the cus-
tomer should make that decision.

Ms. FOLEY. Excuse me, Senator Bennett, here is one other prob-
lem with that free pop-up. We do not know if it is a legitimate offer
or if it is a scam fraud or it is trying to mine information from you.

Senator BENNETT. I understand that. That is why I do not click
on them because I do not want to see my credit report because
everything is going fine. Now, I have been, I will not say a victim
of identity theft by any means on the scale that Captain Harrison
has suffered, but I have had some really tough conversations with
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some lenders that told me that I had filed for bankruptcy and I had
had default on major property, none of which I had owned, and all
of the rest of this. And it was not fun to try to get it straightened
out. They finally figured out there was another Robert Bennett and
it was not me.

My daughter has had a fairly serious experience with identity
theft. Again, nowhere near the level that Captain Harrison has,
but I am sympathetic with this statute of limitation thing because
years later she keeps running into problems even after she long
since had thought she had gotten it all cleaned up. Every once in
awhile something pops up and, gee, I have to deal with this. It has
been 3 years since my wallet was stolen.

Captain Harrison, do you have any idea how they got your mili-
tary identity card? That is the breach that caused this whole thing.
It was not dumpster dipping or the stealing of mail. They went to
a military installation and here is a fellow who has received an
honorable discharge and years after you have left the military they
walk away with your identity card. How did they do that?

Mr. HARRISON. He had my name and Social Security number. I
do not know exactly how he got it because I cannot get access to
the investigation under the Freedom of Information Act unless I
get his permission, the imposter, to release that information. But
it is not difficult to get a name and a Social Security number from
someone in the military. Those two things are on almost every
piece of paper I have ever filled out in the military, because your
Social Security number is also your service number.

Senator BENNETT. The Senate identity card I carry has my Social
Security number on it, and my driver’s license has my Social Secu-
rity number on it. When I was running a business and we would
assign customer numbers, the fellow who ran our IT program came
to me after a little while and he said, we have to stop using the
company-generated customer numbers. I said, why, and he said,
they are far too cumbersome. Let’s go to industry standard and ask
everybody for their Social Security number, and we did.

People would open an account with us and we would say, name,
Social Security number. They would give us the Social Security
number, and that was the whole database of the company. Whether
we like it or not, the Social Security number has become the na-
tional identity number that is in so many databases right now that
I shudder to think of what it would cost if suddenly everybody had
to come up with a new number. So yes, your Social Security num-
ber was your service number. I remember I had to memorize it
when I was in the Army in the 1950’s. I cannot tell it to you now
but I can tell you my Social Security number.

The control in the military is so lax that they would give out to
somebody a military identity card for somebody who has retired?
I think we should hold a hearing with the Armed Services and say,
what are you doing here when you are this lax with something of
that kind.

Mr. HARRISON. I believe that the person that issued the card was
in on it. I believe that. I spoke with the Secret Service agent that
did this and no one else was arrested. But my name and my Social
Security number was used. They changed my date of birth on the
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identity card. They changed the color of my eyes, my hair, my
height, and my weight.

Senator BENNETT. That makes sense.

Mr. CUNNINGHAM. You cannot do that unless——

Senator BENNETT. That makes sense if the fellow or young lady
who delivered the military identity was part of the conspiracy.
That is beyond the jurisdiction of this Committee, but that might
be another criminal activity that might be considered. Yes, the fel-
low who bought the Harley-Davidson went to jail, but the person
who aided and abetted probably should in some manner be consid-
ered a co-conspirator and just as liable.

You talk about family identity theft. Internal to the military or
whatever, that is a form of family theft. We should take a long look
at spreading the pain around if somebody aids and abets, and it
is not just the criminal that goes to jail.

Thank you very much for the hearing, Mr. Chairman. I think
this has been very helpful.

Chairman SHELBY. Thank you, Senator Bennett.

Ms. Foley, out of fairness, you did ask him a question. Everybody
has had their time, so quickly, what was the question, and quickly
I hope he will answer it.

Ms. FOLEY. We have the one-stop-shop now. Have we resolved
the problem that the three different repositories want different
types of information in order to get your credit reports, and that,
in some cases, I can get it out of two but not the third because each
one of them has different information and maybe the third one has
the imposter’s address instead of my address and now the com-
puter system would not tilt.

Mr. PRATT. The data exchange has a standard set of data and
they all agreed on what data elements would have to be provided
so 1t could go to each company and each company would use the
same data elements to pull the file. That is the data exchange part
of it. There is no doubt each company still has an individual obliga-
tion to make sure the data matches with a file so they can release
a file and they can comply with the law and properly identify the
consumer.

So, yes, there might be an instance where the data cannot be
matched properly within an individual company, but the data is
standard and the data standard is transferred between each of the
companies.

Chairman SHELBY. Captain Harrison, you are the victim here,
and a horrible victim. What is your last word to us?

Mr. HARRISON. I guess I will make my last word about the Fair
Credit Reporting Act. I said this before when I was before the State
legislature in Connecticut. I think the intent of the Fair Credit
Reporting Act is very good and I understand it, and I think that
everybody that put it together understands it. It makes a lot of
sense.

Chairman SHELBY. It works well in a lot of ways.

Mr. HARRISON. It works well in a lot of ways. I think the problem
that I have encountered is that a lot of people are not obeying the
intent. They are only obeying the word. Everything that says may
might as well say, do not do it. That is why this thing is so dif-
ficult. People are not understanding the intent. I really think that
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has to be firmed up. Less of the intent taken out and more of the,
you have to do this put in it.

Chairman SHELBY. Thank you very much.

I thank all of you. It has been a long morning.

The hearing is adjourned.

[Whereupon, at 1:04 p.m., the hearing was adjourned.]

[Prepared statements and responses to written questions sup-
plied for the record follow:]
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PREPARED STATEMENT OF SENATOR MICHAEL B. ENZI

Thank you Mr. Chairman for holding this hearing.

Identity theft is a very serious issue that affects not only individuals, but also our
economy as a whole. As the fastest growing crime in America, it is not neatly con-
fined to one State or county. And that is the problem with identity theft. People
from every corner of the country can and do become victims of this invasive crime.

Even small States like Wyoming are adversely affected. Although there are only
493,000 people in Wyoming, we have the same rate of identity theft per capita as
anywhere else in the country. That is why we have to approach this issue from a
holistic perspective. We have to look at prevention, enforcement, and assistance to
victims who are recovering from identity theft.

Last year, I cosponsored a bill with Senator Cantwell that focused on the recovery
part of the issue. Our bill would have made it easier for victims to get the informa-
tion they need to clear their good name. Senator Gramm and I worked with Senator
Cantwell for months to find a balance between the needs of consumers and the
needs of small businesses, banks, and other credit agencies.

Our bill included key provisions that would have allowed victims to work with
businesses to obtain false records and block false information on credit reports. This
is critical for somebody who is trying to put his or her life back together after the
trauma of identity theft.

I am encouraged by the interest my colleagues have shown here today. There are
a number of bills out there that I think we need to consider in Congress before this
crime hurts the hundreds of thousands of working people and families that are
expected to become victims this year.

I am confident we can make headway on this issue during the debate on reauthor-
ization of the Fair Credit Reporting Act and I thank the Chairman for addressing
this issue today.

PREPARED STATEMENT OF J. HOWARD BEALES, II1
DIRECTOR, BUREAU OF CONSUMER PROTECTION, U.S. FEDERAL TRADE COMMISSION

JUNE 19, 2003

Introduction

Mr. Chairman and Members of the Committee, I am Howard Beales, Director of
the Bureau of Consumer Protection, Federal Trade Commission (FTC or Commis-
sion).! I appreciate the opportunity to present the Commission’s views on the impact
of identity theft on consumers and the importance of information security in pre-
venting identity theft.

The Federal Trade Commission has a broad mandate to protect consumers, and
controlling identity theft is an important issue of concern to all consumers. The
FTC’s primary role in combating identity theft derives from the 1998 Identity Theft
Assumption and Deterrence Act (Identity Theft Act or Act).2 The Act directed the
Federal Trade Commission to establish the Federal Government’s central repository
for identity theft complaints and to provide victim assistance and consumer edu-
cation. The Commission also works extensively with industry on ways to improve
victim assistance, including providing direct advice and assistance in cases when in-
formation has been compromised. The Commission can take enforcement action
when companies fail to take adequate security precautions to protect consumers’
personal information.

1The views expressed in this statement represent the views of the Commission. My oral pres-
entation and responses to questions are my own and do not necessarily represent the views of
the Commission or any Commissioner.

2Pub. L. No. 105-318, 112 Stat. 3007 (1998) (codified at 18 U.S.C. §1028).
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The Federal Trade Commission’s Role in Combating Identity Theft

The Identity Theft Act strengthened the criminal laws governing identity theft3
and focused on consumers as victims.* Congress also recognized that coordinated ef-
forts are essential to best serve the needs of identity theft victims because these
fraud victims often need assistance both from government agencies at the national
and State or local level and from businesses. As a result, the FTC’s role under the
Act is primarily one of facilitating information sharing among public and private
entities.5 Specifically, Congress directed the Commission to establish procedures to:
(1) log the receipt of complaints by victims of identity theft; (2) provide identity theft
victims with informational materials; and (3) refer complaints to appropriate enti-
ties, including the major national consumer reporting agencies and law enforcement
agencies.® To fulfill the Act’s mandate, the Commission has implemented a plan
that focuses on three principal components: (1) a toll-free telephone hotline; (2) the
Identity Theft Data Clearinghouse (Clearinghouse), a centralized database used to
aid law enforcement; and (3) outreach and education to consumers, law enforcement,
and private industry.

ASSISTING IDENTITY THEFT VICTIM

The most immediate way in which the FTC assists victims is by collecting com-
plaints and providing advice on recovery through a telephone hotline and a dedi-
cated website. On November 1, 1999, the Commission began collecting complaints
from consumers via a toll-free telephone number, 1-877-ID-THEFT (438-4338).
Every year since has seen an increase in complaints. In 2002, hotline counselors
added almost 219,000 consumer complaints to the Clearinghouse, up from more
than 117,000 in 2001. Of the 219,000 reports, almost 162,000 (74 percent) were com-
plaints from identity theft victims, and almost 57,000 (26 percent) were general in-
quiries about identity theft. Despite this dramatic growth in reports of identity
theft, the FTC is cautious in attributing it entirely to a commensurate growth in
the prevalence of identity theft. The FTC believes that the increase is, at least in
part, an indication of successful outreach in informing the public of its program and
the availability of assistance.

Callers to the hotline receive telephone counseling from specially trained per-
sonnel who provide general information about identity theft and help guide victims
through the steps needed to resolve the problems resulting from the misuse of their
identities. Victims are advised to: (1) Contact each of the three national consumer
reporting agencies to obtain copies of their credit reports and request that a fraud
alert be placed on their credit reports;? (2) contact each of the creditors or service
providers where the identity thief has established or accessed an account, to request
that the account be closed and to dispute any associated charges; and (3) report the
identity theft to the police and get a police report, which is very helpful in dem-
onstrating to would-be creditors and debt collectors that the consumers are genuine
victims of identity theft.

318 U.S.C. §1028(a)(7). The statute broadly defines “means of identification” to include “any
name or number that may be used, alone or in conjunction with any other information, to iden-
tify a specific individual,” 1nc1udmg among other things, name, address, Social Security number,
driver’s license number, biometric data, access devices (i.e., credit cards), electronic identiﬁcation
number or routing code, and telecommunication identifying information.

4Because individual consumers’ financial liability is often limited, prior to the passage of the
Act, financial institutions, rather than individuals, tended to be viewed as the primary victims
of identity theft. Setting up an assistance process for consumer victims is consistent with one
of the Act’s stated goals: To recognize the individual victims of identity theft. See S. Rep. No.
105-274, at 4 (1998).

5Most identity theft cases are best addressed through criminal prosecution. The FTC itself
has no direct criminal law enforcement authority. Under its civil law enforcement authority pro-
vided by Section 5 of the FTC Act, the Commission may, in appropiate cases, bring actions to
stop practices that involve or facilitate identity theft. See, e.g., FTC v. Assail, Inc W03 CA 007
(W.D. Tex. Feb. 4, 2003) (order granting preliminary injunction) (defendants alleged to have deb-
ited consumers’ bank accounts without authorization for “upsells” related to bogus credit card
package) and FTC v. Corporate Marketing Solutions, Inc., CIV-02 1256 PHX RCB (D. Ariz. Feb.
3, 2003) (final order) (defendants “pretexted personal information from consumers and engaged
in unauthorized billing of consumers’ credit cards). In addition, the FTC brought six complaints
against marketers for purporting to sell international driver’s permits that could be used to fa-
cilitate identity theft. Press Release, Federal Trade Commission, FTC Targets Sellers Who De-
ceptively Marketed International Driver’s Permits over the Internet and via Spam (Jan. 16,
2003) (at http:/ /www.fte.gov /opa /2003 /01 /idpfinal.htm).

6Pub. L. No. 105-318, §5, 112 Stat. 3010 (1998).

7These fraud alerts indicate that the consumer is to be contacted before new credit is issued
in that consumer’s name. See Section II.B.(3)(a) infra for a discussion of the credit reporting
agencies new “joint fraud alert” initiative.
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Counselors also advise victims having particular problems about their rights
under relevant consumer credit laws including the Fair Credit Reporting Act,® the
Fair Credit Billing Act,® the Truth in Lending Act,’° and the Fair Debt Collection
Practices Act.!1 If the investigation and resolution of the identity theft falls under
the jurisdiction of another regulatory agency that has a program in place to assist
consumers, callers also are referred to those agencies.

The FTC’s identity theft website, located at www.consumer.gov /idtheft, provides
equivalent service for those who prefer the immediacy of an online interaction. The
site contains a secure complaint form, which allows victims to enter their identity
theft information for input into the Clearinghouse. Victims also can read and
download all of the resources necessary for reclaiming their credit record and good
name. One resource in particular is the FTC’s tremendously successful consumer
education booklet, Identity Theft: When Bad Things Happen to Your Good Name.
The 26-page booklet, now in its fourth edition, comprehensively covers a range of
topics, including the first steps to take for victims, how to correct credit-related and
other problems that may result from identity theft, tips for those having trouble get-
ting a police report taken, and advice on ways to protect personal information. It
also describes Federal and State resources that are available to victims who may
be having particular problems as a result of the identity theft. The FTC alone has
distributed more than 1.2 million copies of the booklet since its release in February
2000.12 Last year, the FTC released a Spanish language version of the identity theft
booklet, Robo de Identidad: Algo malo puede pasarle a su buen nombre.

OUTREACH AND EDUCATION

The Identity Theft Act also directed the FTC to provide information to consumers
about identity theft. Recognizing that law enforcement and private industry play an
important part in the ability of consumers both to minimize their risk and to recover
from identity theft, the FTC expanded its mission of outreach and education to in-
clude these sectors.

Consumers

The FTC has taken the lead in coordinating with other Government agencies and
organizations in the development and dissemination of comprehensive consumer
education materials for victims of identity theft and those concerned with pre-
venting this crime. The FTC’s extensive consumer and business education campaign
includes print materials, media mailings, and radio and television interviews. The
FTC also maintains the identity theft website, which includes the publications and
links to testimony, reports, press releases, identity theft-related State laws, and
other resources.

To increase identity theft awareness for the average consumer, the FTC recently
developed a new primer on identity theft, Identity Theft: What’s It All About? This
publication discusses the common methods of identity thieves, how consumers can
best minimize their risk of being victimized, how to identify the signs of victimiza-
tion, and the basic first steps for victims. Taken together with the detailed victim
recovery guide, Identity Theft: When Bad Things Happen to Your Good Name, the
two publications help to fully educate consumers.

Law Enforcement

Because law enforcement at the State and local level can provide significant prac-
tical assistance to victims, the FTC places a premium on outreach to such agencies.
In addition to the training described below (see infra Section II.C.), the staff joined
with North Carolina’s Attorney General Roy Cooper to send letters to every other
attorney general letting him or her know about the FTC’s identity theft program
and how each Attorney General could use the resources of the program to better
assist residents of his or her State. The letter encourages the Attorney General to
link to the consumer information and complaint form on the FTC’s website and to
let residents know about the hotline, stresses the importance of the Clearinghouse
as a central database, and describes all of the educational materials that the attor-

815 U.S.C. §1681 et seq.

91d. §1666. The Fair Credit Billing Act generally applies to “open end” credit accounts, such
as credit cards, revolving charge accounts, and overdraft checking accounts. It does not cover
installment contracts, such as loans or extensions of credit that are repaid on a fixed schedule.

10]d. §1601 et seq.

117d. §1692 et seq.

12 Other Government agencies, including the Social Security Administration, the SEC, and the
FDIC also have printed and distributed copies of Identity Theft: When Bad Things Happen to
Your Good Name.
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ney general can distribute to residents. North Carolina took the lead in availing
itself of the Commission’s resources in putting together for its resident victims a
package of assistance that includes the Identity Theft Affidavit (see Section
I1.B.(3)(a)), links to the FTC website and www.consumer.gov /idtheft. Through this
initiative, the FTC hopes to make the most efficient use of Federal resources by al-
lowing States to take advantage of the work the FTC has already accomplished and
at the same time continuing to expand the centralized database of victim complaints
and increase its use by law enforcement nationwide. Other outreach initiatives in-
clude: (1) Participation in a “Roll Call” video produced by the Secret Service, which
will be sent to thousands of law enforcement departments across the country to in-
struct officers on identity theft, investigative resources, and assisting victims; and
(2) redesigning of the FTC’s website to include a section for law enforcement with
tips on how to help victims, as well as resources for investigations. The FTC will
launch the new website this summer.

Industry

(a) Victim Assistance: Identity theft victims spend significant time and effort
restoring their good name and financial records. As a result, the FTC devotes sig-
nificant resources to conducting outreach with the private sector on ways to improve
victim assistance procedures. One such initiative arose from the burdensome re-
quirement that victims complete a different fraud affidavit for each different cred-
itor with whom the identity thief had opened an account.!® To reduce that burden,
the FTC worked with industry and consumer advocates to create a standard form
for victims to use in resolving identity theft debts. From its release in August 2001
through April 2003, the FTC has distributed more than 293,000 print copies of the
Identity Theft Affidavit. There have also been more than 356,000 hits to the web
version. The affidavit is available in both English and Spanish.

The three major credit reporting agencies (CRA’s) recently launched a new ini-
tiative, the “joint fraud alert.” After receiving a request from an identity theft victim
for the placement of a fraud alert on his or her consumer report and for a copy of
that report, each CRA now shares that request with the other two CRA’s, thereby
eliminating the requirement that the victim contact each of the three major CRA’s
separately.

(b) Information Security Breaches: Additionally, the FTC is working with institu-
tions that maintain personal information to identify ways to help keep that informa-
tion safe from identity theft. Last year, the FTC invited representatives from finan-
cial institutions, credit issuers, universities, and retailers to an informal roundtable
discussion of how to prevent unauthorized access to personal information in em-
ployee and customer records. The FTC will soon publish a self-assessment guide to
make businesses and organizations of all sizes more aware of how they manage per-
sonal information and to aid them in assessing their security protocols.

As awareness of the FTC’s role in identity theft has grown, the businesses and
organizations that have suffered compromises of personal information have begun
to contact the FTC for assistance. For example, in the cases of TriWest 14 and Ford/
Experian,!® in which tens of thousands of consumers’ files were compromised, the
Commission advised how to notify those individuals and how to protect the data in
the future. To provide better assistance in these types of cases, the FTC developed
a kit, Responding to a Theft of Customer or Employee Information, that will be
posted on the identity theft website in the coming weeks. The kit provides advice
on which law enforcement agency to contact, depending on the type of compromise,
business contact information for the three major credit reporting agencies, with
suggestions for establishing an internal communication protocol, information about
contacting the FTC for assistance, and a detailed explanation of what information
individuals need to know. The kit also includes a form letter for notifying the indi-
viduals whose information was taken. Organizations are encouraged to print and in-
clude copies of Identity Theft: When Bad Things Happen to Your Good Name with
the letter to individuals.

The FTC particularly stresses the importance of notifying individuals as soon as
possible when information has been taken that may put them at risk for identity
theft. They can then begin to take steps to limit the potential damage to themselves.

13 See Identity Theft: When Bad Things Happen to Your Good Name. Hearing Before the Sub-
committee on Technology, Terrorism, and Government Information of the Senate Judiciary Com-
mittee, 106th Congress (2000) (statement of Mrs. Maureen Mitchell, Identity Theft Victim).

14 Adam Clymer, Official Say Troops Risk Identity Theft After Burglary, The New York Times,
Nov. 6, 2002, Main News, Part 1 (Home Edition), at 12.

15Kathy M. Kristof and John J. Goldman, 3 Charged in Identity Theft Case, Los Angeles
Times, Nov. 6, 2002, Main News, Part 1 (Home Edition), at 1.
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Individuals who place a fraud alert promptly have a good chance of preventing, or
at least reducing, the likelihood that the release of their information will turn into
actual misuse. The prompt notification also alerts these individuals to review their
credit reports and to watch for the signs of identity theft. In the event that they
should become victims, they can quickly take action to clear their records before any
long-term damage is done. Besides providing Responding to a Theft of Customer or
Employee Information, FTC staff can provide individual assistance and advice, in-
cluding a review of consumer information materials for the organization and coordi-
nation of searches of the Clearinghouse for complaints with the law enforcement
officer working the case.

IDENTITY THEFT DATA CLEARINGHOUSE

The final mandate for the FTC under the Identity Theft Act was to log the com-
plaints from victims of identity theft and to refer those complaints to appropriate
entities such as law enforcement agencies. Before launching this complaint system,
the Commission took a number of steps to ensure that it would meet the needs of
criminal law enforcement, including meeting with a host of law enforcement and
regulatory agencies to obtain feedback on what the database should contain. Access
to the Clearinghouse via the FTC’s secure website became available in July 2000.
To ensure that the database operates as a national clearinghouse for complaints, the
FTC has solicited complaints from other sources. For example, in February 2001,
the Social Security Administration—Office of Inspector General (SSA-OIG) began
providing the FTC with complaints from its fraud hotline, significantly enriching the
FTC’s database.

The Clearinghouse provides a much fuller picture of the nature, prevalence, and
trends of identity theft than was previously available.16 The FTC data analysts ag-
gregate the data to develop statistics about the nature and frequency of identity
theft. For instance, the Commission publishes charts showing the prevalence of
identity theft by States and by cities. Law enforcement and policymakers at all lev-
els of government use these reports to better understand the challenges identity
theft presents.

Since the inception of the Clearinghouse, 62 Federal agencies and 574 State and
local agencies have signed up for access to the database. Within those agencies, over
4,200 individual investigators have the ability to access the system from their desk-
top computers 24 hours a day, 7 days a week. The Commission actively encourages
even greater participation.

One of the goals of the Clearinghouse and the FTC’s identity theft program is to
provide support for identity theft prosecutions nationwide.l? Last year, in an effort
to further expand the use of the Clearinghouse among law enforcement, the FTC,
in cooperation with the Department of Justice and the U.S. Secret Service, initiated
a full day identity theft training seminar for State and local law enforcement offi-
cers. Sessions were held in Washington, DC, Des Moines, Chicago, San Francisco,
Las Vegas, Dallas, and Phoenix. The Phoenix program was held May 22. More than
730 officers have attended these seminars, representing more than 170 different
agencies. Additional training seminars will occur later this year in Seattle, New
York, and Houston—cities the FTC has identified as having high rates of identity
theft. Also, the FTC is a member of an identity theft task force in Kansas City and
is helping coordinate a training seminar there later this summer.

The FTC staff also helps develop case leads. Now in its second year, the Commis-
sion runs an identity theft case referral program in coordination with the U.S.
Secret Service. The Secret Service has assigned a special agent on a full-time basis
to the Commission to assist with identity theft issues and has provided the services
of its Criminal Research Specialists.1® Together, the FTC and Secret Service staff
develop preliminary investigative reports by examining significant patterns of iden-
tity theft activity in the database and refining the data through the use of addi-
tional investigative resources. Thereupon, the staff refer the investigative reports to

16 Charts that summarized 2002 data from the Clearinghouse can be found at www.consumer.
gov /idtheft and www.consumer.gov | sentinel.

17The Commission testified last year in support of S.2541, the Identity Theft Penalty En-
hancement Act of 2002, which would increase penalties and streamline proof requirements for
prosecution of many of the most harmful forms of identity theft. See Testimony of Bureau Direc-
tor J. Howard Beales, III, Senate Judiciary Committee, Subcommittee on Terrorism, Technology,
and Government Information (July 11, 2002). S.2541 has been reintroduced in the 108th Con-
gress as S.153.

18 The referral program complements the regular use of the database by all law enforcers from
their desktop computers.
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appropriate Financial Crimes Task Forces and other law enforcers located through-
out the country for further investigation and potential prosecution.

The Federal Trade Commission’s Role in Information Security

In addition to providing assistance to victims of identity theft, the Commission
also examines security precautions involving consumers’ personal information to de-
termine whether law enforcement may be appropriate. If so, the Commission has
two valuable legal tools to work with: Section 5 of the FTC Act,1® which prohibits
unfair and deceptive acts or practices, and the Commission’s Gramm-Leach-Bliley
Safeguards Rule (the Safeguards Rule or the Rule).20

LAwW ENFORCEMENT UNDER SECTION 5

One of the mainstays of the Commission’s privacy program is the enforcement of
promises that companies make to consumers about privacy, including, the pre-
cautions they take to ensure the security of consumers’ personal information. The
Commission enforces such promises both online and offline. One area of particular
concern involves breaches of sensitive information because they put consumers at
the greatest risk of identity theft and other harms.

Last August, the Commission announced a settlement with Microsoft regarding
misleading claims made by the company about the information collected from con-
sumers through its Passport services—Passport, Passport Wallet, and Kids Pass-
port. 21 Passport is a service that collects information from consumers and then al-
lows them to sign in at any participating site using a single name and password.
Passport Wallet collects and stores consumers’ credit card numbers, and billing and
shipping addresses, so that consumers do not have to input this information every
time they make a purchase from a site. Kids Passport was promoted as a way for
parents to create accounts for their children that limited the information that could
be collected from them.

The Commission’s complaint alleged that Microsoft misrepresented the privacy
afforded by these services, including the extent to which Microsoft kept the informa-
tion secure. For example, in various online statements, Microsoft said that the Pass-
port service “achieves a high level of web security by using technologies and systems
designed to prevent unauthorized access to your personal information.” The Com-
mission alleged that Microsoft, in fact, failed to employ reasonable and appropriate
measures to protect the personal information collected in connection with these
services because it failed to: (1) implement procedures needed to prevent or detect
unauthorized access; (2) monitor the system for potential vulnerabilities; and (3)
perform appropriate security audits or investigations.

The Commission’s order against Microsoft contains strong relief that will provide
significant protections for consumer information. First, it prohibits any misrepresen-
tations about the use of and protection for personal information. Second, it requires
Microsoft to implement a comprehensive information security program similar to the
program required under the FTC’s Gramm-Leach-Bliley Safeguards Rule, which is
discussed below. Finally, to provide additional assurances that the information secu-
rity program complies with the consent order, every 2 years Microsoft must have
its program certified by an independent professional that it meets or exceeds the
standards in the order. The provisions of the order will continue for 20 years and
the Commission is systematically monitoring compliance.

Microsoft is an important case because the settlement required that the company
adhere to its security promises even in the absence of a known breach of the system.
The Commission found even the potential for injury actionable when sensitive infor-
mation and security promises were involved, and when the potential for injury was
significant. This determination is an extremely important principle. It is not enough
to make promises about protecting personal information, and then just hope that
nothing bad happens or, if it does, that nobody finds out. Fulfilling privacy promises
requires affirmative steps to ensure that personal information is appropriately pro-
tected from identity theft and other risks to consumers’ personal information.

The Microsoft case followed a similar case the Commission settled earlier last
year against Eli Lilly.22 The Lilly case also involved alleged misrepresentations re-

1915 U.S.C. §45.

2016 CFR Part 314, available online at Attp:/ /www.ftc.gov/os /2002 /05 /67fr36585.pdf.

21The Commission’s final decision and order in the Microsoft case is available at http://
www.fte.gov /0s /2002 /12 [ microsoftdecision.pdf. The Commission’s complaint is available at
http: | Jwww.fte.gov/0s /2002 12 | microsoftcomplaint.pdf.

22The Commission’s final decision and order against Eli Lilly is available at http:/ /www.ftc.
gov/0s/2002/05/elilillydo.htm. The complaint is available at htip://ww.ftc.gov/os/2002/
elilillycmp.htm.
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garding the security provided for sensitive consumer information—in this instance,
consumers’ health information. Like Microsoft, Lilly made claims that it had secu-
rity measures in place to protect the information collected from consumers on its
website. As in Microsoft, the Commission charged Lilly with failing to have reason-
able measures in place to protect the information.

Specifically, in sending an e-mail to Prozac users who subscribed to a service on
the site, Lilly put all of the consumers’ e-mail addresses in the “To:” line of the e-
mail, essentially disclosing to all users the identities of all of the other Prozac users.
The Commission’s complaint alleged that this happened because Lilly failed, among
other things, to provide appropriate training and oversight for the employee who
sent the e-mail and to implement appropriate checks on the process of using sen-
sitive customer data. The order in the Lilly case prohibits the misrepresentations
and, as in Microsoft, requires Lilly to implement a comprehensive information secu-
rity program.

Just this week, the Commission settled alleged violations of Section 5 in connec-
tion with statements made by Guess, Inc. concerning the security provided for sen-
sitive consumer information collected through its website www.guess.com. According
to the Commission’s complaint, by conducting a “web-based application” attack on
the Guess, Inc. website, an attacker gained access to a database containing 191,000
credit card numbers. The complaint alleged that, despite specific claims that it pro-
vided security for the information collected from consumers through its website,
Guess did not: (1) employ commonly known, relatively low-cost methods to block
web-application attacks, which are well-known in the technology industry; (2) adopt
policies and procedures to identify these and other vulnerabilities; or (3) test its
website and databases for known application vulnerabilities, which would have
alerted it that the website and associated databases were at risk of attack. Essen-
tially, the company allegedly had no system in place to test for known application
vulnerabilities, or to detect or to block attacks once they occurred.

In addition, the complaint alleged, Guess misrepresented that the personal infor-
mation it obtained from consumers through www.guess.com was stored in an
unreadable, encrypted format at all times; but in fact, after launching the attack,
the attacker could read the personal information, including credit card numbers,
stored on www.guess.com in clear, unencrypted text. The order prohibits misrepre-
sentations about the security and confidentiality of any information collected from
or about consumers online and, as in Microsoft and Lilly, requires Guess to imple-
ment a comprehensive information security program.

This case highlights a crucial but often neglected aspect of information security:
The security of web-based applications and the databases associated with them.
Databases frequently house sensitive data such as credit card numbers, and web-
based applications are often, as with Guess, the “front door” to these databases. It
is critical that online companies take reasonable steps to secure these aspects of
their systems, especially when they have made promises about the security they
provide for consumer information.

It is important to note that the Commission is not simply saying “gotcha” for secu-
rity breaches. While a breach may indicate a problem with a company’s security,
breaches can happen even when a company has taken every reasonable precaution.
In such instances, the breach will not violate the laws the FTC enforces. Instead,
the Commission recognizes that security is an ongoing process of using reasonable
and appropriate measures in light of the circumstances. That is the approach the
Commission took in these cases and in its Gramm-Leach-Bliley Safeguards Rule,
and the approach it will continue to take.

GLB SAFEGUARDS RULE

In May 2002, the Commission finalized its Gramm-Leach-Bliley Safeguards Rule,
which requires that financial institutions under the FTC’s jurisdiction to develop
and implement appropriate physical, technical, and procedural safeguards to protect
customer information. The Rule became effective on May 23 of this year, and the
Commission expects that it will quickly become an important tool to ensure greater
security for consumers’ sensitive financial information. Whereas Section 5 authority
derives from misstatements particular companies make about security, the Rule
requires a wide variety of financial institutions to implement comprehensive protec-
tions for customer information—many of them for the first time. The Rule could go
a long way to reduce risks to this information, including identity theft.

The Safeguards Rule requires financial institutions to develop a written informa-
tion security plan that describes their program to protect customer information. Due
to the wide variety of different entities covered, the Rule requires a plan that takes
into account each entity’s particular circumstances—its size and its complexity, the
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nature and scope of its activities, and the sensitivity of the customer information
it handles.

As part of its plan, each financial institution must: (1) designate one or more em-
ployees to coordinate the safeguards; (2) identify and assess the risks to customer
information in each relevant area of the company’s operation, and evaluates the
effectiveness of the current safeguards for controlling these risks; (3) design and im-
plement a safeguards program, and regularly monitor and test it; (4) hire the appro-
priate service providers and contract with them to implement safeguards; and (5)
evaluate and adjust the program in light of relevant circumstances, including
changes in the firm’s business arrangements or operations, or the results of testing
and monitoring of safeguards. The Safeguards Rule requires businesses to consider
all areas of their operation, but identifies three areas that are particularly impor-
tant to information security: employee management and training; information sys-
tems; and management of system failures.

The Commission has already issued guidance to businesses covered by the Safe-
guards Rule to help them understand the Rule’s requirements.23 Commission staff
have met with a variety of trade associations and companies to learn about indus-
try’s experience in coming into compliance with the Rule, to discuss areas in which
additional FTC guidance might be appropriate, and to gain a better understanding
of how the Rule is affecting particular industry segments. Now that the Rule is ef-
fective, the Commission plans to conduct sweeps to assess compliance within various
covered industry segments.

EDUCATION AND WORKSHOPS

Finally, the Commission recently hosted two workshops focusing on the role that
technology plays in protecting personal information.2¢ At the first workshop, which
focused on the technologies available to consumers, we heard that many of these
technologies have failed because they were too difficult to use; also, consumers did
not want to pay separately for a “fix” many assumed was already integrated into
the computers and applications they purchased. Panelists generally agreed that, to
succeed in the marketplace, these technologies must be easy to use and built into
the basic hardware and software consumers purchase.

At the second workshop, which focused on the technologies available to busi-
nesses, we learned that businesses, like consumers, need technology that is easy to
use and compatible with their other systems. We also heard that technology should
be viewed as just one part of an overall information management system that also
relies heavily on people and the use of appropriate processes and procedures. Unfor-
tunately, we also heard that too many technologies are sold before undergoing ade-
quate testing and quality control, frustrating progress in this area.

On June 18, the Commission hosted a public workshop to examine the costs and
benefits to consumers and businesses of the collection and use of consumer informa-
tion. Five CEO’s made presentations about how their companies use and value data.
Two case studies related to credit transactions and targeting marketing provided
specific examples.25 In addition, we considered the possible methodologies for fur-
ther measuring and analyzing the costs and benefits to consumers of these informa-
tion practices.

Conclusion

Identity theft and large scale security breaches place substantial costs on individ-
uals and on businesses. The Commission, through its education and its enforcement
capabilities, is committed to reducing these breaches as much as possible. The Com-
mission will continue its efforts to assist criminal law enforcement with their inves-
tigations. Prosecuting perpetrators sends the message that identity theft is not cost-
free. Finally, the Commission knows that as with any crime, identity theft can never
be completely eradicated. Thus, the Commission’s program to assist victims and
work with the private sector on ways to facilitate the process for regaining victims’
good names will always remain a priority.

23 Financial Institutions and Customer Data: Complying with the Safeguards Rule, available
at htip:/ Jwww.ftc.gov | bep [ conline | pubs | buspubs | safeguards.htm.

24 Additional information about the workshops are available at Atip:/ /www.ftc.gov / bep | work-
shops /technology /index.htm.

25 Additional information about the workshop is available at http:/ /www.ftc.gov/bep /work-
shops /infoflows [ index.html.
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PREPARED STATEMENT OF TIMOTHY CADDIGAN
SPECIAL AGENT IN CHARGE, CRIMINAL INVESTIGATIVE DIVISION
U.S. SECRET SERVICE

JUNE 19, 2003

Mr. Chairman, Senator Sarbanes, and Members of the Committee, thank you for
inviting me to be part of this hearing today, and the opportunity to address the
Committee regarding the Secret Service’s efforts to combat identity crime and pro-
tect our Nation’s financial infrastructure.

The Secret Service was originally established within the Department of the Treas-
ury in 1865 to combat the counterfeiting of U.S. currency. Since that time, this
Agency has been tasked with the investigation of financial crimes, as well as the
protection of our Nation’s leaders, visiting foreign dignitaries and events of national
significance. Although, we have moved to the Department of Homeland Security, the
Secret Service has maintained historic relationships with the Department of the
Treasury in our ongoing efforts to ensure a secure financial services infrastructure.

With the passage of new Federal laws in 1982 and 1984, the Secret Service was
provided primary authority for the investigation of access device fraud, including
credit card and debit card fraud, and parallel authority with other law enforcement
agencies in identity crime cases. The explosive growth of these crimes has resulted
in the evolution of the Secret Service into an agency that is recognized worldwide
for its expertise in the investigation of all types of financial crimes. Our efforts to
detect, investigate, and prevent financial crimes are aggressive, innovative, and
comprehensive.

The burgeoning use of the Internet and advanced technology, coupled with in-
creased investment and expansion, has intensified competition within the financial
sector. With lower costs of information-processing, legitimate companies have found
it profitable to specialize in data mining, data warehousing, and information broker-
age. Information collection has become a common byproduct of newly emerging
e-commerce. Internet purchases, credit card sales, and other forms of electronic
transactions are being captured, stored, and analyzed by businesses seeking to find
the best customers for their products. This has led to a new measure of growth with-
in the direct marketing industry that promotes the buying and selling of personal
information. In today’s markets, consumers routinely provide personal and financial
identifiers to companies engaged in business on the Internet. They may not realize
that the information they provide in credit card applications, loan applications, or
with merchants they patronize are valuable commodities in this new age of informa-
tion trading. Consumers may be even less aware of the illegitimate uses to which
this information can be put. This wealth of available personal information creates
a target-rich environment for today’s sophisticated criminals, many of whom are or-
ganized and operate across international borders. But legitimate business can pro-
vide a first line of defense against identity crime by safeguarding the information
it collects. Such efforts can significantly limit the opportunities for identity crime,
even while not eliminating its occurrence altogether.

Simply stated, identity crime is the theft or the misuse of an individual’s personal
or financial identifiers in order to gain something of value or to facilitate other
criminal activity. Types of identity crime include identity theft, credit card fraud,
bank fraud, check fraud, false identification fraud, and passport/visa fraud. Identity
crimes are almost always associated with other crimes such as narcotics and weap-
ons trafficking, organized crime, mail theft and fraud, money laundering, immigra-
tion fraud, and terrorism.

According to statistics compiled by the FTC for the year 2002, 22 percent of the
161,819 victim complaints reported involved more than one type of identity crime.
The complaints were broken down as follows (note that some complaints involved
more than one of the listed activities):

e 42 percent of complaints involved credit card fraud—for example, someone either
opened up a credit card account in the victim’s name or “took over” their existing
credit card account;

e 22 percent of complaints involved the activation of telephone, cellular, or other
utility service in the victim’s name;

e 17 percent of complaints involved bank accounts that had been opened in the vic-
tim’s name, and/or fraudulent checks had been negotiated in the victim’s name;

* 9 percent of complaints involved employment-related fraud;

e 8 percent of complaints involved Government documents/benefits fraud,

e 6 percent of complaints involved consumer loans or mortgages that were obtained
in the victim’s name; and
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e 16 percent of complaints involved some type of miscellaneous fraud, such as med-
ical, bankruptcy, and securities fraud.

Identity crime is not targeted against any particular demographic; instead, it af-
fects all types of Americans, regardless of age, gender, nationality, or race. Victims
include everyone from restaurant workers, telephone repair technicians, and police
officers, to corporate and Government executives, celebrities, and high-ranking mili-
tary officers. What victims do have in common is the difficult, time-consuming, and
the potentially expensive task of repairing the damage that has been done to their
credit, their savings, and their reputation. According to a report by the General Ac-
counting Office, the average victim spends over 175 hours attempting to repair the
damage done by identity criminals.

In past years, victims of financial crimes such as bank fraud or credit card fraud
were identified by statute as the person, business, or financial institution that
incurred a financial loss. All too often the individuals whose credit was ruined
through identity theft were not even recognized as victims. As a result of the pas-
sage of the Identity Theft and Assumption Deterrence Act in 1998, this is no longer
the case. This legislation represented the first comprehensive effort to rewrite the
Federal criminal code to address the insidious affects of identity theft on private
citizens. This new law amended Section 1028 of Title 18 of the United States Code
to provide enhanced investigative authority to combat the growing problem of iden-
tity theft. These protections included:

e The establishment of the Federal Trade Commission (FTC) as the central clear-
inghouse for victims to report incidents of identity theft. This centralization of all
identity theft cases allows for the identification of systemic weaknesses and pro-
vides law enforcement with the ability to retrieve investigative data at one central
location. It further allows the FTC to provide victims with the information and
the assistance that they need in order to take the steps necessary to correct their
credit records.

e The enhancement of asset forfeiture provisions to allow for the repatriation of
funds to victims.

e The closing of a significant gap in then-existing statutes. Previously, only the pro-
duction or possession of false identification documents was unlawful. However,
with advances in technology such as e-commerce and the Internet, criminals did
not need actual, physical identification documents to assume an identity. This
statutory change made it illegal to steal another person’s personal identification
information with the intent to commit a violation, regardless of actual possession
of identity documents.

We believe that the passage of this legislation was the catalyst needed to bring
together both the Federal and State government resources in a focused and unified
response to the identity crime problem. Today, law enforcement, regulatory, and
community assistance organizations have joined forces through a variety of working
groups, task forces, and information sharing initiatives to assist victims of identity
crime.

As you know, Mr. Chairman, the Senate recently passed the Identity Theft Pen-
alty Enhancement Act of 2002. The intent of this Act is to establish increased pen-
alties for aggravated identity theft—for example, identity theft committed during
and in relation to certain specified felonies. This Act, in part, provides for 2 years
imprisonment for the identity crime, in addition to the punishment associated with
the related felony and 5 years imprisonment if the related felony is associated with
terrorism. Additionally, the Act prohibits the imposition of probation and allows for
consecutive sentences. While this particular legislation cannot be expected to com-
pletely suppress identity theft, it does recognize the impact identity theft has on
consumers and the need to punish those engaging in criminal activity for personal
or financial gain. The Secret Service supports these ideas and believes that they
represent additional tools that law enforcement can utilize to the fullest extent in
protecting the American people.

Identity crime violations are investigated by Federal law enforcement agencies,
including the Secret Service, the U.S. Postal Inspection Service, the Social Security
Administration (Office of the Inspector General), and the Federal Bureau of Inves-
tigation. Schemes to commit identity crime may also involve violations of other stat-
utes, such as computer crime, mail theft and fraud, wire fraud, or Social Security
fraud, as well as violations of State law. Because most identity crimes fall under
the jurisdiction of the Secret Service, we have taken an aggressive stance and con-
tinue to be a leading agency for the investigation and the prosecution of such crimi-
nal activity.

Although financial crimes are often referred to as “white collar” by some, this
characterization can be misleading. The perpetrators of such crimes are increasingly
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diverse and today include both domestic and international organized criminal
groups, street gangs, convicted felons, and terrorists.

The personal identifiers most often sought by criminals are those generally re-
quired to obtain goods and services on credit. These are primarily Social Security
numbers, names, and dates of birth. Identity crimes also involve the theft or misuse
of an individual’s financial identifiers such as credit card numbers, bank account
numbers, and personal identification numbers.

The methods of identity criminals vary. It has been determined that many “low
tech” identity criminals obtain personal and financial identifiers by going through
commercial and residential trash, a practice known as “dumpster diving.” The theft
of both incoming and outgoing mail is a widespread practice employed by both indi-
viduals and organized groups, along with thefts of wallets and purses.

With the proliferation of computers and increased use of the Internet, many iden-
tity criminals have used the information obtained from company databases and
websites. A case investigated by the Secret Services that illustrates this method in-
volved an identity criminal accessing public documents to obtain the Social Security
numbers of military officers. In some cases, the information obtained is in the public
domain while in others it is proprietary and is obtained by means of a computer
intrusion.

The method that may be most difficult to prevent is theft by a collusive employee.
The Secret Service has discovered that individuals or groups who wish to obtain per-
sonal or financial identifiers for a large-scale fraud ring will often pay or extort an
employee who has access to this information through their employment at work-
places such as a financial institution, medical office, or Government agency.

In most of the cases that our Agency has investigated involving identity theft,
criminals have used an individual’s personal identifiers to apply for credit cards or
consumer loans. Additionally, these identifiers were also used to establish bank ac-
counts, leading to the laundering of stolen or counterfeit checks or were used in a
check-kiting scheme.

The majority of identity crime cases investigated by the Secret Service are initi-
ated on the local law enforcement level. In most cases, the local police department
is the first responder to the victims once they become aware that their personal or
financial identifiers are being used unlawfully. Credit card issuers as well as finan-
cial institutions will also contact a local Secret Service field office to report possible
criminal activity.

The events of September 11, 2001, have altered the priorities and actions of law
enforcement throughout the world, including the Secret Service. Immediately fol-
lowing the attacks, Secret Service assisted the FBI with their terrorism investiga-
tion through the leveraging of our established relationships, especially within the
financial sector, in an attempt to gather information as expeditiously as possible.

As part of the new Department of Homeland Security, the Secret Service will con-
tinue to be involved in a collaborative effort with the intention of analyzing the po-
tential for identity crime to be used in conjunction with terrorist activities through
our liaison efforts with the Bureau of Immigration and Customs Enforcement, Oper-
ation Direct Action, the FinCEN, the Diplomatic Security Service, and the Terrorist
Financing Operations Section of the FBI.

The Secret Service continues to attack identity crime by aggressively pursuing our
core Title 18 investigative violations, including access and telecommunications de-
vice fraud, financial institution fraud, computer fraud, and counterfeiting. Many of
these schemes are interconnected and depend upon stealing and misusing the per-
sonal and financial identifiers of innocent victims.

Our own investigations have frequently involved the targeting of organized crimi-
nal groups that are engaged in financial crimes on both a national and international
scale. Many of these groups are prolific in their use of stolen financial and personal
identifiers to further their other criminal activity.

It has been our experience that the criminal groups involved in these types of
crimes routinely operate in a multijurisdictional environment. This has created
some problems for local law enforcement agencies that generally act as the first re-
sponders to their criminal activities. By working closely with other Federal, State,
and local law enforcement, as well as international police agencies, we are able to
provide a comprehensive network of intelligence sharing, resource sharing, and tech-
nical expertise that bridges jurisdictional boundaries. This partnership approach to
law enforcement is exemplified by our financial and electronic crime task forces lo-
cated throughout the country, pursuant to our Section 1030 computer crime author-
ity. These task forces primarily target suspects and organized criminal enterprises
engaged in financial and electronic criminal activity that falls within the investiga-
tive jurisdiction of the Secret Service. Members of these task forces, who include
representatives from local and State law enforcement, prosecutors offices, private
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industry and academia, pool their resources and expertise in a collaborative effort
to detect and prevent electronic crimes. The value of this crime fighting and crime
prevention model has been recognized by Congress, which has authorized the Secret
Service (pursuant to the USA PATRIOT Act of 2001) to expand our electronic crime
task forces to cities and regions across the country. Recently, four new Electronic
Crimes Task Forces were established in Dallas, Houston, Columbia (SC), and Cleve-
land bringing the total number of ECTF’s to 13.

While our task forces do not focus exclusively on identity crime, we recognize that
stolen identifiers are often a central component of other electronic or financial
crimes. Consequently, our task forces devote considerable time and resources to the
issue of identity crime.

Another important component of the Secret Service’s preventative and investiga-
tive efforts has been to increase awareness of issues related to financial crime inves-
tigations in general, and of identity crime specifically, both in the law enforcement
community and the general public. The Secret Service has tried to educate con-
sumers and provide training to law enforcement personnel through a variety of part-
nerships and initiatives.

For example, criminals increasingly employ technology as a means of communica-
tion, a tool for theft and extortion, and a repository for incriminating information.
As a result, the investigation of all types of criminal activity, including identity
crime, now routinely involves the seizure and analysis of electronic evidence. In fact,
so critical was the need for basic training in this regard that the Secret Service
joined forces with the International Association of Chiefs of Police and the National
Institute for Justice to create the “Best Practices Guide to Searching and Seizing
Electronic Evidence,” which is designed for the first responder, line officer, and the
detective alike. This guide assists law enforcement officers in recognizing, pro-
tecting, seizing, and searching electronic devices in accordance with applicable stat-
utes and policies.

We have also worked with these same partners in producing the interactive, com-
puter-based training program known as “Forward Edge,” which takes the next step
in training officers to conduct electronic crime investigations. Forward Edge is a
CD-ROM that incorporates virtual reality features as it presents three different
investigative scenarios to the trainee. It also provides investigative options and tech-
nical support to develop the case. Copies of State computer crime laws for each of
the fifty States, as well as corresponding sample affidavits are also part of the train-
ing program and are immediately accessible for instant implementation.

Thus far, we have distributed over 300,000 “Best Practices Guides” to local and
Federal law enforcement officers and have distributed, free of charge, over 20,000
Forward Edge training CD’s.

In April 2001, the Secret Service assisted the FTC in the design of an identity
theft brochure, containing information to assist victims on how to restore their “good
name,” as well as how to prevent their information and identities from becoming
compromised.

In addition, we have just completed the Identity Crime Video/CD-ROM which
contains over 50 investigative and victim assistance resources that local and State
law enforcement officers can use when combating identity crime. This CD-ROM also
contains a short identity crime video that can be shown to police officers at their
roll call meetings which discusses why identity crime is important, what other de-
partments are doing to combat identity crime, and what tools and resources are
available to officers. The Identity Crime CD-ROM is an interactive resource guide
that was made in collaboration with the U.S. Postal Inspection Service, the Federal
Trade Commission, and the International Association of Chiefs of Police.

Next week, we will be sending an Identity Crime CD-ROM to every law enforce-
ment agency in the United States. Departments can make as many copies of the
CD-ROM as they wish and can distribute this resource to their officers to use in
identity crime investigations. Over 25,000 Identity Crime CD-ROM’s have been pro-
duced and are being prepared for distribution.

The Secret Service is also actively involved with a number of Government-spon-
sored initiatives. At the request of the Attorney General, the Secret Service joined
an interagency identity theft subcommittee that was established by the Department
of Justice. This group, which is comprised of Federal, State, and local law enforce-
ment agencies, regulatory agencies, and professional agencies meets regularly to dis-
cuss and coordinate investigative and prosecutive strategies, as well as consumer
education programs.

In a joint effort with the Department of Justice, the U.S. Postal Inspection Serv-
ice, the Federal Trade Commission, and the International Association of Chiefs of
Police, we are hosting Identity Crime Training Seminars for law enforcement
officers. In the last year and a half, we have held seminars for officers in Chicago,
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Dallas, Las Vegas, Iowa, Washington, DC, and Phoenix. In the coming months, we
have training seminars scheduled in New York, Seattle, and Texas. These training
seminars are focused on providing local and State law enforcement officers with
tools and resources that they can immediately put into use in their investigations
of identity crime. Additionally, officers are provided resources that they can pass on
to members of their community who are victims of identity crime.

The Secret Service’s Criminal Investigative Division assigned a special agent to
the Federal Trade Commission (FTC) as a liaison to support all the aspects of their
program to encourage the use of the Identity Theft Data Clearinghouse as a law
enforcement tool. The FTC has done an excellent job of providing people with the
information and assistance they need in order to take the steps necessary to correct
their credit records, as well as undertaking a variety of “consumer awareness” ini-
tiatives regarding identity theft.

It is important to recognize that public education efforts can only go so far in com-
bating the growth of identity crime. Because Social Security numbers, in conjunction
with other personal and financial identifiers, are used for such a wide variety of
record keeping and credit related applications, even a consumer who takes the ap-
propriate precautions to safeguard such information is not immune from becoming
a victim.

The Secret Service recommends that consumers take the following steps to protect
themselves from identity crime:

e Maintain a list of all credit card accounts and corresponding phone numbers.
Keep this list in a place other than your wallet or purse so that immediate notifi-
cation can occur if any cards are lost or stolen;

e Avoid carrying any more credit cards in a wallet or purse than is actually needed;

Cancel any accounts that are not in use;

e Be conscious of when billing statements should be received, and if they are not
received during that window, contact the sender;

e Check credit card bills against receipts before paying them;

e Avoid using a date of birth, Social Security number, name, or similar information
as a password or PIN code, and change passwords at least once a year;

e Shred or burn preapproved credit card applications, credit card receipts, bills, and
other financial information that you do not want to save;

e Secure your incoming and outgoing mail;

o Establish passwords where possible with credit card companies or financial insti-
tutions that you have accounts with in order to avoid unauthorized change of
address, transfer of funds, or orders of additional cards;

e Order a credit report once a year from each of the three major credit bureaus to
check for inaccuracies and fraudulent use of accounts; and

e Avoid providing any personal information over the telephone unless you initiated
the call, and be aware that individuals and business contacted via the Internet
may misrepresent themselves.

Should an individual become the victim of identity theft, the Secret Service rec-
ommends the following steps:

e Report the crime to the police immediately and get a copy of the police report;

e Immediately notify your credit card issuers and request replacement cards with
new account numbers. Also request that the old account be processed as “account
closed at consumers’ request” for credit record purposes. Ask that a password be
used before any inquiries or changes can be made on the new account. Follow up
the telephone conversation with a letter summarizing your requests;

e Call the fraud units of the three credit reporting bureaus, and report the theft
of your credit cards and/or numbers. Ask that your accounts be flagged, and add
a victim’s statement to your report that requests that they contact you to verify
future credit applications. Order copies of your credit reports so that you can re-
view them to make sure no additional fraudulent accounts have been opened in
your name;

e File a complaint with the Federal Trade Commission (FTC) by calling 1-877-1D-
THEFT or writing to them at Consumer Response Center, Federal Trade Commis-
sion, 600 Pennsylvania Ave., NW, Washington, DC 20580. Complaints can also be
filed via their website at wwuw.ftc.gov /ftc/complaint.htm; and

e Follow up with the credit bureaus every 3 months for at least a year and order
new copies of your reports so that you can verify that corrections have been made,
and to make sure that no new fraudulent accounts have been established.

Conclusion

For law enforcement to properly prevent and combat identity crime, steps must
be taken to ensure that the local, State, and Federal agencies are addressing victim
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concerns in a consistent manner. All levels of law enforcement should be familiar
with the resources available to combat identity crime and to assist victims in recti-
fying damage inflicted on their credit. It is essential that law enforcement recognize
that identity crimes must be combated on all fronts, from the officer who receives
a victim’s complaint, to the detective or special agent investigating an organized
identity crime ring.

The Secret Service has already launched a number of initiatives aimed at increas-
ing awareness and providing the training necessary to address these issues, but
those of us in the law enforcement and consumer protection communities need to
continue to reach out to an even larger audience. We need to continue to approach
these investigations with a coordinated effort—this is central to providing a con-
sistent level of vigilance and addressing investigations that are multi-jurisdictional
while avoiding duplication of effort. The Secret Service is prepared to assist this
Committee in protecting and assisting the people of the United States, with respect
to the prevention, identification, and prosecution of identity criminals.

Mr. Chairman, that concludes my prepared remarks and I would be happy to
answer any questions that you or other Members of the Committee may have.

PREPARED STATEMENT OF MICHAEL D. CUNNINGHAM
SENIOR VICE PRESIDENT, CREDIT AND FRAUD OPERATIONS
CHASE CARDMEMBER SERVICES

JUNE 19, 2003

Mr. Chairman, Members of the Committee, my name is Michael D. Cunningham
and on behalf of J.P. Morgan Chase & Co., we greatly appreciate this opportunity
to appear before the Committee and share our experience with the issue of identity
theft. I serve as Senior Vice President for Credit and Fraud Operations for Chase
Cardmember Services. Protecting our customers from identity theft and fraud is a
major priority for our entire company. We have devoted the resources necessary to
play a leading role for the industry by utilizing leading edge technology and hands
on intervention by over 750 specially trained Chase employees. The personal secu-
rity and well-being of our customers is a top priority at Chase.

Below, please find a discussion of the problem, the nuts and bolts of what we at
Chase do about it, followed by some ideas for changes and improvements for all par-
ties involved.

Elements of Identity Theft and Credit Card Fraud

Identity Theft

While identity theft and what we call credit card fraud are both pernicious crimes,
and both constitute fraud, we would like to distinguish the two for policy purposes.
We place identity theft into two basic categories:

Fraudulent Applications—Three Percent of Our Total Fraud Cases

This involves the unlawful acquisition and the use of another person’s identifying
information to obtain credit, or the use of that information to create a fictitious
identity to establish an account.

In order to commit identity theft by means of fraudulent application, the perpe-
trator needs to acquire not just a name, address, or credit card number but unique
identifiers such as the mother’s maiden name, Social Security number, and detailed
information about a person’s credit history such as the amount of their most recent
mortgage payment. This is why more than 40 percent of the identity theft cases that
we see are committed by someone familiar to the victim, frequently a family mem-
ber or by someone in a position of intimacy or trust. This variety of identity theft
represents 3 percent of our total fraud cases.

Account Takeover—One Percent of Our Total Fraud Cases

This occurs when someone unlawfully uses another person’s identifying informa-
tion to take ownership of an account. This would typically occur by making an unau-
thorized change of address followed by a request for a new product such as a card
or check, or perhaps a PIN number. This variety of identity theft represents less
than 1 percent of our total fraud cases.

Non-Identity Theft Fraud—The Other 96 Percent of Our Total Fraud Cases

This type of fraud constitutes the vast majority of occurrences and falls under four
basic headings:
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(1) Lost or Stolen Cards: The card is actually in possession of the customer and
is subsequently lost or stolen.

(2) Non-Receipt: The card is never received by the customer and is intercepted by
the perpetrator prior to or during mail delivery.

(3) Counterfeiting: The card is in possession of an actual customer and a fraudu-
lent one is subsequently created by a variety of forgery or counterfeiting techniques.
The customer does not know that the theft has occurred.

(4) Fraudulent Mail or Telephone Order: The card is in possession of the customer
and the account number and expiration date is compromised permitting purchases
by phone, mail, or Internet.

Who Bears the Liability for Fraud?

By law, the liability of the consumer who has suffered credit card fraud is limited
to a maximum of $50 up to the time of notification to the creditor, after which it
is zero. As a practical matter, with the advent of the Internet and other mediums,
to promote consumer confidence, MasterCard and Visa simply accept full liability
for the fraud, as do many individual card issuers.

The Role of Credit Delivery Systems in Fraud
Variation in Fraud Rates by Application Channel

Table 14: Cost of Credit Card Fraud?

Year 2000 Percent of
Type Cost Credit Card Perc%ré%uorfl?ales
(Millions) Fraud
False Applications ........ccccccceveeveveeerrenenennen $46.1 4.5 0.004
Other Fraud ....... . $976.1 95.5 0.078
Total eeeeeeeeeeieieeeeee e $1,013.2 100.0 0.082

During the course of the debate on identity theft and fraud, critics have alleged
that the process known as “prescreening” or “prescreened offers of credit” somehow
are major contributors to identity theft and other types of fraud. This is not the
case. In fact, prescreening is a major underwriting tool integral to safety and sound-
ness and the lower cost of credit.

Prescreening Greatly Enhances the Ability of Credit Grantors to
Accurately Assess Risk and Avoid Losses and Lower Costs

Prescreened offers have a very low incidence of fraud, and especially so when com-
pared with other forms of new account generation. At Chase, for 2002, prescreened
accounts subject to identity theft involved approximately 600 accounts measured
against 17 million total active accounts. Total fraud cases of all types for 2002
amounted to about 75,000, including the 600 prescreening cases. Last year,
prescreening resulted in 1.6 million new accounts out of a total of 4 million new ac-
counts, or 40 percent of all new accounts. Again, the majority of fraud arising from
prescreened accounts is committed by someone familiar to the victim. One of our
competitors, Capital One, a large user of prescreening, recently testified before the
House Committee that they had similar experience, reporting rates of identity theft
that are “5 to 15 times lower for credit generated through prescreening than from
credit generated through other channels (that is, the Internet, in-store “take ones”).”

Why do prescreened cards result in less identity theft? Prescreened offers of credit
come from a pool of consumers selected from credit bureau files that have already
undergone a substantial verification and underwriting process. An identity thief or
fraudster that is not a family member always chooses the most anonymous method
of application such as the Internet, or an in-store “take one” application. Choosing
a prescreened credit card application is the most difficult route by far for the thief.
Prescreened credit card offers do not contain any personal information other than
name and address, and contain none of the other personal information necessary to
apply for credit. Identity thieves do not find prescreened offers of credit very useful
because even if they intercept one, they have to submit a change of address, which
under Chase’s system (and others that we know of) would trigger an alert and sub-
sequent analysis.

The reduced risk of identity theft and other types of fraud has benefits far beyond
enhancing the personal security of our customers. This enhancement to the under-

1The Fair Credit Reporting Act: Efficiency & Opportunity, The Econonic Importance of Fair
Credit Reauthorization, Information Policy Institute, June 2003, p. 60.
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writing process lowers the cost of capital and hence the cost of credit and permits
more credit to be extended. Without prescreening and other techniques for accu-
rately assessing risk, the costs to credit grantors of raising capital in the secondary
financial markets would be increased. In order to minimize their costs of capital,
major credit card issuers and other credit grantors (for example, auto lenders) sell
a large percentage of their receivables to secondary bond market investors. Many
issuers sell up to one half of their receivables to investors in the secondary markets.
The models used to price these securities are largely based on the assessment of
credit risk. Without the credit enhancements of prescreening (and other national
credit standards), these models would almost certainly have to be changed to factor
in additional risks of default, resulting in an increase in costs to the issuers of these
securities.

The Role of the Credit Card Industry as the Early Warning System for
Identity Theft and Fraud—Detection, Prevention, and Resolution

Industry Practices in General

The recently released report by the Information Policy Institute contains an excel-
lent description of industry practices in general: 2

Credit card issuers also have authentication procedures in place at many
stages of the process to limit the ability of criminals to open fraudulent
credit card accounts. The vast majority of credit card issuers (if not all of
them) review the application, using a variety of automated tools (Appendix
F) based upon credit file data to authenticate the identity of the applicant.
In some cases, if the lender has any degree of uncertainty about the appli-
cant’s identity, additional documentation (such as a State-issued driver’s
license or a utility bill) is requested before approval is granted. Even after
the card has been physically delivered to the applicant, the account is not
activated until the applicant again verifies his or her identity, usually by
calling from his or her home phone.

Issuers undertake these procedures because they are generally liable for
the cost of fraudulent charges. MasterCard and Visa, for example, have zero
liability policies that significantly limit the consumer’s responsibility for
fraudulent charges. Issuers will soon legally be required to authenticate
identity when opening accounts as well. Given the cost to issuers, it is no
surprise that losses from fraudulent applications account for significantly
less than one-hundredth of 1 percent of credit card sales volume and less
than 5 percent of all credit card fraud.

The vast majority of credit card issuers further review the application
using a variety of sophisticated automated tools. These authentication tools
check the applications for inconsistencies, compare information from the
application to that in credit files and other national databases, and check
applications against databases on known fraud. If inconsistencies are de-
tected, or if the application is identified as being high risk for fraud, the
tools instruct the issuer to decline the application or perform a thorough
manual review.

For example, if the applicant attempts to change the address and the new
address is different than in these databases, the products indicate the pos-
sibility that the application is fraudulent and that an identity thief is trying
to open an account and divert mail away from the victim’s address to avoid
being detected. These products are very successful, identifying the majority,
from 60 to 80 percent, of fraudulent applications before the accounts are
ever opened. The success of these tools also serves as a powerful deterrent
to potential identity thieves.

Prevention and Detection at Chase Cardmember Services

Chase uses a multilayered system of technology, manual analysis, and consumer
education and assistance to prevent, detect, and resolve all types of fraud. In fact,
we detect approximately 70 percent of all fraud before the customer even knows it
has occurred, and we continue to improve every year. The first step in this effort
is to assess the risk at the application level. Below are some examples of high-risk
attributes for an application:

1. Discrepancies between credit bureau and application data. For example, we
compare, Social Security number, address, name, and date of birth—discrepancies
cause rerouting to our manual system.

2. Credit bureau fraud alerts and victims’ statements.

21bid p. 60—61.
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3. Internal fraud file matches, which entail matches against key personal identi-
fication data in a file that contains prior victims of identity theft.

4. Issuer’s Clearinghouse Services (ICS) alerts. The ICS is a shared issuer data-
base of reported identity theft victims.

Low-risk applications are automatically approved and monitored for suspicious
activity by a specialized unit. High-risk applications are subject to manual verifica-
tion. This includes:

1. Address validation using a variety of databases.

2. Direct contact with the true person whose name is being used to apply for
credit at the location verified for that person.

3. Authentication using “out of wallet” information such as a person’s most recent
mortgage payment or similar types of information that typically is not found in a
person’s wallet and that only the true customer would know.

4. Request for documentation from the applicant in situations where we are un-
able to verify the applicant’s identity.

In addition to the above, we have also developed an address change model that
utilizes demographic techniques and a file of known fraudulent addresses. Addition-
ally, we have a security verification methodology for special cases such as when an
applicant has no home phone number. Utilizing all of these technologies and human
resources, Chase frequently provides the first notice to the consumer of identity
theft or fraud. Below is an excerpt from a letter from one of our customers:

I would like to take this opportunity to praise the performance of (Chase
employee) . . . Over 6 months ago, Mr. X called me at home because he
noticed a discrepancy in a credit application that had my name and Social
Security number. He gave me valuable information that minimized the
damage to my credit and ultimately led to the arrest of a ring of identity
thieves.

Consumer Assistance and Education

At Chase, we recognize that consumers may need help once they learn of the iden-
tity theft or fraud. Once a problem is identified, Chase provides consumer education
and assistance programs, as detailed in the two documents in the appendices to this
statement. As you can see, we try to be as proactive as possible in dealing with con-
sumers who are victims of identity theft or fraud. We also actively work with law
enforcement to try and apprehend the perpetrators. We employ our own investi-
gators who provide a summary report to law enforcement officials. We then file a
“Suspicious Activity Report” (SAR) in accordance with Federal regulations, and we
provide testimony to aid in the prosecution of specific cases.

Technological Tools To Prevent Identity Theft

In addition to the detection and prevention methodologies outlined above, we em-
ploy three important technical tools for prevention of identity theft. First, we use
Falcon, a so-called neural network technology, which calculates a “fraud score” for
transactions based on data from a consortium of creditors and customer/merchant
profiles. Based on this system, we have adopted strategies to approve, decline, or
refer a transaction for further analysis. Some of the events that may trigger further
scrutiny of a transaction or an account include new accounts showing cash advance
and jewelry type transactions or a recent address change accompanied by a high
dollar cash or mail/phone order activity, just to name two examples.

Second, we also employ a system that we call “link analysis” that utilizes known
fraud information to stop subsequent occurrences. This is composed of a caller iden-
tity database combined with addresses, home and business phone numbers, Social
Security numbers, and a variety of other relevant information to stop identity theft
before the perpetrator can assume the identity of an innocent consumer. The third
technology that we apply is a fraud application-scoring model that relies on patterns
and other criteria to generate a fraud score for a particular transaction. No one ap-
proach is a cure-all, but taken together, these applications have enabled a continual
improvement in our performance.

Recommendations To Enhance Consumer Protection from
Identity Theft and Fraud

In conclusion, despite everything that Chase and others in the industry are doing
to combat these types of fraud, we have identified some areas that would benefit
from legislative changes. Please find below an outline of technical changes to the
law by category that we feel would assist everyone concerned in the fight against
these crimes.
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Prevention (Applicable to Financial Institutions)

Financial institutions must establish risk-based policies and procedures to verify
customer identification information.

Such policies and procedures used to comply with the requirements imposed
under Section 326 of the USA PATRIOT Act shall suffice for purposes of account
opening.

Such policies and procedures must include the evaluation of a “fraud alert” ob-
tained in connection with a consumer report.

Such policies and procedures must include the address change verifications, as ap-
propriate.

To the extent not already permitted or authorized, authorize financial institutions
and associations of financial institutions to share information with other financial
institutions, or associations of financial institutions, regarding individuals, enti-
ties, organizations, or transactions that may involve identity theft or possible
identity theft. A financial institution or association that transmits, receives, or
shares such information for the purposes of identifying and reporting identity
theft activities shall not be liable to any person under any law, regulation, or
agreement. Extend the same flexibility and the protections to other businesses
affected by identity theft, such as retailers.

Require disclosure (at same time as “initial” TILA disclosures) to inform con-
sumers that the financial institution may report information to a consumer re-
porting agency regarding the consumer’s behavior on the account. Disclosure must
also provide contact information to consumer reporting agencies that operate on
a nationwide basis.

Allow access to Social Security Administration database in order to verify Social
Security numbers on applications.

Prevention (Applicable to Consumer Reporting Agencies)

Nationwide consumer reporting agencies must establish a method of recording
and reporting “fraud alert” data.

Consumer reporting agencies may truncate an individual’s Social Security number
on copies of the individual’s credit report provided to the individual so long as the
Social Security number provided by the individual to obtain the credit report
matches the Social Security number included in the credit report.

Other Prevention Related Measures

To the extent not already permitted under the FCRA, include fraud prevention
and identity theft prevention as a permissible purpose to obtain a consumer re-
port under the FCRA.

Ensure continued availability of consumer reports as envisioned under the FCRA.
Prohibit display or sale of an individual’s Social Security number to the general
public. Such prohibition shall not interfere with legitimate business-to-business or
business-to-government transfers of Social Security numbers, or public record in-
formation.

Prohibit merchants from printing more than the last four digits and the expira-
tion date of a credit card number on a receipt.

Prohibit States from printing Social Security numbers on driver’s licenses and
other government-issued form of identification.

Apprehension

Have postal service hire additional postal inspectors for purposes of identity theft
and related investigations.

Increase penalties and prosecution for identity theft crimes.

Require the Department of Justice to develop a training program for State and
local law enforcement with respect to identity theft crimes.

Require the Department of Justice to develop model definitions, reporting forms,
and affidavits for use by State and local law enforcement in connection with iden-
tity theft investigations.

Improve civil forfeiture provisions related to identity theft.

Mitigation

Require consumer reporting agencies to block tradelines allegedly the result of
identity theft if the consumer provides a valid police report regarding the identity
theft [or other valid indicia of the crime] and provides appropriate identification.
Require a business to provide information to a consumer pertaining to an alleged
identity theft if consumer provides a valid police report regarding the identity
theft [or other valid indicia of the crime] and provides appropriate identification.
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This provision must be crafted to ensure it does not create additional opportuni-
ties for identity theft, and businesses may not be held liable for complying with
this provision.

Victims Assistance

Develop a simplified standardized document, for example, Uniform Affidavit for
consumers’ initiation of investigations of claims related to identity theft.

Simplify the way consumers can contact their financial institution to make a
claim of identity theft, that is, call a toll free number on their account statement.
Be responsive to identity theft claims in a timely fashion.

Require local law enforcement to accept the simplified standardized form and to
assist the consumer and to produce a police report.
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APPENDIX A

Education and Outreach Efforts

Chase believes that education and outreach about how to protect oneself from becoming the victim of ID
Theft is also important. In support of this belief, we have taken the following educational efforts regarding
D Theft:

a)

b)

<)
4

e)

Tips on protecting your identity & accounts are posted on Chase’s Privacy & Security page on
www.chase.com

Periodic notices are included in our statements for customers regarding
prevention of 1D Theft.

Outreach to the Corumunity through Senior Citizens groups and groups like AARP.

Provide advice through toll free numbers to potential victims or persons
concerned about what to do, including the providing of an 1D Theft Kit.

Education is provided to our employees about Safeguarding Customer Information. A training
tape was prepared which became the Industry Standard and was provided by the American
Bankers Association to all banks. Internal Intranet training about ID Theft prevention and
Information Safeguarding is mandatory to all those with access to customer information.

Our Code of Ethics includes the rules regarding information use and access. Violators are
punished - including dismissal and prosecution.
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APPENDIX B

THE RIGHT RELATIONSHIP IS EVERYTHING?

IDENTITY THEFT
HELP KIT
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INTRODUCTION

At Chase, we understand how upsetting these circumstances are for you and we want to help. First, Chase will
work with you every step of the way to resolve your situation at Chase. Second, we will assist you as you work
with the credit bureaus and other key agencies to restore your good name.

We also recognize that peopie never really expect this sort of thing to happen to them, and you are probably
wondering what you should do now. For that reason, we have prepared this Help Kit.

In the “What To Do Now” section of this kit, we provide you with:
= The names and contact information for key agencies, including the major credit bureaus

= Other important contacts you may need to make (with investment and credit card companies, the
Department of Motor Vehicles, etc.)

= A checklist to help you keep track of the contacts you've made

»  Samples of letters you will likely need to send to the credit bureaus and credit card companies to
begin the process of disputing charges or accounts

In addition, we share some information with you about how identity theft can occur, since at this point you may
not know how someone may have stolen your identity. Unfortunately, there are many ways that identity thieves
can obtain your personai information and we’ve outlined some of the more common ways in the section “How
ldentity Theft Can Occur.”

Finally, because you will want to protect yourself as much as you can in the future, we've included some tips on
.protecting your personal information in the section titled “What To Do Going Forward.”

We hope that the information provided in this kit will be helpful to you. And, of course, your Chase
representative is here to help you through this process.
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What To Do Now

Now that you suspect that someone may have stolen your identity, you have already taken the first important
step of contacting your Chase customer service representative. Chase will work with you every step of the way to
resolve your situation at Chase. Below we have outlined additional steps that you can take to help restore your
good name. Please note: You may want to use the Action Taken Farm on page 6 to document the steps
you've taken.

Chase

1.

1.

There may be some additional information that your Chase representative needs in order to help you.
Please review the letter that you received with this kit carefully. If you have any questions, please calf the
number that is included in the letter you received with this kit.

Key Agencies o Contact

You will probably want to start by contacting the major credit bureaus, your locai police department and the
Federal Trade Commission. The contact information for each is below.

Start by contacting the fraud departments of each of the three major credit bureaus. The credit bureaus
maintain reports that track the credit accounts that have been opened in your name and how you pay your
bitls. You should call first and then follow up in writing (see sample letter on page 7.}

Equifax

Experian

TransUnion

Call
Write:

1-800-525-6285
P.O. Box 740241
Aflanta, Georgia 30374-0241

www.equifax.com

Call 1-888-397-3742
Write:  P. O. Box 949
Allen, Texas 75013-0949

www.experian.com

Call
Write:

1-800-680-7289

Fraud Victim Assistance Division
P.O. Box 6790

Fullerion, CA 92634

www.tuc.com

With each bureau you contact, take the following steps:

a. Request that a "fraud alert” be placed in your file.

b. Request a victim’s statement asking that creditors call you before opening any new accounts or

changing your existing accounts.

c. Ask for copies of your credit reports. Credit bureaus must give you a free copy of your report if your
report is inaccurate because of fraud.

Review the report carefully to make sure that no additional fraudulent accounts have been
opened or unauthorized changes made.

Check the inquiry section of the report. When “inquiries” appear from companies that opened
fraudulent accounts, request the “inquiries” be removed from your report.

In a few months, order a new copy of your credit repart to verify your corrections and changes.

After reviewing your credit report, you may find that accounts were opened in your name at
other banks or lenders. Call the company where the account was opened to report fraudulent
accounts, then follow up in writing. Include copies (not originais) of documenits that support
your position. A sample dispute letter can be found on page 7.

File a report with your local police or the police in the community where the identity theft took place. Everrif
the police are unable to catch the thief, having a copy of the police report can help you in dealing with

creditors.
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=  Obtain a copy of the Police Report in case your bank, credit card company or others need proof of the
crime.

3. Contact the Federal Trade Commission’s Identity Theft Hotline at 1-877-IDTHEFT (1-877-438-4338).
The FTC will put your information into a secure consumer fraud database and may, in appropriate instances,
share it with other law enforcement agencies.

Other Important Contacts

You will probably want to take several additional steps to ensure that your accounts are secure. You should
review transactions on credit account statements (including credit cards, home equity foans, etc.), bank
accounts, investment accounts, and telephone. If you suspect that an identity thief may have tampered with any
of these accounts, key contact information is detailed below.

TiP: Check your mail carefully,

« If you receive statements for accounts you do not have, contact the creditor. An identity thief may have
cpened an account in your name.

* If you do not receive statements from any of your usual accounts (including credit, banking and investment),
contact the company immediately. An identity thief may have submitted a change of address in order to
redirect your statements to a different location.

* if you do not receive any mail, contact the post office. An identity thief may have falsified a change of
address to redirect your mail fo a different location.

1. Credit - Contact creditors, which can include credit card, phone and other utility companies and banks and
other lenders.

if an identity thief has tampered with an existing account or opened an account fraudulently:

- Ask to speak with someone in the company's security or fraud department and foliow up with a letter.
NOTE: it is important to notify credit card companies in writing as that is the consurner protection
procedure the law (Fair Credit Billing Act) spells out for resolving errors on credit card billing
statements. A sample dispute letter can be found on page 8.

. Close accounts that have been tampered with and open new ones with new Personal identification
Numbers {PINs) and passwords.

If an identity thief has changed the billing address on an existing credit card account:
= (Close the account.

= When you open a new account, ask that a password be used before any inquiries or changes be made.
Avoid using easily available information for a password like a date of birth, Social Security number, etc.
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Bank Accounts ~ If an identity thief has tampered with your savings or checking account or ATM card, close
the account immediately. Open a new account and ask that a password be used to obtain any information
(and avoid using easily available information, e.g., your birth date, for a password.} if your checks were
stolen or misused, either place a stop payment on the range of missing checks or close the account. Also,
contact the major check verification companies to request that they notify retailers using their database.

TeleCheck: 1-800-710-9898
International Check Services: 1-800-631-9656
Equifax: 1-800-437-5120

investments - if an identity thief has tampered with your securities, investments or brokerage account,
immediately report it to your broker or account manager and to the Securities and Exchange Commission.

. Telephone Service - If an identity thief has established a new phone service (including cellular) in your
name and is making unauthorized calls, contact your service provider immediately to cancel the account. If
you have trouble getting fraudulent phone charges removed from your account, contact your state Public
Utilities Commission for focal service or the Federal Communications Commission for long distance service
providers.

Stolen Mait — if an identity thief has stolen your mail to obtain credit or falsified change of address forms,
that's a crime. Report it to your local postal inspector. You can learn how to contact your focal postal
inspection service office by contacting your local post office or by visiting the United States Postal Service
online at www.usps.goviwebsites/depart/inspact.

Employment - If you believe someone is using your Social Security number to apply for a job or to work,
contact the Social Security Fraud Hotline at 1-800-269-0271. You can also contact the Social Security
Department at 1-800-772-1213 to verify the accuracy of the earnings reported on your Social Security
number and to request a copy of your Social Security statement.

Driver’s License — if you suspect your name is being used by an identity thief to get a driver’s license or iD
card, contact your Department of Motor Vehicles.
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Sample dispute letter - Credit Bureau

Date

Your Name
Your Address
Your City, State, Zip

Complaint Department
Name of Credit Bureau
Address

City, State, Zip

Dear Sir or Madam:

I am writing to dispute the following information in my file. The items | dispute are circled on
the attached copy of the report | received. (Identity item(s) disputed by name of source,
such as creditors or tax court, and identify type of item, such as credit account,
Jjudgment, etc.)

This item is (inaccurate or incomplete) because (describe what is inaccurate or
incomplete and why). | am requesting that the item be deleted (or request another
specific change) to correct the information.

Enclosed are copies of (use this sentence if applicable and describe any enclosed
documentation, such as payment records, court documents) supporting my position.
Please investigate this (these) matter(s} and (delete or correct) the disputed item(s) as
soon as possible.

Sincerely,

Your Name

Enclosures: (List what you are enclosing)
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Sample dispute letter — Credit Card Issuers

Date

Your Name

Your Address

Your City, State, Zip
Your account number

Name of Creditor
Billing Inquiries
Address

City, State, Zip

Dear Sir or Madam:

| am writing to dispute a billing error in the amount of § on my account. The
amount is inaccurate because (describe the problem). | am requesting that the error be
-corrected, that any finance or other charges related to the disputed amount be credited as
well, and that | receive an accurate statement.

Enclosed are copies of (use this sentence to describe any enclosed information, such
as sales slips, payment records) supporting my position. Please investigate this matter
and correct the billing error as soon as possible.

Sincerely,

Your Name

Enclosures: (List what you are enclosing)
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How Identity Theft Can Occur

Despite your best efforts to manage the flow of your personal information or keep it to yourself, skilled identity
thieves may use a variety of methods (both low and high tech) to gain access to your data.

How do identity thieves get your personal information? They:

Steatl wallets and purses containing your identification, credit and bank cards.

Steal your mail, including your bank and credit card statements, pre-approved credit offers, telaphone calling
cards and tax information.

Complete a “change of address form” to divert your mait to another iocation.

Rummage through your trash, or the trash of businesses, for personal data in a practice known as “dumpster
diving.”

Fraudulently obtain your credit report by posing as a landlord, employer or someone else who may have a
legitimate need for — and a legat right to — the information.

Get your business or personal records at work.
Find personal information in your home.
Use personal information you share on the internet.

Buy your personal information from “inside” sources. For example, an identity thief may pay a company
employee for information about you that appears on an application for goods, services or credit.

"How do identity thieves use your personal information? They:

Call your credit card issuer and, pretending to be you, ask to change the mailing address on your credit card
account. The imposter then runs up charges on your account. Because your bills are being sent to the new
address, it may take some time before you reslize there's a probiem.

Open a new credit card account using your name, date of birth and Social Security number. When they use
the credit card and don’t pay the bills, the delinquent account is reported on your credit report.

Establish phone or wirgless service in your name.

Open a bank account in your name and write bad checks on that account.

File for bankruptcy under your name to avoid paying debts they've incurred in your name or to avoid eviction.
Use counterfeit checks or debit cards and drain your bank account.

Buy cars by taking out auto loans in your name.

In the next section, we describe some steps you can take going forward to protect your personal information
from identity thieves.
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What To Do Going Forward

Identity theft and account fraud are serious issues. And, at Chase, we believe the more you understand how they
can occur, the better you'll be abie to take precautions to protect yourself. Chase works hard every day to ward
off these threats, but even tighter security is possible only with your help. You may be aware of many of the
steps you can take to stop these crimes before they happen, but some tips may be new to you. For that reason,
we have outlined some steps you can take to prevent someone from stealing your identity in the future. While
nothing is foolproof, following the steps outlined below can help to protect you.

1. Carry only what you need. The less personal information you have with you the better off you will be if you
have your purse or wallet stolen.

2. Don't put outgoing mail in or on your mailbox. Drop it into a secure, official Postal Service coliection box.
Thieves may use your mail to steal your identity. Consider a home shredder for all sensitive documents.

3. Cancel any credit card accounts that you no longer use.
4. Don't pre-print your driver’s license, telephone or Social Security numbers on your checks.

5. Report lost or stolen checks immediately. Chase will block payment on the check numbers involved. Also,
review new checks to make sure none have been stolen in transit.

6. Store cancelled checks—and new checks—in a safe place.

7. Notify Chase of suspicious phone inquiries such as those asking for account information to “verify a
statement” or "award a prize."

8. You should guard your ATM and credit card receipts. Thieves can use them to access your accounts, Never
throwaway receipts in a public trash can.

9. Guard your Personal Identification Numbers {PINs) for your ATM and credit cards, and don't write on or keep
your PiNs with your cards.

10. If you receive financial solicitations that you're not interested in, tear them up before throwing them away, so
thieves can't use them to assume your identity. Destroy any other financial documents, such as bank
statements or invoices, before disposing of them.

11. Don't give out financial information such as checking account and credit card numbers—and especially your
Social Security number-—on the phone unless you initiate the call and know the person or organization you're
dealing with. Don't give that information to any stranger, even one claiming to be from Chase.

12. i regular bills fail to reach you, cali the company fo find out why. Someone may have filed a false change-of-
address notice to divert your information to his or her address.

13. if your bills include suspicious iterns, don't ignore them. instead, investigate immediately to head off any
possible fraud before it occurs.

14. Periodically contact the major credit reporting companies to review your file and make certain the information
is correct. For a smalil fee, you can obtain a copy of your credit report at any time. The three major credit
bureaus are:

Equifax 1 (800) 685-1111
Experian 1 (800) 682-7654
TransUnion 1 (800) 916-8800

15. Chase is committed to ensuring the privacy of your online transactions through the latest security technology
That's why for Internet-based communications we require the use of a browser that supports 128-bit
encryption for the new, Internet-based product, Chase Online™. 128-bit encryption is the highest level of

10
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data protection that is commonly available in today's internet browsers and is needed to provide the
approximate level of security we provide for our non-Internet based online banking products, such as Chase
Online Banking, which uses a dial-up or “virtual private network” approach to transmission security.

Another online safety feature is your password. Every time you log on to Chase Online™, you are required to
enter your 1D and password. You control both and can change your password at any time. For your safety,
you should not reveal your password to anyone. For more information about how you are protected when
using Chase Online™, or for more information about encryption, visit us at Chase.com.

Together, you and Chase may be able to head off identity theft and account fraud before they ever happen. if
you would like more information about identity theft, you can visit the Federal Trade Commission’s (FTC)
consumer website at www.consumer.gov/idtheft, or you can call the FTC toll-free at

(1-877) IDTHEFT (438-4338).
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[J CHASE

THE RIGHT RELATIONSRIP S EVERYTHING®

Authorization to Disclose Information

I, the undersigned, do give to Chase Manhattan Corporation, The Chase Manhattan Bank, Chase Manhattan
Bank USA, National Association and any of their direct or indirect subsidiaries ("Chase”) authorization o discuss
and disclose with third parties the details concerning my claim of frauduient establishment and/or use of
account(s) in my name with Chase. This authorization is in addition to any other instruction that | may have
already provided concerning Chase sharing information about me with any third parties. If there is a conflict
between this authorization and any previous instructions, this authorization will control.

| understand Chase will respond to requests for information concerning my claim, but not initiate any calls on my
behalf. By Chase honoring this authorization, | agree to indemnify and hold Chase harmiless from any and all
claims, losses or other costs or expenses which Chase may incur as a result of its reliance on this authorization.
This action in no way obligates Chase nor makes Chase a party to any action with respect to my claim upon a
‘third party. Any actions by Chase will be considered on a best effort basis in assisting me in resolving my claim
with a third party(ies).

Name:

Address:

Reference Number:

Signature:

Date:

12
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PREPARED STATEMENT OF JOHN M. HARRISON
CapTAIN, U.S. ARMY (RETIRED), ROCKY HILL, CONNECTICUT

JUNE 19, 2003

Mr. Chairman, Ranking Member Sarbanes, and Members of the Committee, I ap-
preciate this opportunity to appear before your Committee to share my experiences
as an identity theft victim. My name is John Harrison. I am 42 years old, a retired
Army Captain and have resided in Rocky Hill, Connecticut, since my retirement in
December 1999. Until recently, I have been working as a corrugated salesperson
since leaving the military.

Background

My introduction to the crime of identity theft began on November 5, 2001. On that
day, I was contacted by a detective from Beaumont, Texas, who was investigating
a Harley-Davidson motorcycle which had been purchased in my name and Social
Security number. He tracked me down through my credit report. From that same
credit report, the detective realized I was a victim of identity theft and he explained
to me that someone had been using my name and Social Security number to open
credit accounts and he pointed me in the right direction.

On that very same day, I reported my identity stolen to the FTC through their
website. I also contacted all three repositories, ordered my credit reports, initiated
fraud alerts, and began contacting creditors immediately. Once I received my credit
reports, I filed a police report with the Army’s Criminal Investigation Division
which luckily had a branch near Hartford, Connecticut. Just 1 month later, on De-
cember 12, 2001, Jerry Wayne Phillips was arrested in Burke County, North Caro-
lina during a traffic stop. He was riding the Harley-Davidson motorcycle the police
officer in Texas was investigating. Phillips was indicted on Federal charges in
Texas, pled guilty to one count of identity theft, and is currently serving a 41-month
sentence at a Federal prison in Minnesota.

What I have learned since November 5, 2001 is that Phillips gained control of my
identity on July 27, 2001 when Army officials at Fort Bragg, North Carolina issued
him an active duty military identity card in my name and Social Security number.
In a taped interview, Phillips claimed the identity was easy to get. That occurred
about 1Y% years after my retirement as an Army Captain.

Damages

The military identity card combined with my once excellent credit history allowed
Phillips to go on an unhindered spending spree lasting just 4 months. From July
to December 2001, Phillips had acquired goods, services, and cash in my name val-
ued at over $260,000. None of the accounts were opened in my home State of Con-
necticut. He opened accounts as far south as Florida, as far north as Virginia, and
as far west as Texas. I have identified more than 60 fraudulent accounts of all
types: Credit accounts; personal and auto loans; checking and savings accounts; and
utility accounts. He purchased two trucks through Ford Credit valued at over
$85,000. A Harley-Davidson motorcycle for $25,000. He rented a house in Virginia
and purchased a time-share in Hilton Head, South Carolina.

One of the accounts opened by Phillips was with the Army & Air Force Exchange
Service (AAFES). He also wrote bad checks in these exchanges. I originally disputed
this account in March 2002 when AAFES attempted to garnish my military retire-
ment pay. I was able to stop the garnishment by providing supporting documenta-
tion to AAFES. They made a second attempt to garnish my retirement in January
2003 for the same debt. Unfortunately, my letter to AAFES went ignored the second
time and the garnishment began the end of January. Eventually and with the as-
sistance of Congressman Larson’s office, the garnishment was stopped in March
2003 and AAFES refunded the money that had been taken from my retirement pay.
I have always been somewhat distressed at the military’s involvement in the theft
of my identity. They issued the fraudulent identity card that allowed Phillips to
open all these accounts and quite obviously, someone was very negligent in their
duties. The garnishment greatly added to that distress.

FCRA Relationship

While Phillips made creditors, banks, and willing merchants the monetary victims
of this crime, it has been those same creditors and credit reporting agencies that
made me a victim. I have struggled with the repositories, creditors, and debt collec-
tors for 20 straight months now and still have many accounts and debts incorrectly
reported in my name and Social Security number. My imposter has been in jail for
19 of those 20 months and no accounts have been opened in my name since his
incarceration at the end of 2001. I have overwhelming documentation to verify I did
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not open any of these accounts and I have willingly provided those documents to
all creditors I have found, as well as the credit bureaus. I have discovered it is more
cost effective for creditors to write the debt off in the victim’s name than go after
the real criminal, even after you tell them who and where the real criminal is.

The credit bureaus hide behind the fact that they are only reporting what credi-
tors tell them while at the same time, victims are repeatedly sending affidavits, po-
lice reports, and detailed dispute letters proving the creditors are wrong. That is
why it takes identity theft victims years instead of months to recover from this
crime.

From that first day in November 2001, I have been very aggressive about restor-
ing the damage done in my name. I have sought out the fraudulent accounts and
in most cases; I have contacted them before they have contacted me. I have dispute
all accounts directly with the creditors following that up by disputing the accounts
through the repositories. I have encountered a great many difficulties. While two
of the repositories have done what I consider to be a fair job assisting me and re-
sponding to my disputes, one of them, Equifax, has failed to meet nearly all the pro-
visions of the FCRA. It took 11 months and three dispute letters to get a second
report from Equifax. Further, I found the report they sent to me was not the same
report they were sending to creditors. Both reports that Equifax has in their system
still contain as many as fifteen fraudulent accounts.

I also found that when I disputed accounts to any of the repositories, whether the
results of the reinvestigation come back with deleted or verified accounts, the ac-
counts were rarely resolved. Creditors were either not accepting my dispute through
the repositories or the dispute was not being sent to them. In either event, the ma-
jority of creditors continue to seek me out directly or through a debt collector. In
some instances, I have had accounts deleted from one repository only to have it
show up with another one. I have also encountered credito